BISWAJIT BAG
Kolkata ( +91 9903740888 /9433367246/ 33 25415929  ( bag.biswajit@gmail.com / bag.biswajit@hotmail.com
Positioned to Lead the Next Generation of IT Intelligence & IT Security
EXECUTIVE SUMMARY

· Qualified senior management accomplished Technology Officer from IIT Kanpur, IIM Raipur, ISI Kolkata and IIFT Kolkata with proven ability to lead successful corporate information security and technology operations and facilitate corporate growth through technology-business alignment. Special expertise in cyber security, solution development, organizational excellence, program management, and process improvement. MBA, MTech Computer Sc and multiple certifications, including Computer System Security from IIT Kanpur, Cyber Security & Risk Management from IIM Raipur, CISA, CEH, Six Sigma (Master Black Belt, Black Belt and Lean six Sigma), CCNA, SNPA, RHCE, OCA, MCSD, MCP and Research Fellow from ISI Kolkata. Adept at directing multi-national teams and administering multimillion-dollar budgets. Extensive familiarity with Entrepreneur and innovator in Management of IT Security and cybersecurity, Multilayer of Security and assessment, Risk and Compliance, Vulnerability and Assessment, Blockchain, AWS and AI.  IT Audit, Data Centers, IT infrastructure, Managing IT Operation, supply chain, Team building and Team handling. IT Procurement and budgeting. Server consolidation, report estimation and Licensing.
· Proficient in defining IT strategies to match with organizational business objectives; conduct root cause analysis on potential business impact related to change.
· Managing complex business relationships and providing exceptional customer service to key accounts

· Improves and implements specific security policies, procedures, and processes relevant to Information Security Program & Provide active leadership for incident response and crisis situations
· Insight: Knowledge of applicable industry rules (including PCI, SOX, and HIPAA), and expertise in Information Security best practices and implementing Information Security Frameworks
· Foresight: Developed metrics for executive management team to gain foresight into market conditions and trends, providing capabilities to answer the really hard “what if” questions.
· Understanding: Strong subject matter experience in application security, vulnerability testing and development of a risk appetite
· Efficiency: Risk management experience with proven ability to effectively apply risk principles to challenging business situations
· Effectiveness: Energized and led implementation of enterprise-wide budgeting system that dramatically reduced time and effort to access information critical to decision-making.

Looking for a leadership role. I will be instrumental in helping my organization maintain a strategic, competitive edge by providing strong, positive leadership and driving excellent performance in the teams, projects, and services. I lead to maximize the business value to the organization.  This position should be challenging, provide project and/or program leadership opportunities, additional opportunities for growth, and be recognized as making a vital contribution to the organization. 

                                                                  TECHNOLOGY LEADERSHIP SNAPSHOT

· Business/IT Strategy: Aligned IT projects to the overall financial and content delivery objectives of COMPANY, Inc., leading the charge behind total workforce mobility and ongoing migration to cloud services.
· Security & Governance: Provided security, governance, and regulatory security services to Fortune 500 client and partner companies.
· Transformation: Digitized the media supply chain, led process re-engineering to achieve full digital transformation, and championed introduction of scalable, secure architecture with migration of back-office services into the cloud.

· Revenue Growth: Galvanized COMPANY premium mobility service expansion, building big data analytics for metrics-driven decisions, and extending workflows for content/payment integrations with AT&T, Amazon, Office Depo, and others.

· Technical Leadership: Expertise spans architecture, operations, call center technologies, CRM/ERP solutions, relational databases, data warehouses, security, storage, testing/development, and web-based tools

· Information security operations: Directed all facets of information security operations for this international dominant cross-channel B2B, B2C commerce software development solution provider. The company’s progressive workforce model is comprised of employees operating predominantly from India locations as well as International and Domestic business locations. 
· Cloud & Security Management: Responsibilities include cloud security, data security, security architecture, threat & incident management, compliance, risk management, compliance activities, identity & access control, change management, business continuity, disaster recovery, forensics, and legal discovery.
AREA OF EXPERTISE
· IT Security Management

· Risk Assessments
· DataBreach Management

· Regulatory Compliance
· Cloud Information Risk Issue 
· Information Security Architecture
· Strategic Planning & Execution
· Operations Management

· IT Infrastructure Management

· Vendor & Contract Management
· Effort Estimation
· Procedure Standardization

· Problem / Incident Management

· Performance Management

· Vulnerability & Threat Management
· Resource Optimization

· Change Management

· Corporate Governance
· Identity & Access Control  

· Inspirational Leadership
· Disaster Recovery Management             
· Cybersecurity Management 
·  Artificial Intelligence
· Global Transportation Logistics
· Budgeting/P&L Management

· Regulatory Compliance                                          
· Stakeholder Relations

· Internet of Things (Technology Selection, Security and Implementation)
· Blockchain Design and Development
· Security Infrastructure (Wire & Wireless)
· Datacenter Management & Operations
· BCP & Crisis Management
· Project & Program Management

PROFESSIONAL EXPERIENCE

Sr. Manager Global Technical Support, Sep 2015 onwards
XploreTech Services Pvt. Ltd, Kolkata
	*Played key role in IT Operation and IT Infrastructure deployment of new setup, providing strategic risk guidance for IT projects, including the evaluation and recommendation of technical controls, design, analysis and implementation of network, Servers integrated with two Data Center USA and Canada including voice system integration*

*Enhanced operational efficiency and reduced implementation cost by implementing server virtualization measures*
* Efficiently managed domain hosting, Cloud service and VMware implementation, storage configuration and cloud systems implementation related activities*

*Enhanced IT Security and monitoring, to ensure protection of company’s secure and valuable data, Achieved regulatory compliance for all clients*

*Enhanced operational efficiency, budgeting, vendor handling, procurement & stop gap management that plays a crucial role in Technical management*

*Acquired significant exposure in working on Worked on new methodologies such as Waterfall (Agile, Scrum, Waterfall and others) model*




Key Responsibilities:
Transformed ill-focused information technology environment with legacy hardware, systems, and infrastructure, upgraded end-to-end systems and processes, and remediated IT material weakness to fuel best practices-driven operations and smooth out inherited post-merger integration lapses:
Vulnerability & Threat Management: Implement two factor authentications for user’s access, IPS & IDS implementation in firewall for minimization of Vulnerability & Threat.

Risk & Compliance Management: Different types of testing like pen test, VAPT and log analysis and monitoring through SIEM. Ensures that international, national and local Information Security and Privacy regulations are being followed Collaborating with Risk, Compliance, and Legal function to develop a high level of consistent, comprehensive and effective practices.

Business Continuity: Conceptualized a new approach to disaster recovery, balancing the 400+ application portfolio across two existing US & Canada datacenters. Eliminated millions in disaster recovery/offsite testing costs, and enabled complete recovery in 3 hours.

PCI DSS and ISO Audit: Internal and external audit in our group of company for certification and support to external auditor for this purpose to achieve the goal. 

Team Handling: Handle IT security, Network and Servers & Helpdesk team and company PCI and ISO certification. Also implement IT security in different aspect to protect companies secure data from hackers & Pro-active follow up on potential security risks and incidents.

Procurement and Vendor Management: Accountable for management of all IT related software and hardware procurement and vendor management across the globe.
IT Governance: Strengthened technology and business redundancy, designing and implementing BioScrip’s first IT strategic plan. Redesigned technology policies, boosted scalability, and devised bridge tactics to meet existing business requirements. Enabled analysis of actual versus budgets with quick access to drill-down details.
Infrastructure Redesign: Laid the groundwork for B2B/B2C and internal customer e-commerce by designing and delivering a portal strategy. Revamped telecommunication/data network infrastructure to increase redundancy, retired 4 legacy credit processing applications, and eliminated forecasted PCI compliance issues.
IT Cost Elimination: Saved $6.3M in capital expenditures, strengthening solution sourcing and utilizing reusable infrastructure components. Cut $560K in telephony costs and re-architected telecom infrastructure and audits. Drove costs from business model via asset management, e-learning, and mobile tool suite solutions.
Information Technology Scalability: Migrated non-scalable architecture to robust, high-volume, and high-availability options. Retooled network and hardware to leverage previously untapped asset capabilities. Eliminated data center single points of failure within both physical and logical realms.
Transformation: Handpicked by the head IT of COMPANY, Inc. to envision and execute a private cloud implementation. Successfully delivered the effort within 6 months; owned consultant selection/management and project communication up into the organization, culminating in a highly successful transformation.
Sr. Manager Systems, Jul 2006 – Sep 2015
Globsyn Technologies Ltd., Kolkata
	* Retained as Head of IT after the largest merger in the history of the banking software domain industry. Valued for past achievements in delivering enterprise-wide financial systems and for possessing the vision and direction needed to integrate a complex array of systems and people. *




Key Responsibilities:
Maximized 24x7 support for Banking systems, Opex and Capex budget including desktop services, help desk, system administration, Network Administration, database administration. Built operational processes exceeded or met post-initial release service levels. Besides this implementation of cloud systems handling ISO certification and company security policy.
Business Systems Transformation: Consolidated Company Inc. Indian operations onto Oracle banking database integrations, and led integration with Company Corporate’s GL/AP/Payroll.
Enterprise Implementations: Project-managed a $100M enterprise ERP transformation integrating global business process and data from HR, Supply Chain, Administration, Admission process, Finance, and Order Management.
IT Cost Elimination: Saved $2.3M in capital expenditures, strengthening solution sourcing and utilizing reusable infrastructure components. Drove costs from business model via asset management, e-learning, and mobile tool suite solutions.
Security & Disaster Recovery: Enabled New ISP failover and failover power from outages, devising and auditing disaster recovery plans for the company. Handle IT security team and company ISO certification. Also implement IT security in different aspect to protect companies secure data from hackers.

Incident Management: Leads the design, analysis and implementation of the Incident Management Program to identify and address security incidents and events that may adversely affect information assets, normal business operations.

Information security & ISO: Directs technical and analytical activities and collaborative relationships with internal/ external personnel to detect, mitigate and prevent information security events. Analysis of technologies critical in maintaining/improving information security, and participate in development of information security strategic growth initiatives. 
Organizational Planning: Realigned and optimized infrastructure support resources globally, strategically leveraging offshore teams and COMPANY’s internal cloud infrastructure to drive availability and responsiveness across the operation.
Procurement and Vendor Management: Accountable for management of all IT related software and hardware procurement and vendor management across the globe.
Database Management: Worked on database design installation, configuration, migration of bank databases and creating instance in the Oracle database including installation & configuration with Banking meta data.  
PREVIOUS WORK EXPERIENCE

· Sr. System Administrator, Comtel Technologies Pvt. Ltd, Kolkata (Jan 2001 – Jul 2006)
· System Analyst, Calcutta Infotech, Kolkata (Jan 2000 – MM 2001)

OTHER ASSIGNMENTS
· Part Time Researcher, Indian Statistical Institute Kolkata (Jun 2002 – May 2005)
· Part Time Teacher, Belur Ramakrishna Mission Vidyamandira College (Mar 2001 – Mar 2005)

EDUCATION

· Ex. MBA, IIFT, Kolkata 
· M Tech (CSE), WBUT (2014)
· MCA, IGNOU, Kolkata (2004)
· ADCA, IGNOU, Kolkata (2003)
· BCA, IGNOU, Kolkata (2002)

PROFESSIONAL ENHANCEMENT
· Computer System Security (IIT Kanpur)

· Cyber Security & Risk Management (IIM, Raipur)

· CISA

· CEH

· ISO 27001:2013 Lead Auditor

· Lean Six Sigma

· Six Sigma Green, Black & Master Black Belt

· Red Hat Certified Engineer (RHCE)
· MCP & MCSD
· OCA (Oracle9i DBA)

· CCNA

PERSONAL DETAILS

· Nationality

: Indian
· Language

: English, Hindi, Bengali and Oriya
· Address

: 24 Station Road, Udaypur, P.O. - Nimta, Kolkata-700049
· Passport Details
: M1192409 valid till 2024
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