
Ethical and Social Issues



Ethical and Legal Issues

• Ethics

– Principles of right and wrong that individuals use to make choices to guide their

behaviors.

– A general endeavor that takes into account the concerns and values of society as a whole.

• Law

– An expression of values, normally created for broader purpose, with the goal of

addressing national or sometimes international populations, and made by legislatures

such as government or parliament, enforced by executives or agents, and interpreted by

the courts.

• Ethics vs. Law: Ethics are a set of moral values established for personal behavior. Laws are

structured rules utilized to govern all of society.

• Agreement for products or goods or services

• Copyright Infringement and Counterfeit Products



Ethical and Legal Issues

• Digital businesses raise new ethical questions because they create opportunities for:

– Intense social change, threatening existing distributions of power, money, rights, and 

obligations

• New opportunities for crime 

• New kinds of crimes 



A Model for Thinking About Ethical and Legal Issues

• Society as a calm pond

• New innovation, technological advancement, new business models 

• Act as rock dropped in pond, creating ripples of new situations not covered by old rules

• Social and political institutions cannot respond overnight to these ripples—it may take years to 

develop etiquette, expectations, laws

– Requires understanding of ethics to make choices in legally gray areas



Why Consider?

• Better market understanding

• Preparation of business blueprints

• Avoid heavy fine from host government

• Direct affect on company brand image



Some Examples of Malpractices
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Examples of Malpractices

• SEO – Search Engine Optimization

➢ Search Engine Spider

➢ Cloaking

• Influencing User Generated Contents

• Intellectual Property

➢ Make sure that the written words, pictures, videos, and what is being portrayed 

about a company are factual

• Email Correspondence

➢ While certain individuals might not see any harm quoting something from an 

email received, and publishing it on the Web, it is always advisable to get a 

person’s consent prior to publishing anything online.



Examples of Malpractices - Understanding Links

• Link fraud

➢ Creating a series of bogus Web sites, all linking back to the pages one is trying to 

promote

➢ Called spamdexing or link farming

➢ Example: JCPenney (retailer) case

• fraud uncovered in this case underscores the critical importance of vetting and 

regularly auditing the performance of partners throughout a firm’s supply 

chain

• Deep-link

➢ Directs to the specific webpage skipping ‘Home’ page

➢ Example: Ticket master and Microsoft



Examples of Malpractices - Understanding Links

• Inline Link

➢ Display (connects to) the content of second website on first website 

➢ Also known as hot-linking, leeching, piggy-backing, direct linking, offsite image 

grabs

➢ Eg. Google image search results

➢ Tagging feature on FB



Examples of Malpractices - Understanding Links

• Framing

➢ Different independent screens on same webpage

➢ Content of each frame would be displayed only in specified screen / window size

➢ Washington Post v. TotalNews case

➢ Issues???

• Copyright infringement

• Dilution of content

• Violation of advertising law



Categories of Privacy Law

 Seclusion Theory

➢ Unreasonable intrusion into the seclusion of others

➢ Ability to isolate from the society and/or maintaining personal distance

➢ Permission marketing

❑ Access Control

➢ Enable people to regulate the information that they are giving up.

➢ Protect personal material from unauthorized release.

➢ Consent, copyright transfer

 Autonomy Model

➢ Freedom from coercive use of personal information as well as the ability to be alone 

when reflection is necessary

➢ Mandatory opt-out / unsubscribe provision



SOPA and PIPA



Privacy Issues 

• Facebook December 2009 – Privacy Setting Changes
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Five Moral Dimensions of the Information Age

• Information rights and obligations

• Property rights and obligations

• Accountability and control

• System quality

• Quality of life



Information Rights: Privacy and Freedom in the Internet Age

• Privacy

– Claim of individuals to be left alone, free from surveillance or interference from other 

individuals, organizations, or state; claim to be able to control information about yourself

• In the United States, privacy protected by:

– First Amendment (freedom of speech and association)

– Fourth Amendment (unreasonable search and seizure)

– Additional federal statues (e.g., Privacy Act of 1974)



Privacy Issues 

• Code of Ethics

➢ The information collected from customers should be confidential and used only for 

expressed purpose

• Self-tagging (Facebook): Data protection officials in Germany are unimpressed 

with Facebook's use of facial recognition technology and have reopened their 

inquiry into the company

• Clickstreams

• Cookies



Privacy Issues 

• Hostile Applets

➢ An applet that can be embedded in any HTML file such as a web page, and which 

is designed to be malicious or cause damage when it is downloaded onto an IT 

system.

➢ Malicious applet – 3 classes of attack

✓ Denial of services

✓ Invasion of privacy

✓ Annoyance

➢ Attack applet

✓ Critical security bugs causing formatting

✓ Chances of being hacked



Internet Challenges to Privacy (1 of 2)

• Cookies

– Identify browser and track visits to site

– Super cookies (Flash cookies)

• Web beacons (web bugs)

– Tiny graphics embedded in e-mails and web pages

– Monitor who is reading email message or visiting site

• Spyware

– Surreptitiously installed on user’s computer

– May transmit user’s keystrokes or display unwanted ads

• Google services and behavioral targeting



Internet Challenges to Privacy (2 of 2)

• The United States allows businesses to gather transaction information and use this for other 

marketing purposes.

• Opt-out v s. opt-in model

• Online industry promotes self-regulation over privacy legislation.

– Complex/ambiguous privacy statements

– Opt-out models selected over opt-in

– Online “seals” of privacy principles



How Cookies Identify Web Visitors

1. The Web server reads the user's Web browser and determines the operating system, 

browser name, version number, Internet address, and other information.

2. The server transmits a tiny text file with user identification information called a cookie, 

which the user's browser receives and stores on the user's computer.

3. When the user returns to the Web site, the server requests the contents of any cookie it 

deposited previously in the user's computer.

4. The Web server reads the cookie, identifies the visitor, and calls up data on the user.



Technical Solutions

• Solutions include:

– Email encryption

– Anonymity tools

– Anti-spyware tools

• Overall, technical solutions have failed to protect users from being tracked from one site 

to another

– Browser features

▪ “Private” browsing

▪ “Do not track” options



Information Rights: Privacy and Freedom in the Internet Age

• Fair information practices

– Set of principles governing the collection and use of information

▪ Basis of most U.S. and European privacy laws

– Used to drive changes in privacy legislation

▪ C O P PA

▪ Gramm-Leach-Bliley Act

▪ H I P A  A

▪ Based on “mutuality of interest between record holder and individual.”



Privacy in Digital Context

• Children’s Online Privacy Protection Act (COPPA)

➢Provide notice to parents

➢Obtain verifiable parental concern prior the collection use

➢Allow parent to view and correct the information

➢Enable parents to prevent further use or collection of data

➢Limit personal information collection for a child’s participation in games, prize offers or 

related activity

➢Establish procedures that protect the confidentiality, security, and integrity of personal 

information collected



Information Rights: Privacy and Freedom in the Internet Age (3 of 3)

• F T C F I P principles

– Notice/awareness (core principle)

– Choice/consent (core principle)

– Access/participation

– Security

– Enforcement



EU General Data Protection Regulation (G D P R)

• Requires unambiguous explicit informed consent of customer

• E U member nations cannot transfer personal data to countries without similar privacy 

protection

– Applies across all E U countries to any firms operating in E U or processing data on E U citizens 

or residents

– Strengthens right to be forgotten

• Privacy Shield: All countries processing E U data must conform to G D P R requirements

• Heavy fines: 4% of global daily revenue 
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Property Rights: Intellectual Property

• Intellectual property

– Tangible and intangible products of the mind created by individuals or 

corporations

• Protected through:

– Copyright

– Patents

– Trademarks

– Trade secret

– License



Challenges to Intellectual Property Rights

• Digital media different from physical media

– Ease of replication

– Ease of transmission (networks, Internet)

– Ease of alteration

– Compactness

– Difficulties in establishing uniqueness



Property Rights: Intellectual Property

• Patents

➢The registered protection of inventions and the ability to reproduce or manufacture an investor’s 
product

➢Apple – Samsung Patent Lawsuit

• Trademark

➢Any image, symbol, word, or other indicator positively associated with a product’s identity in the 
market and registered with the government.

➢Difference with ‘Logo’

➢Also protect dilution

➢Cyber-squatting



Property Rights: Intellectual Property

• License

➢Contractual agreement made between consumers and software/digital product vendors that allow 
buyer to use the product restrict duplication or distribution.

➢ End user licensing agreement (EULA)

✓ Emergence of activation key

➢Break-the-seal & click wrap

• Trade Secrets

➢Trade secrets can include, but not limited to, formulas, market data, algorithms, programs, codes, 
and models.

➢ “Non-competition Agreement”



Property Rights: Intellectual Property

• Copyright

➢A protection of right to publish or the duplication of the ideas.

➢Doctrine of fair use

➢Doctrine of first sale

➢No Electronic Theft (NET) Act (Value > $1000)

➢Digital Millennium Copyright Act

• Grants ISPs protection from users infringement as long as certain procedures are 

followed



Property Rights: Piracy



Property Rights: Piracy

• Multimedia Object

➢How to establish ownership?



Property Rights: Piracy

• Multimedia Object

➢How to establish ownership?

• Solution: Watermarking
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Property Rights: The Law of Fair Use

• The fair use license is perhaps the most significant limitation on a copyright owner's exclusive 

rights.  

• The “fair use” rule of copyright law, an author may make limited use of another author's work 

without asking permission.  

• The law of Fair use is based on the conviction that the public is entitled to freely use portions of 

copyrighted materials for purposes of commentary and criticism. 

• The main purpose of the law of Fair Use is to allow for limited and reasonable uses as long as the 

use does not interfere with owners’ rights or impede their right to do with the work as they wish.



Property Rights: The Law of Fair Use

• Following types of uses are usually termed fair uses:

➢Criticism and comment -- for example, quoting or excerpting a work in a review or criticism 

for purposes of illustration or comment.

➢News reporting -- for example, summarizing an address or article, with brief quotations, in a 

news report.

➢Research and scholarship -- for example, quoting a short passage in a scholarly, scientific, or 

technical work for illustration or clarification of the author's observations,

➢Nonprofit educational uses -- for example, photocopying of limited portions of written works 

by teachers for classroom use.

➢Parody that is, a work that ridicules another, usually well-known, work by imitating it in a 

comic way.



Property Rights: The Law of First Sale

• The first-sale law creates an   exception to the copyright holder's distribution right.

• Once the work is lawfully/legally sold or even transferred gratuitously to someone , the copyright 

owner’s interest in the material object in which the copyrighted work is embodied is exhausted 

and becomes void.

• The owner of the material object can then use, dispose of it as he sees fit. 

• Thus, the person who buys a copy of a book is entitled to resell it, rent it, give it away, or destroy 

it , i.e whatever he feels.



Property Rights: The Law of First Sale

• However, the owner of  the copy of the book will not be able to make new copies of the book 

because the first-sale law does not limit copyright owner's reproduction right.

• The owner cannot make new copy but could use the original for his work and business. 

• The law of first sale enables the distribution chain of copyrighted products, library lending, 

gifting, video rentals and secondary markets for copyrighted works (for example, enabling 

individuals to sell their legally purchased books or CDs to others).



Alibaba
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