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There have been a lot of efforts and studies to improve the safety of critical infrastructures. As one of
efforts, there have been numerous constructions of security operation center (SOC) to protect against
cyber-attacks. Unfortunately, it is too difficult to protect from cyber-attacks, because there are too many
security events to analyse and respond. Reducing security events are very essential to improve the effi-
ciency of incidents response. In this paper, we studied four years cyber threats against a Korean electric
power organization by analysing IPS and FW raw data. As a result of this analysis, we found that 95% of
all cyber-attacks were from foreign nations. If an IT system is not related with foreign business, we should
think about blocking unnecessary foreign IP ranges. So, we propose the Enhanced Security Control (ESC)
model with Blocking Prioritization (BP) process for critical infrastructures to improve daily incidents re-
sponse activities. This ESC model has a BP process with six factors to consider when deciding which
IT systems to be blocked from foreign IP ranges: foreign relation, real login, blocking complexity, stop
tolerance, outer relation and stop impact. By considering these six factors, the ESC model can make it
possible to prioritize Blocking Impact Degree (BID) of IT systems and help making decision to block from
unnecessary foreign IP ranges. This ESC model will reduce security events and make a better condition

for concentration on the remaining unblocked and crucial IT systems.

© 2019 Elsevier B.V. All rights reserved.

1. Introduction

Due to the breakneck proliferation of advanced cyber threats,
cyber security operations today face challenges that are conflating
at an exponential rate [1]. Cyber-attacks are occurring with ever
increasing frequency these days due to the development of the In-
ternet infrastructure and the spread of automated attack tools, and
such attacks are becoming increasingly intelligent over time. In ad-
dition, cyber-attacks were made in the past against unspecified in-
dividuals for the purpose of showing off the attackers’ skills and
satisfying their curiosity, while secondary attacks were caused by
securing zombie PCs. However, most cyber-attacks these days aim
to cause social chaos, steal personal data, or obstruct or damage
the business of a specific group or organization. For example, spear
phishing, which is used to spread malicious codes or infiltrate a
specific attack group, increased by 55% in 2015 from the previous
year, whereas e-mail attack targets decreased by 39%. These figures
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indicate that while attacks are more frequent, the target is chang-
ing from unspecified individuals to specific groups [2]. In addition,
the file-less attack [3], in which an attack is launched without a
malicious code file and without installing malicious code files in
the target system or PC, is increasing sharply (i.e. 3782 attacks in
2016, showing a fourfold increase over the previous year [4]). Such
cyber-attacks can be made more frequently by reducing the time
required to prepare an attack by using a similar attack technique or
re-using the infrastructure. However, there are only a few experts
who can analyze or respond to these attacks, making it difficult to
respond immediately or take measures against cyber-attacks before
damages are caused [5].

Cyber-attackers make transit & spread places multi-leveled to
avoid detection. Cyber-attackers change transit & spread places
continuously to minimize exposure and bypass incident response
activities. The most critical problem of the web-based IT systems
is that web-browsers are not in control of the web-server applica-
tion: vulnerabilities like SQL-injection, Cross Site Script and Active-
X [6,7]. So the web-browser is in danger of being easily changed,
managed, and contaminated by cyber-attackers. From A1 to A10 in
OWASP TOP 10, there are many vulnerabilities of the web based
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IT system. Cyber-attacks are continuously changing to attack IT
systems [6].

The remainder of this paper is organized as follow: Section
2 details the security operation activities, cyber threat information
sharing and the crisis of the electric power grid. Section 3 intro-
duces the origins of cyber threats and the cyber-attack possibilities
according to the types of authentication. Section 4 details the time
assumptions of incident response and propose Enhanced Security
Control (ESC) model and Blocking Prioritization (BP) process to de-
cide which IT system should be blocked from unnecessary foreign
IP ranges. Section 5 concludes this paper.

2. Related work
2.1. Security operation & activities

The security operation of the cyber security operations center
(CSOC) is the most important task for the cyber threats defense
system of critical infrastructures. The basic purpose of the secu-
rity operation is to monitor and respond to security events from
mainly IPS, IDS, and Anti-DDoS. This is especially critical since a
cyber infringement accident could generate an enormous impact
on a nation [8].

The task of incident response starts when suspicious events
trigger alerts is triaged and the incident is deemed worthy of be-
ing investigated further. Following an incident triage, the details of
the incident are provided for further investigation, such as: traffic
originating entity (source IP address of event or group of events),
entity name (hostname, fully qualified domain name), traffic type
(RDP, SSH, FTP, HTTP, HTTPS, TLS, SSL etc.), protocol (TCP/UDP) pay-
load information, suspected attack payload | attack vector (pro-
vided by the log source that raised the alert, e.g., known signature
or heuristics), target asset (IP address of the target endpoint), and
occasionally the geolP locational information (this is geographic in-
formation associated with the origin of the source IP address used
in the attack. E.g. IP address originating from a country/city) [8].

2.2. Cyber threat information sharing

Information sharing is becoming essential in cyber defense. Re-
cently issued regulatory directives such as those from the Euro-
pean Commission (2016) and from the White House (2013), and
technical recommendations (e.g., ENISA, 2013a and NIST, 2014),
clearly demand the establishment of technologies and procedures
for cyber security information sharing with the purpose of reveal-
ing modern cyber-attacks and timely mitigating their effects. Shar-
ing relevant incident information intelligence among SOCs enables
a greater knowledge of the current cyber security situation of fed-
erated organizations’ infrastructures and facilitates the detection
of covert large-scale cyber-attacks and new malware. Analysis of
shared incident information is crucial in attempting to recognize
the presence of a threat within an organization’s infrastructure
that has already been detected in other cooperating organizations.
Analysis is also essential in order to achieve scalability and effi-
ciency in incident handling. In fact, in the proposed hierarchical
approach, incident analysis performed at national and international
levels allow SOC operators to have a quick overview on the current
cyber security situation of all the monitored CIs on the national
territory and to properly derive suitable countermeasures in case
of threat. The presented work is carried out within the framework
of the EU-FP7 research project ECOSSIAN. As depicted in Fig. 1, we
foresee three types of SOCs: Organization SOC (O-SOC), National
SOC (N-SOC), and European SOC (E-SOC) [9].

In order to support interoperability, ECOSSIAN makes use of
widely adopted standards and protocols for cyber incident infor-
mation representation and exchange. The diagrams in Figs. 2 and 3

illustrate the intended use of three separate data sharing and col-
lection mechanisms respectively for information exchange between
0-SOC and N-SOC, and between N-SOC and E-SOC.

 IODEF is used to COLLECT structured event-level incident data
from the O-SOCs (N-SOCs). RID is adopted as transport protocol.

» STIX over TAXII is used to SHARE structured threat data with
0-SOCs (N-SOCs).

« JSON delivered over REST is used for ADHOC COMMUNICATIONS
between O-SOCs, N-SOCs and E-SOC [9].

2.3. The crisis of the electric power grid

Global Energy Interconnection between now and 2050 will con-
nect all continents and the largest areas where the renewable and
other energy sources are concentrated. The formation of GEI, how-
ever, will be a staged process [10]. In the first stage until 2030, it
is necessary to provide a coordinated development of national and
international electric power systems and force the adoption of en-
vironmentally clean energy sources worldwide. The generated elec-
tricity can be supplied to consumers through existing and evolving
international electric power interconnections. In this case, the sys-
tem benefits from the optimal use of various energy sources can
be implemented to the maximum, thus enhancing the efficiency
of electric power system operations and expansion. The key ob-
jectives of the second stage (2030-2040) will be the development
of the largest areas with concentrated renewable energy sources
in arctic and equatorial regions as well as the design of continen-
tal power interconnections. In this stage, the construction of main
transmission lines between continents will be started. Another cru-
cial objective will be to devise the principles for coordinating joint
efforts and incentivizing the cooperation among countries to build
the Global Energy Interconnection and control its operation. The
third stage (2040-2050) suggests the completion of the GEI con-
cept implementation through the establishment of a system for
technological and commercial control, which can be based on dif-
ferent principles and structures [11,12]. This will allow a substan-
tial rise in the international and intercontinental power exchanges,
a reduction in power cost, and higher reliability of power supply.
Fig. 4 depicts the structure of interstate power interconnections in
northeast Asia in the future.

Modern power grid control systems are not isolated islands -
disturbances in one system can cause instabilities or even black-
outs in adjacent systems. Cyber-attacks on power grids could re-
sult in significant economic losses. Indeed, cyber weapons have al-
ready targeted power systems in Europe [14]. The integration of
the pan-European electricity transmission system, which began in
2009, has greatly influenced the reliability of operations, optimal
management and sustainable development, the goal being to en-
sure the security of electricity supply and to meet the needs of the
growing energy market [15].

The existing electric power grid has been upgraded into a smart
grid through intelligent communication infrastructures, layers of
information, as well as extensive computing and sensing technolo-
gies. These cyber and physical components of the grid together
constitute a complex cyber-physical system (CPS), and this integra-
tion increases the risk of cyber-attacks and introduces new vulner-
abilities to the power system [16].

Smart grids are modernized electrical grids and are generally
referred as the next generation’s power system. For the purpose
of sensing, monitoring, protecting and controlling, information and
communication technology systems are being deployed in modern
power systems. With this integration, smart grids are expected to
greatly enhance efficiency, reliability and economy of power pro-
duction and consumption along with the integration of renew-
able energy resources, as well as demand response and distributed
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Fig. 1. Ecossian ecosystem for cyber threat intelligence of EU [9].
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Fig. 2. O-SOC/N-SOC data exchange protocol stack [9].
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Fig. 3. N-SOC/E-SOC data exchange protocol stack [9].
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intelligence [17]. Although the current smart grid initiatives are ex-
panding the use of information technologies to modernize the ex-
isting grid, their adoptions in cyber physical systems (CPS) have
introduced power system security issues [18,19]. Attacks on either
cyber or the physical part of the smart grid will possibly impact
the stability of the entire system. Recent research of cyber-attacks
against smart grids have shown that these intentional attacks can
have an impact on power system operation in terms of stabil-
ity and economy. For example, authors in [20] commented that
cyber-attacks in measurements of static var compensator (SVC) or
static synchronous compensator (STATCOM) can degrade the sys-
tem’s stability margin. Cyber-attacks including false data injection
attacks can mislead the state estimating process [21] or even can
impact the economic operation of electric power market opera-
tions by manipulating the nodal price [22].Similarly, denial of ser-
vice (DoS) attacks in the cyber layer of smart grids can affect the
dynamic performance of physical power system [23]. It is also im-
portant to verify the device settings, algorithms and application
before they are deployed in real power systems to avoid any un-
fortunate incident. For example, malfunctioning of relays can lead
to false tripping of breakers /which can cause cascading failures. In
this case, cyber-physical testbeds can serve as a tool for simulat-
ing the power system model accurately and also helps to under-
stand the complex relation between cyber and physical domains.
Although United States Department of Energy (DoE) is giving con-
siderable attention to the security enhancements of cyber-physical
power system, the research related to cyber-attack and impacts
are constrained by the availability of realistic cyber physical sys-
tem testbed. In many cases, cyber and/or physical attacks also re-
sult in the stability issues in smart grids and microgrids. There are
several dynamic events happening in power system, e.g., a sudden
change in load, fault in transmission lines or buses, and generator

RPS-regional power system
IPS-interregional power system
NPS-national power system

border

IPS of

Fig. 4. Structure of interstate power interconnection in Northeast Asia in the future [13].
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Fig. 5. Origins of cyber threats of a Korean electric power organization in 2018.

Table 1
Percentages of top 3, 10, 20 bad IP nations from 2015 to 2018 against a Korean
electric power organization.

Table 3
Cyber-attack possibility per web authentication types.

Category Non-authenticated Authenticated members
Category 2015 2016 (%) 2017 (%) 2018 (%)  Average (%) members
Top 3 Nations 51.0 60.0 51.0 50.0 53.0 URL Authentication (0] ]
Top 10 Nations 75.8 79.7 72.7 69.9 74.5 like ‘url.com/admin’
Top 20 Nations  83.6 89.1 80.7 84.1 84.4 ID/PWD Authentication 0 0

out of service. These events will impact the system’s stability and
can ultimately lead to loss of synchronism. Stability control is also
an important piece in cyber-physical system [24]. Computational
intelligence (CI) based supplementary adaptive control approaches
for microgrid have been investigated in simulation platforms with
the consideration of different faults [25-27].

3. Origins of cyber threats

We studied four years of bad IP data from the SOC in a Korean
electric power organization which is designated as a Critical Infras-
tructure Protection (CIP) by a Korean Authority. We found that the
types of cyber threats are continuously changing, which makes it
difficult for us to develop automated security operation tools. How-
ever, there is one thing that did not change for four years. That was
the origins of cyber threats. The origins of cyber threats were from
foreign nations, especially China, the USA, Brazil, Egypt and Russia.
About 95% of all cyber-attacks were from foreign nations; less than
5% were from internal attacks. Fig. 5 shows the origin analysis of
cyber threats.

The top three nations’ attacks accounted for more than 50% of
all cyber-attacks each year, and the top twenty nations’ attacks ac-
counted for about 80% of all cyber-attacks. This can be explained
by the Pareto principle (also known as the 80/20 rule. Roughly 80%
of the effects come from 20% of the causes). Table 1 gives the per-
centages of bad IPs coming from foreign nations over four years.

Another analysis of cyber threats is about the bad IP total per
retention IP total and the IP ranges total of each nation. Without
considering the retention IPs and IP ranges of each nation, the top
five bad IP nations were China, the USA, Brazil, Russia and Egypt.
However, if we consider the retention IP and IP ranges of each na-

tion, the top five bad IP nations shifted as shown in Table 2. We
compared other nations with China because China led the world
in cyber-attack statistics from 2015 to 2018. When we considered
the IP ranges of each nation, the bad IP nation sequence was Egypt,
China, Brazil, Russia and the USA. When we considered the reten-
tion IPs of each nation, the bad IP nation sequence became Egypt,
China, Russia, Brazil and the USA.

In general, most critical infrastructures, like those within elec-
tric power organizations, have three types of IT systems. The first
is the Industry Control System (ICT) for operating the critical in-
frastructures for each nation. The second is the semi-ICT which is
connected to critical infrastructures for HTTP service to each na-
tion, and the third is just general IT systems for ERP, mailing and
reporting. From the point of security operations of an organization,
the second and third types are vulnerable to cyber-attacks. Fig. 6
explains the general IT concept of most critical infrastructures.

There is one more important thing that we have to consider.
The web authentication by ID/PWD & URL cannot defend against
cyber-attacks from the world. Many people mistakenly believe that
their IT systems are safe because they have been authenticated by
ID/PWD or URL. SOC'’s daily reports about cyber-attacks tell us that
authentication by ID/PWD or URL cannot prevent cyber-attacks.
Table 3 explains the possible situation of cyber-attacks per authen-
tication types.

The vulnerability that web authentication is not enough to pre-
vent cyber-attackers from the semi-ICT can make the crisis of elec-
tric power grid. Since cyber-attackers can manipulate input data of
semi-ICT, the power plants’ operation can be malfunctioned with
the manipulated input data. More global energy interconnection
and smart grid, more crisis of electric power grid can be possible.

Table 2

Bad IP ratio per each nation’s IPs total & IP ranges total against a Korean electric power organization in 2018.
category USA Brazil Russia China Egypt
Total Retention IP Ranges (A) 53 632 9197 8890 8272 164
Total Retention IP (B) 1604 256 984 8763386 45496 570 30 349 322 22 823 096
Total Bad IPs in 2018 (C) 2584 1088 418 3948 401
Bad IP Ratio per retention IP ranges(C/A)  4.82% 11.83% 4.70% 47.73% 244.51%
Bad IP Ratio Magnification with China 0.10 0.25 0.10 1.00 5.12
Bad IP Ratio per retention IPs (C/B) 0.000161% 0.001284%  0.000919% 0.001160% 0.001757%
Bad IP Ratio Magnification with China 0.13 1.11 0.79 1.00 1.51
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Fig. 7. Major four activities of the security operation center.

4. The ESC (Enhanced Security Control) model
4.1. Activities & time assumption of incident response

The activities of the CSOC can be split into four major cate-
gories — Collection, Detection, Response and Reporting. The major
two activities are Detection and Response. Detection can be per-
formed by operators who monitor the systems, networks, applica-
tions and services. ESM (Enterprise Security Management) based
on SIEM helps operators to detect many incidents.

The percentages of the security operation activities of the CSOC
are in Fig. 7 and have been obtained from the experience of secu-
rity operation experts.

Unfortunately, it is too difficult for security analysts and opera-
tors to follow up on all security events. Some of the security events
can be easily missed, and others can be overlooked. Furthermore,
it takes too much time to respond to all suspicious security events.
There are three activities in response to block bad IPs in a Ko-
rean electric power organization. The first step is to check whether
there have been other additional cyber-attacks from the same bad
IP. The second step is to find out the nations of origin and the IP
ranges by searching WHOIS. The third step is to add the bad IP to
the firewall and other security systems. We studied an SOC of a

Korean electric power organization, and we surveyed 128 experts
and 46 SOC operators from 19 different organizations to find out
how much time they took to respond to each bad IP. The main ac-
tivities and processing time of incident responses for each bad IP
is shown in Table 4.

Responding to security events is a very time consuming job for
people in the SOC. The total response time can be calculated by
the summation of every detailed step per total bad IPs.

V1 =Additional attacks checking time, V2=WHOIS IP Check-
ing time, V3 =Bad IP enrollment time for each network gate
firewall

RT =Responding time for M bad IPs=(V1+V2+ V3) * M total
counts of bad IPs

If there are N networks to connect with the Internet, additional
time should be added in the calculation.

V1 =Additional attacks checking time, V2 =WHOIS IP Checking
time, V3 =Bad IP enrollment time for network gate firewall

RT=Responding Time for M suspicious security event & N net-
works =(V1+V2+ V3 * N) * M total counts of bad IPs

In a Korean electric power organization, the SOC blocked 132
bad IPs each day in 2018. In 132 bad IPs, 41 were self-detected by
their own IPS, IDS, and Anti-DDoS. 91 were from the detected by
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Table 4

Main activities and processing time of incident response for each bad IP in the SOC of a Korean electric power organization.

Category Detailed steps

Minimum Time (s) Average Time (s) Maximum Time (s)

Self-analysis by security events
collection from SOC’s IPS, IDS

(DChecking additional attack from
same bad IP

(@WHOIS search to find out origin
Nations and IP ranges

®Deny bad IPs with FW & IPS

Outer-analysis by outer Cyber Threat (@ Deny bad IPs with FW & IPS

Intelligence

60 152 300
60 109 300
60 124 300
60 124 300

Table 5
Incident response time calculation for blocking bad IPs in the SOC of a Korean
electric power organization.

Category Minimum time  Average time Maximum time

12.06 h

Responding time  5.77 h 28.83 h

cyber threat intelligence of other organizations. If there are two
networks connected to the Internet, the total time for respond-
ing to 132 bad IPs can be calculated with Table 4 and the above
formula. It is easily seen that incident response activities are very
time consuming for SOCs. Table 5 illustrates the minimum time,
average time and maximum time of blocking bad IPs.

If minimum time is considered, the responding time is

RT = (60 + 60 + 60 % 2) 41 + (0 + 0 + 60 # 2) % 91
— 9,840 + 10, 920 = 20, 760sec = 5.776 Hours

If average time is considered, the responding time is

RT = (152 + 109+ 124 % 2) *41 + (0+ 0 + 124 % 2) % 91
= 20,869 + 22,568 = 43, 437sec = 12.06 Hours

If maximum time is considered, the responding time is

RT = (300 + 300+ 300 % 2) x41 + (04 0+ 300 * 2) * 91
=49, 200 + 54, 600 = 103, 800sec = 28.83 Hours

4.2. Enhanced Security Control

It is very important for security operations to reduce the time
of responding to all suspicious security events since it can improve
efficiency. There are many studies of automating response proce-
dures to reduce security operation time, but it is too difficult for
automated procedures to accomplish perfect cyber threat defense
without human involvement like meetings, discussions, decisions,
normalizing the cyber threat detection patterns and so on. Since
there are 43 hundred million IPs in the world, cyber-attackers
change bad IPs endlessly to make their cyber-attacks successful.
The ESC model will help to make decisions about blocking foreign
IP ranges for 95% of all cyber-attacks, therefore allowing organiza-
tions to concentrate on the 5% of national cyber-attacks.

We propose the ESC model and BP process with three steps and
six factors to reduce response time to many security events. Many

Table 6
Operational definition & criteria about six factors [28-31].

cyber-attacks come from foreign nations. In an electric power or-
ganization in Korea, the percentages of foreign cyber-attacks are
more than 95%; less than 5% of cyber-attacks are internal. It is
very important to think about the purpose of internet-connected
IT web systems. If there is no need to permit foreign IP ranges,
blocking them would be more effective for security purposes.
There are three steps to enhance the efficiency of security oper-
ations. The first step is to identify which IT assets to protect from
cyber-attacks. If IT assets have a public IP to service HTTP, they
must be included in this asset identification. The second step is
to decide Blocking Impact Degree (BID) to prioritize web IT as-
sets to block from foreign IP ranges. The third step is to concen-
trate on non-blocked IT assets to make security operations more
effective.

Since blocking foreign IP ranges is a very controversial process,
the ESC model and BP process will guide to help in decision mak-
ing with following six factors. The first factor is Foreign Relation
(FR) of HTTP services. The level of foreign relations is the most im-
portant factor in deciding whether to block foreign IP ranges or
not. The second factor is Real Login (RL) from foreign regular users.
Even if the HTTP services are related to foreign business, if there
is no real login for foreign regular users, blocking foreign IP ranges
is needed to improve the cyber safety of those HTTP services. The
third factor is Blocking Complexity (BC). If it would cause to much
additional work, blocking foreign IP ranges is not recommendable
for those HTTP services. The fourth factor is Stop Tolerance (ST).
If stop tolerance time is short, it is necessary to block foreign IP
ranges. The fifth factor is Outer Relation (OR). If HTTP services are
connected to internal and external IT systems, it is also necessary
to block foreign IP ranges. The sixth factor is Stop Impact (SI). If
HTTP services’ stop has national influence, it is recommendable to
block foreign IP ranges. The operational definition of these six fac-
tors can be found in Table 6.

The detailed criteria to review the six factors is like below in
Table 7. It is recommendable to block when FR, RL, BC and ST
points are lower. However, it is recommendable to block when OR
and SI is higher. It means four factors (FR, RL, BC and ST) have
same direction and other two factors (OR and SI) have opposite
direction. So, the ESC model put opposite score to OR and SI in
criteria of the six factors. Opposite score to OR and SI make prior-
itization of Blocking Impact Degree (BID) possible.

The Blocking foreign IP ranges Impact Degree (BID) can be
calculated by the summation of all six factors’ evaluated points.

Factors Definition

Criteria

Foreign Relation(FR)
Real Login(RL)

Blocking Complexity(BC)
Stop Tolerance(SI)

Outer Relation(OR)

Stop Impact(SI)

Frequency of real login

Acceptable stop duration level of HTTP service
Outer connectivity level of HTTP service
Stop influence level of HTTP service

Business relationship with foreign regular users

Additional consideration and efforts to unblock foreign IP ranges

Purpose of HTTP service

Real login counts for 6 month

Counts of exception handling

Acceptable stop time of HTTP service

Counts of outer IP systems connected with HTTP service
Size of stop influence
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Fig. 8. The ESC model with BP process by considering six factors.

Table 7
Detailed criteria for the six factors.

Factors Detailed criteria Score

Foreign relation(FR) Complete business purpose for foreign users High(2)
A certain degree business purpose for foreign users Medium(1)
No business purpose for foreign users Low(0)

Real login(RL) More than 5 times real login for 6 months High(2)
From 1 to 4 times real login for 6 months Medium(1)
No real login for 6 months Low(0)

Blocking Complexity(BC) A lot of additional efforts expected to unblock foreign IP ranges  High(2)
Some additional efforts expected to unblock foreign IP ranges Medium(1)
Few additional efforts expected to unblock foreign IP ranges Low(0)

Stop Tolerance(ST) More than 1 day of acceptable stop time High(2)
From 4 h to 1 day of acceptable stop time Medium(1)
Less than 4 h of acceptable stop time Low(0)

Outer Relation(OR) Less than 1 outer connected IT systems Low(2)
From 2 to 4 outer connected 1 day IT systems Medium(1)
More than 5 outer connected IT systems High(0)

Stop Impact(SI) Small amount of stop influence level Low(2)
Medium amount of stop influence level Medium(1)
Large amount of stop influence level High(0)

Lower BID systems are recommendable for blocking foreign IP
ranges.

BID (Blocking foreign IP ranges Impact Degree)
= FR (Foreign Relation) + RL (Real Login)
+ BC (Blocking Complexity) + ST (Stop Tolerance)
+ OR (Outer Relation) + SI (Stop Impact)

The BID ranges from 0 to 12. A lower BID means that it is rec-
ommendable to block foreign IP ranges. The Degree of Assurance
(DOA) is dependent on the organization’s management decisions.
In this paper, we would like to propose 10 points as a DOA. From
0 to 9 BID, it is recommendable to block foreign IP ranges. From
10 to 12 BID, it would be better not to block these ranges because
the benefit of blocking is less than the expected additional effort
for blocking. The blocking prioritization of foreign IP ranges is de-
picted in Table 8.

To make security operations more efficient, the ESC model will
guide to decide what to protect in the SOC and how to block with
FW and IPS. The concept of the ESC model for security operation
efficiency is shown in Fig. 8.

First of all, it is very important for the SOC to confirm what
to protect in their daily operations. We defined this first step as

Table 8
Blocking prioritization for foreign IP ranges.

Category Prioritization of Decision making about foreign IP
blocking ranges

0-3 point 1st Blocking Recommendable to block foreign
IP ranges

4-6 point 2nd Blocking Recommendable to block foreign
IP ranges

7-9 point 3rd Blocking Recommendable to block foreign
IP ranges

10-12 point  No Blocking(Enhanced Not- recommendable to block

Security Operation) foreign IP ranges
(Benefit of blocking Foreign IP
ranges is less than additional

effort after blocking)

Asset Identification. The criteria of asset identification is whether
the IT system has a public IP address for HTTP service or not. If
there is a public IP address, we should exclude NW assets in Asset
Identification. The second step is to decide which IT systems to
block foreign IP ranges if there is no foreign business needs for
the IT system. We propose six factors to help in making decisions
with the consideration about how much large blocking impact of
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Concept of Blocking Foreign IP ranges

@ Delete ‘Any’ rule to Web ITs
@ Permit just for necessary IP ranges

Source Service Destination
Any N hs Web ITs

- B - - - -
Source Service Destination
National & HTTP Web ITs
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Fig. 9. Blocking concept.

Consideration diagram to Block with FW
Replacement IPS & FW
router than IPS? (Or additional Blocking in IPS)

- . 3

Delete ‘Any’ rule to Web IT systems

FW is closer to

g 1 -

‘ Just permit for Necessary IP ranges like

@National IP ranges, @Company IP ranges

Fig. 10. Consideration diagram to block with FW.

Table 9

Example of asset identification of a critical infrastructure.
No  Asset Public IP No  Asset Public IP
1 IT System 1 150205 8 IT System 8 150.%*.212
2 IT System 2 150.**.206 9 IT System 9 150.%%*.213
3 IT System 3 150.**.207 10 IT System 10  150.***.214
4 IT System 4 150.##*.208 11 IT System 11 150.#*.215
5 IT System 5 150.%**.209 12 IT System 12 150.%%*.216
6 IT System 6  150.**210 13 IT System 13 150.%%*.217
7 IT System 7 150.%**.211 14 IT System 14  150.**.218

web IT systems. These six factors will help in reducing enormous
amount of unnecessary security events in the SOC. The third step is
the EIR (Enhanced Incident Response). We propose permitting only
national IP ranges after denying all in FW. Also, if IPS is located
before FW, IPS should be blocked together. But it is not easy work
for us to apply this rule of denial to IPS like FW; we had better
consider the replacement of IPS to behind FW, or new FW addition
in front of IPS. Figs 9 and 10 explain the concept and process of
blocking foreign IP ranges.

Table 11
Test results of the ESC model for a Korean electric power organization.
No Category Details
1 Start time of blocking Dec 2018
2 Blocking equipment/Service FW/HTTP, HTTS
3 Blocking target Foreign IP ranges
4 Open target (DNational IP ranges

@Company IP ranges

5 Blocking efficiency (DReducing 2 bad IP blocking per
(Demonstrated) day => It saved about 10~20
Mins
@Reducing 2000~5000 security
events
6 Blocking efficiency (Expected (MReducing 30 bad IP blocking per

blocking 60% IT systems) day => It will save about 3~5 h
@Reducing 30,000~50,000

security events

Tables 9 and 10 explain the examples of asset identification and
BID (Blocking abroad IP ranges) evaluation of IT systems in critical
infrastructures.

People always ask us what they can do if cyber-attackers
change their foreign IPs to a national IPs. The solution is very sim-
ple and clear. The ESC model will reduce the size of the gate to
the web-based IT system and make our cyber threat defense sys-
tem’s effective range long enough to Kkill every cyber-attack from
the outer world. In other words, the ESC model will make the web-
based IT systems’ gates much smaller, and because cyber-attackers
will have to pass through these much smaller gates, the incident
response teams will be able to concentrate the cyber threat de-
fense systems to these smaller gates to respond to every security
incident. The concept of this solution is depicted in Fig 11.

This ESC model should be considered to enhance incident re-
sponse activities in SOCs. We propose that every critical infrastruc-
ture should apply the ESC model at least once a year to protect
critical IT infrastructures and precious data. The reason we have
to circulate the ESC model is to review the changes of IT systems,
because IT systems are continuously changing and changing. A lot
of developments for new IT systems are continuously changing IT
systems situation. The circulation of the ESC model to enhance cy-
ber safety of critical infrastructures depicted in Fig 12.

4.3. Efficiency of the ESC model

We applied this ESC model to security operations of a Korean
electric power organization to reduce security events and to reduce
incident responses. The final result of blocking foreign IP ranges is
shown in Table 11.

If a SOC responds to 50 bad IPs a day and the ESC model de-
cides that 60% of the IT system can be blocked from foreign IP

Table 10

Example of BID evaluation of identified assets.
Identified Assets Public IP 1st FR Check 2nd RL Check 3rd BC Check 4th ST Check 5th OR Check 6th SI Check BID Decision
IT System 1 150.7**.205 0 0 0 0 1 0 1 Blocking
IT System 2 150.#**.206 0 0 0 0 1 1 2 Blocking
IT System 3 150.#*.207 0 0 0 0 1 1 2 Blocking
IT System 4 150.%%*.208 1 1 1 1 1 1 6 Blocking
IT System 5 150.#**.209 0 0 0 0 1 1 2 Blocking
IT System 6 150.#**.210 2 1 1 2 1 1 8 Blocking
IT System 7 150.#*.211 0 0 0 0 1 1 2 Blocking
IT System 8 150.%%*.212 0 0 0 1 1 1 3 Blocking
IT System 9 150.%**.213 0 0 0 1 1 1 3 Blocking
IT System 10 150.#*.214 0 0 0 1 1 1 3 Blocking
IT System 11 150.%%*.215 2 2 2 2 2 2 12 Enhanced
IT System 12 150.#**.216 1 2 2 1 2 2 10 Enhanced
IT System 13 150.4**.217 1 2 1 2 2 2 10 Enhanced
IT System 14 150.%%*.218 2 2 1 2 2 2 11 Enhanced
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Fig. 12. Circulation of ESC model.

Table 12
Incident response time calculation for blocking 30 bad IPs.

Maximum time

10 h

Minimum time  Average time

424 h

Category

Responding time 2 h

ranges, 30 bad IPs could be reduced. If we consider the minimum
time, average time and maximum time of Table 5, the amount of
time saved could be from 2 to 10 h. Table 12 illustrates three cases.

V1 =Additional attacks checking time, V2 =WHOIS IP Checking
time, V3 =Bad IP enrollment time for network gate firewall

RT =Responding Time for M suspicious security event & N net-
works =(V1+V2+V3 * N) * M total counts of Bad IPs

If minimum time is considered, responding time is

RT = (60+60+60%2)%30+(0+0+60%2)*0
=7200+0=7200s=2h

If average time is considered, responding time is

RT = (152+ 109+ 124%2) «304+ (0+0+124%2) %0
=15,270+0=15,270s =4.24h

If maximum time is considered, responding time is

RT = (300+300+300%2) %30+ (0+0+300x2) =91

5. Conclusion

In this thesis, we defined the ESC (Enhanced Security Control)
model with BP (Blocking Prioritization) process to decide which
IT systems should be blocked from unnecessary foreign IP ranges.
This ESC model will improve the efficiency of incident response of
critical infrastructures, because it will eliminate unnecessary secu-
rity events of SOC. In the ESC model, there are BP process with six

factors: FR (Foreign Relation), RL (Real Login), BC (Blocking Com-
plexity), ST (Stop Tolerance), OR (Outer Relation) and SI (Stop Im-
pact). By these six factors, we can decide BID (Blocking foreign IP
ranges Impact Degree) to prioritize IT systems to block from for-
eign IP ranges. If BID is over the DOA (Degree of Assurance), we
can decide not to block from foreign IP ranges. It means we can
tell which IT systems should be concentrated with enhanced secu-
rity operation. This ESC model is an effective approach to enhance
cyber safety of critical infrastructures to help decision making in
blocking prioritization. The ESC model can be used every SOC to
improve security operation.
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