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The increasing digitization of the economy means that a new digital re-
source—a digital twin of an organization—is now feasible. We suggest five princi-
ples that assist in the construction of an organizational digital twin and show
how they combine into a dynamic evolutionary process that builds and maintains
the digital twin incrementally. We also discuss the organizational implications of

implementing a digital twin and how digital twins create value in an organization.
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1. An emerging digital opportunity

Digitization is proceeding at a fast pace. While
organizational processes have been progressively
digitizing for decades, recently the pace of digiti-
zation has increased as more and more digital
devices are brought online. For instance, there
were approximately 8.4 billion connected devices
in 2017—variously called the Internet of Things
(loT) and smart devices—an increase of 31% from
the previous year (Van der Meulen, 2017). Intel
projected that by 2020 there will be 200 billion
smart objects, which is close to 26 smart objects
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for every human on Earth (Intel, 2018). As a result,
there has been an explosion of data: 90% of all
data today was probably created in the past 2
years and, at the current rate, 2.5 quintillion bytes
of data are created each day (Marr, 2018).

One emerging opportunity from this increasing
digitization is the phenomenon of digital twins.
Digital twins are digital replicas of assets, using 3D
modeling and sensors to create digital represen-
tations (Haag & Anderl, 2018; Tao et al., 2018).
Digital twins are not new. Engineering teams have
used 3D renderings of computer-aided design
models, asset models, and process simulations for
more than 30 years, and NASA has had digital
simulations of spacecraft even longer (Pettey,
2017). However, the loT and the increasing avail-
ability of real-time data has enabled a new gen-
eration of digital twins. When sensors collect data
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from a connected device, the sensor data can be
used to update a digital twin copy of the device’s
state in real time (Haag & Anderl, 2018). The dig-
ital twin becomes an up-to-date and accurate copy
of the physical object’s properties and states
including shape, position, gesture, status, and
motion. For instance, GE, through its Predix plat-
form, provides a software representation of phys-
ical assets such as power generation turbines, jet
engines, and locomotives. Digital twins enable
firms to better understand, predict, and optimize
the performance of an individual asset, an inte-
grated system of assets, or a fleet of assets.
Recent surveys of organization managers have
shown that digital twins of physical objects are
entering mainstream use; 13% of organizations
implementing loT projects already using digital
twins and 62% are either in the process of estab-
lishing digital twin use or plan to do so (Costello,
2019).

In this article, we suggest that the concept of
digital twins can be extended from digital repre-
sentations of physical objects to digital represen-
tations of whole organizations. Rather than solely
focusing on the data from loT sensors, the digiti-
zation of organizational processes and the rise of
internet-connected consumer and industrial de-
vices means that the data that flows from organi-
zational assets, people, activities, and their
interactions can be combined into a holistic digital
model of the organization: an organizational dig-
ital twin. This digital twin will be a living digital
simulation model of the organization that updates
and changes as the organization evolves. And upon
becoming available, the digital twin will allow
scenarios to be thoroughly tested to predict the
performance of potential tactics and strategies.

Once organizational digital twins become a re-
ality, many of the promises of management con-
sultants, business gurus, and IT mavens of data-
driven value creation can be achieved (e.g.,
Davenport, Barth, & Bean, 2012; Manyika et al.,
2011; Mayer-Schonberger; Cukier, 2013). These
promises include:

e Cost savings can be realized as simulations of
organizational processes used to identify more
efficient ways of doing business;

e Improved understanding of market conditions
through simulation of customer purchasing be-
haviors can result in competitive advantage;

e The ability to quickly simulate how organiza-
tional performance will respond to a particular
decision can increase organizational agility

through quick, even automated, decisions based
on data insights; and

e New product development can be improved as
product simulations, combined with customer
behavioral simulations, resulting in products
that meet the needs of customers.

All of these benefits can be supercharged through
the application of sophisticated analytics and
artificial intelligence (Al) to data (Jarrahi, 2018).

Five key principles underpin the successful
construction of an organizational digital twin.
These principles combine into a dynamic evolu-
tionary process that builds the digital twin incre-
mentally. We also address two implications, which,
if not addressed, reduce the likelihood of the
successful construction of a digital twin, and we
outline how digital twins can create value for or-
ganizations. By applying these principles and
addressing the implications of digital twins, it
possible to systematically capture value from the
data within an organization.

2. Five principles of building a digital
twin

Fundamentally, a digital twin consists of a digital
template model of an entity, data from that en-
tity, a unique digital representation of the entity
derived from the template, and the ability to
monitor the entity. For a physical asset, much of
the challenge is in instrumenting (e.g., via loT
sensors) the asset so that there is a close corre-
spondence between the entity and the data ob-
tained. Although not all characteristics of a
physical asset may be instrumented, the nature of
the asset (e.g., a locomotive or electric turbine)
determines what characteristics best provide a
representation.

To build a digital twin of a physical asset, a
digital template of the asset is required. This
template needs to be calibrated so that it accu-
rately corresponds to the specific physical asset.
Put differently, the digital template of a physical
asset—such as a digital model of that make and
model of an electric turbine—needs to be
adjusted so that it accurately represents the
actual physical electric turbine (the specific
physical asset itself). In practice, once a digital
twin template has been created for a particular
make and model of a digital asset, it is reused for
each asset that is produced, enabling scale econ-
omies to make each subsequent digital twin
cheaper to produce. Once a unique one-to-one
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correspondence between a physical asset and the
digital template is established, then the sensors
that monitor the physical asset send data so that
the unique digital twin is updated to reflect the
state of the physical asset.

The process of building a digital twin for an
organization is different, however, as there is no
original physical design with which to build a
template. Put differently, there is nothing to
provide the contours of the initial template for the
digital twin as every organization is unique and
consists of an idiosyncratic collection of assets,
processes, and interactions (Barney, 1991; Grant,
1996; Pfeffer; Salancik, 1978; Teece, Pisano, &
Shuen, 1997; Thompson, 1967).

To build a digital twin of an organization, it is
necessary to take a different, emergent approach.
Five principles need to be considered when
building a digital twin. These principles, properly
executed, can result in a dynamic evolutionary
process that can drive both the emergence and the
growth of the digital twin.

2.1. Principle 1: Start with what you have

As there is no preexisting template for an organi-
zation, the first digital representation is built from
existing digital artifacts such as sensors, data,
analytical models, and software. To do so, the
organization must first complete a comprehensive
survey of the digital technologies in use, paying
careful attention to consider all assets, processes,
and interactions within the organization. This is
not as straightforward as it seems; many data and
analytical models are not explicit but instead are
embedded in existing software and hardware ar-
tifacts across the organization. For instance, many
organizations use Enterprise Resource Planning
software like SAP’s offering, which is deployed
with many preconfigured data and analytical
models that need to be clearly understood in order
to model the organization.

There are also industry data templates that can
be used. IBM (2019), for instance, has Industry
Data Models, consisting of a set of organizational
and technical data models that are predesigned to
meet the needs of a particular industry. These
often include data warehouse design models,
organizational terminology, and business intelli-
gence templates. These are blueprints that pro-
vide common elements derived from best
practices, government regulations, and the com-
plex data and analytic needs of an “ideal” orga-
nization. While in many ways these are similar to
the initial digital templates that are calibrated for
physical assets, in practice these require extensive

consulting expertise to make the necessary ad-
justments for an abstraction of the particular firm.
These templates do not capture all the idiosyn-
cratic assets, processes, and interactions that
typify a specific organization.

Some of the data required to build a digital twin
may not come from within the organization. For
instance, there will be demand-side data such as
market and consumer data. Although much of this
data may be collected by existing market intelli-
gence, customer resource management, and digi-
tal marketing systems, there may be data held by
third-party complementors which can also provide
vital market insight. There are also data from the
supply-side, which are now increasingly coming
from supply chain management software and firms
deep within the supply chain. At times some of
these data will not be under the direct control of
the organization, even though it may have access
to them.

Taken together, the existing digital artifacts
within an organization—extended by additional
data and analytical models from suppliers and
complementors, and supplemented by industry
templates—provide enough digital raw material
that can be shaped into the initial digital repre-
sentation of the organization. These digital arti-
facts and the initial digital representation need to
be interpreted through three models. The first, the
information model, helps to understand what data
artifacts exist in the organization, including sen-
sors, process flows, and analytical models. The
second model is the context model, which provides
insight into the expected behavior of these digital
artifacts, such as the various states the digital
artifact can be in. The third model is the impact
model, which provides the interlinkages and cor-
relations between the various digital artifacts that
have been mapped. To illustrate by way of a sim-
ple example, consider an elevator door. The in-
formation model will describe what sensors are
deployed within the door; the context model de-
scribes what states and tolerances those sensors
have (e.g., open, closed, opening, closing, and
blocked), and the impact model describes the
relationship between those states and other sen-
sors within the lift and the wider environment
(e.g., floor level, weight, temperature) that in-
fluence the performance of the elevator.

The process of shaping these existing data and
analytical models into the information, context,
and impact models is not simple and requires
specific skillsets that may not be present in the
organization—a fact we discuss in more depth
below. However, while it is clear this principle
does not result in a complete representation of the
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organization, there is often a strong desire to
create a complete representation. This should be
resisted as this principle demands a recognition
that an organizational digital twin cannot be fully
crafted but will need to emerge gradually through
the interaction of the other principles.

In summary, this first principle requires a full
audit of the existing sensors, connections, data,
and analytical models of the organization, sup-
pliers, and complementors, and then using those
resources to create the initial entity model of the
digital twin.

2.2. Principle 2: Set the data free

In contrast to physical assets that often need
specific sensors installed so that data can be
collected, assets such as sensors, data collection,
and storage capabilities already exist within most
organizations. However, much of the data are
enclosed in information silos, often reflecting the
broader structure of the organization. Thus, the
data needs to be freed from information silos so
that it can be integrated into the digital twin. In
the same way that mass attracts other masses in
physics and the greater the mass the greater the
gravitational attraction, data attract complemen-
tary digital artifacts to itself (McCrory, 2010). For
instance, a huge repository of data will attract
software and services to leverage the data to
create value. Data will also attract other data to
themselves, as data becomes more valuable the
more they are linked with other data.’ Thus, the
more the data are set free, the greater the po-
tential scope of a digital twin.

To continue the metaphor, just as heavier
metals have a greater gravitational attraction, so
do higher-quality data—a feature we call density.
First, dense data are normally unique, a charac-
teristic that is dependent on how easy it is to infer
it from other sources (Koutroumpis, Leiponen, &
Thomas, 2019). The more difficult it is to
recreate the data from other sources, the more
unique the data become and the higher the den-
sity. For instance, data relating to an individual’s
health are considered unique as they can only be
inferred with difficulty from other sources such as
social media.

Data density also depends on the extent to
which is it connected to the object of measure-
ment. We call this data alienability (Koutroumpis
et al., 2019). Some types of data are inalienable

' Known by privacy theorists as the “aggregation effect” (see
Solove, 2004).

from the originator and generate ongoing impli-
cations for them. For example, data about a per-
son cannot be fully separated from that person in
the future; for much data, that is exactly why they
are valuable to outsiders. Consider personal health
records. When these data are shared or sold, they
do not just leave the originator’s control; the data
buyer can implicate the originator in the future
marketing campaigns or insurance policies. This
makes the data of higher quality and, thus, have a
greater gravitational attraction.

Finally, data density is related to freshness
(Koutroumpis et al., 2019). Data that is stale (i.e.,
out of date) has less gravitational attraction than
current data. The level of freshness is dependent
on both the useful life of data as well as how often
it is sampled. The useful life of an item of data
varies depending on its source. For instance,
health care data is useful for decades, while the
useful life of personal location data may be much
shorter.

However, if data cannot be accessed, the power
of data gravity is not given the space to act. If data
are not accessible, they cannot be included in the
information, context, and impact models that un-
derpin the digital twin. Similarly, they cannot
connect to other software and analytical models to
enable new services and analytics. However, giving
data space does not mean sharing the data with
the world. Barclays and Citigroup began opening
up the data through internal hack-a-thons; bank
staff were able to access the previously closed-off
data to create new services and insights. By letting
data gravity work, the banks were able to realize
value from the data. So successful was this activity
that both organizations subsequently opened up
their data to the trusted partners to let gravity
work its magic. They are now thinking of opening
the data beyond the initial stakeholders.

However, given that some of the data that un-
derpin the digital twin may be from third parties,
or even subject to specific regulatory controls
(such as personal data), freeing data necessitates
careful consideration of legal and technical pro-
tections against unauthorized uses. For instance,
the recent General Data Protection Regulation
(GDPR) of the European Union, which mandates
strict personal data protection practices and al-
lows national jurisdictions to set up additional
rights to other types of data, will require firms to
take particular care. Nevertheless, there are many
examples of internal and external data platforms
that are restricted and monitored yet valuable and
successful. ID Analytics runs one such platform for
firms in several industry verticals that pool
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complementary data sources to mitigate identity
theft and other types of fraud.

To build the digital twin and realize the value of
the digital artifacts within the organization, data
has to be accessible. If data cannot be accessed,
then data gravity potential cannot be realized.

2.3. Principle 3: Move the digitization
frontier

In order to create an organizational digital twin
that is an accurate representation, it is necessary
to actively seek out opportunities to digitize those
assets and processes within the organization that
are either only partially digitized or not digitized
at all. Digitization is driven by the evolution of
information and communication technologies
(ICTs) and the mass adoption of communication
devices. While digitization occurred long before
big data, several technological factors continue to
push digitization within firms. Before mass
computerization, transformation of raw observa-
tions to digital formats was costly, often prohibi-
tively so, but these costs have shrunk with the
adoption of personal computers, mobile devices, a
wide variety of sensors, and the internet. Stan-
dardization of data formats, improved network
interoperability, the shift to cloud computing,
decreasing internet access prices, and the ever-
increasing performance of the underlying
computing hardware technologies have further
reduced the cost of digital transformation and
transaction (see Nordhaus, 2002). Digitization it-
self guides improvement and optimization by
increasing the understanding of the thing being
digitized, leading to further digitization.

This recursive process of digitization creates
digital artifacts: digitized collections of informa-
tion. Digital artifacts can be as complex as com-
puter operating systems, as basic as lists of
numbers, or as vast as libraries of literature and
film (National Research Council, 1999). The digiti-
zation of processes creates software: digital arti-
facts that consist of instructions that can be run on
computers (Linde & Stock, 2011). Such algorithms
or programs may embed a technical invention and
may include operating systems, packaged soft-
ware, software as a service, analytical models, or
Al. The digitization of information creates two
major types of data: observations and content
(Linde & Stock, 2011). On the one hand, observa-
tions of the world can be digitized, such as labo-
ratory data and observational data compiled by
humans or loT sensors. On the other hand, creative
expression (e.g., text, sound, images, moving im-
ages, models, games, simulations) can also be

digitized. These are digital artifacts that encap-
sulate written, aural, or visual expression and are
often called content.

While this principle requires an active search for
digitization opportunities to enable a better digital
representation, the digital artifacts that are
created need to align and complement existing
digital artifacts within the organization. A key part
of this process is ensuring that the protocols and
formats that come from the digitization process are
integrated into information, context, and impact
models that comprise the digital twin. For
example, consider elevator data collected by
KONE. As part of the process of adding sensors to
improve the maintenance of the elevators, signifi-
cant data harmonization was required because
some sensors were from Honeywell and others from
GE, and they were associated with different for-
mats and protocols. To capture and harmonize the
data, KONE needed to create a specific, internal
standard that could be used for the data generated
by all elevators within the product portfolio. Now,
much data are mapped to the “KONE Standard”
within the firm. Of course, industry-standard pro-
tocols and formats may also be available, though
there is often no standard that exists for the pro-
cess of adding new data sources into the informa-
tion, context, and impact models.

Principle 3—move the digital frontier—requires
a proactive approach to organizational digitiza-
tion. By finding new compatible data sources, the
digital twin can be extended to better represent
the organization. In many ways, it is an extension
of one of the patterns of data innovation first
suggested by Parmar, Mackenzie, Cohn, and Gann
(2014). Rather than focusing on just digitizing
physical assets as they recommend, this principle
suggests a focus on digitizing all kinds of assets,
processes, and interactions and ensuring that the
resulting data flows are compatible with the in-
formation, context, and impact models that
comprise the digital twin. This principle recognizes
that the digital environment is not static and new
opportunities to digitize constantly arise. There
needs to be ongoing monitoring of the processes
and assets within the organization where digitiza-
tion is not yet pervasive.

2.4. Principle 4: Seek new digital
opportunities

As more artifacts, processes, and interactions are
digitized within the organization and represented
within the digital twin, new digital opportunities
become increasingly feasible. Underpinning these
new digital opportunities is the notion of



730

R. Parmar et al.

generativity, defined as a digital technology’s ca-
pacity to enable change (Thomas & Tee, 2019;
Zittrain, 2006). Generativity emerges from the
digital artifacts and infrastructures, as well as
from the organizational digital twin. Comprising of
the “basic information technologies and organiza-
tional structures, along with the related services
and facilities necessary for an enterprise to func-
tion” (Tilson, Lyytinen, & Sorensen, 2010, p. 748),
three properties of digital infrastructure drive new
digital opportunities: the ability of digital artifacts
to be repurposed, the ability to use data for
different purposes, and the organizational flexi-
bility that a layered modular architecture allows.

New digital opportunities emerge through the
easy repurposing of digital artifacts, which is
called reprogrammability. Unlike many physical
assets, digital artifacts such as software can be
flexibly reprogrammed to perform different func-
tions (Tilson et al., 2010; Yoo, Henfridsson, &
Lyytinen, 2010). As the tight coupling between
form and function that characterizes physical
products is loosened, organizations have more
innovation opportunities. New digital opportu-
nities are also enabled through the ability to use
data for many purposes, or what has been called
the homogeneity of data. Data can be easily
accessed by virtually any digital device, and it can
be harnessed by a wide range of software for
different purposes (Kallinikos, Aaltonen, & Marton,
2010). Finally, the layered modular architectures
that typify digital infrastructures (Yoo et al., 2010)
provide increased organizational flexibility. There
is both upward and downward flexibility: upward
flexibility in the sense that the lower levels of the
infrastructure support the creation of virtually any
innovation that makes use of the lower-level ca-
pabilities, and downward flexibility that comes
from the ability of any given innovation to draw
potential from a wide range of digital artifacts to
perform desired functions (Tilson et al., 2010).

Parmar et al. (2014) suggested four new digital
opportunities that emerge from increasing
digitization:

1. Organizations can more actively use the data
that connected physical objects generate (or
could generate) to improve a product or ser-
vice. Examples of this include smart metering
of energy usage that allows utilities to optimize
pricing and devices installed in automobiles to
measure driving safety for insurance com-
panies. Often, these opportunities are directly
enabled by digital twins as organizations
realize product improvements enabled by data
surfaced and visualized by the digital twin.

2. Organizations may have the opportunity to
combine the data within and across industries.
An example of this is a smart-city initiative like
the one in Rio de Janeiro in which private
utilities, transportation companies, and city
agencies consolidate information so that they
can deal with natural disasters more effec-
tively. Often, the impetus to combine data
across and within industries is driven by a
desire to add more data to a digital twin.

3. Trading data can be a value-creating opportu-
nity. Here, an organization whose information
is useful to another sells it. One example of
data trading is when a cell phone service
identifies traffic jams by seeing where cus-
tomers in cars are slowed down and shares the
information with a navigation-device company.
The increasing insight into organizational data
that results from the construction of a digital
twin often highlights noncritical data that can
be monetized.

4. Organizations can find new opportunities by
codifying a capability. Here, the increasing
insight into the digital twin enables the iden-
tification of best-in-class processes— managing
travel expenses, for instance—and selling it to
other organizations across the internet.

In summary, this principle consists of the applica-
tion of insights from the organizational digital twin
to identify and execute new digital opportunities
to further extend the reach and coverage of the
digital twin. While all of these opportunities may
be perceived through the use of the digital twin, it
may be that varied opportunities become appli-
cable for different parts of the organization at
differing times.

2.5. Principle 5: Increment the models

The final principle considers the evolution of the
digital twin from the initial information, context,
and impact models. While the initial digital rep-
resentation of the organization was necessarily
incomplete, this not only needs to be maintained
but also needs to be progressively extended to
describe more of the organization. Thus, two
evolutionary processes drive the extension of the
digital representation: one process consisting of
regular maintenance and improvement driven by
the evolution of the organization (such as organi-
zation reorganizations or new organizational ac-
tivities), and substantive improvements to
broaden the scope of the digital representation
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itself (such as new sources of data or more so-
phisticated modeling), on the other. While the
digital twin should fairly seamlessly adjust to
regular change within the existing organization, it
is less able to automatically adjust through its
existing data inputs to new digital opportunities or
new ways to model the organization.

The information, context, and impact models
that comprise the digital twin need to be
constantly updated and reconfigured to ensure
that new connections, new data, new processes,
and new interactions are accurately modeled. As
the digitization frontier is continually extended
(Principle 3), the information model will need to
be updated as new sensors, assets, processes, and
interactions are digitized. As a consequence, the
context model will need to be updated to repre-
sent the various states and tolerances of the digi-
tal artifacts, and the impact model will need to be
updated to better represent the relationships be-
tween the digital artifacts. In practice, the infor-
mation and context layer tend to be updated
incrementally, as new products and services are
developed and marketed, and software and con-
tent assets within the organization are replaced
and upgraded.

The impact layer tends to exhibit a different
pattern. Ideally, the impact model of the digital
twin will be designed so that it integrates histori-
cal data into its model and continuously learns and
updates itself from the multitude of connected
data sources as well as the emerging relationships
between digital artifacts to represent its near real-
time status. There may not be substantive change
to the information and context models, but the
digital twin will learn from itself continuously.
Constantly updating data will convey aspects of
the digital twin’s operating condition while it
continuously learns from human experts, other
connected data sources, similar digital twins, and
the larger systems and environment in which it is
embedded.

In practice, however, when the digital twin is
first instantiated, there is often rapid change in
the impact layer as the initial opportunities
suggested by the information and context layers
are mapped into the context layer and exposed
to management. The context model then begins
to stabilize as the organization starts operating
at its new business-as-usual level with the digital
twin. However, at some point—perhaps as a
consequence of a new digital opportunity (Prin-
ciple 4) or when the organization itself reaches a
new state due to external conditions—there will
be another rapid increase in the sophistication
of the impact layer as managers seek to

understand newly perceived interactions in the
organization. Thus, the impact layer tends to go
through phases of rapid change followed by pe-
riods of stability.

Principle 5 requires an active extension of the
digital twin rather than simply maintaining and
updating the information, context, and impact
models. Not only is active incrementing of the in-
formation and context models required but expect
rapid change of the impact model driven by new
opportunities, new insights, or external change.

2.6. A dynamic evolutionary process

While these five principles provide robust and
tangible guidance on building a digital twin, they
also combine into a powerful evolutionary process
driving its emergence (see Figure 1).

The evolutionary process begins with the craft-
ing of the initial digital representation (Principle
1), as without the initial information, context, and
impact models that comprise an initial digital
representation of the organization, it is not
possible to proceed. However, once the initial,
incomplete information, context, and impact
models are developed, then the existing data
needs to be set free (Principle 2). This will enable
the flow of new data across the organization and
will often suggest new interactions and insights. By
setting the data free, increased organizational
insight into operations enables an increment of the
information and context models and sometimes
rapid improvement to the impact model (Principle
5). These improvements to the digital represen-
tation themselves result in both the identification
of new assets and processes within the organiza-
tion that can be digitized (Principle 3), as well as
the ability to seize new digital opportunities
enabled by the increased insight that the digital
twin provides (Principle 4). In turn, the data
created by both increased digitization of existing
assets and processes and the execution of new
digital opportunities will need to be set free
(Principle 2), which will lead to the necessity to
increment the information, context, and impact
models (Principle 5). This dynamic evolutionary
process is self-sustaining and once established will
enable organizations to progressively build their
digital twin.

3. Implications of digital twins

Before considering how a digital twin creates value
for an organization, it is necessary to understand
some of the implications of building an
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Figure 1.

Principle 1:
Start with what you have

Principle 2:

organizational digital twin. In addition to its ben-
efits, a digital twin offers risks due to mounting
evidence that many organizations are unable to
grasp the opportunities offered by data (Bean &
Davenport, 2019; Tabesh, Mousavidin, & Hasani,
2019). For example, 85% of data-related projects
fail as organizations are unaware of the major
challenges that accompany such projects (Asay,
2017). Recent research has shown that the per-
centage of organizations identifying themselves as
being data-driven has declined in each of the past
3 years—from 37.1% in 2017 to 32.4% in 2018 to
31.0% in 2019 (Bean & Davenport, 2019)—sug-
gesting ongoing issues for organizations dealing
with digitization. Other organizations try to avoid
the challenge by applying data and algorithms to
legacy systems, which act more as a Band-Aid than
a renewal and extension of capabilities
(Ransbotham, 2018). We suggest that there are
two main implications—new organizational chal-
lenges and new skill requirements—that need to
be addressed to build a digital twin successfully.

3.1. New organizational challenges

The decision to build an organizational digital twin
is not without its challenges. There are general
digital challenges (e.g., security and privacy) that
need to be considered for all digital investments.
The vast amount of confidential and inalienable
data that organizations hold needs to be held
securely (Alharthi, Krotov, & Bowman, 2017; Lee,
2017). Concerns as to privacy and the related risk
of ethical lapses are also increasing, particularly
with the rise of new regulations that govern per-
sonal data (e.g., the new GDPR of the European
Union). Three specific challenges for organiza-
tional digital twins relate to ensuring organiza-
tional flexibility.

Set the data free

An evolutionary process model of building a digital twin

Principle 3:
Move the digitization
frontier

Principle 5:
Increment the twin

Principle 4:
Seek new digital
opportunities

The first challenge relates to the ability to
effectively extend the digital twin. A natural
byproduct of the development of any digital arti-
fact is the accrual of technical debt (Baldwin &
MacCormack, 2011; Woodard, @ Ramasubbu;
Tschang, & Sambamurthy, 2013). Technical debt
occurs when the updating of an artifact requires
actions the technical redesign, component
renewal, upgrade, extension, wholesale exten-
sion, or replacement of other digital artifacts. The
more technical debt that is accrued, the greater
the cost of subsequent incremental improvements
(Brown et al., 2010). Technical debt becomes an
issue if it hinders the extension of the digitization
frontier (Principle 3), the leveraging of digital op-
portunities (Principle 4), or the extension of the
digital twin itself (Principle 5). While technical
debt is inevitable (Sullivan, Chalasani, Jha, &
Sazawal, 1999), it is vital to ensure that the dy-
namic evolutionary process of building a digital
twin is not hindered. In essence, the generative
possibilities of the digital twin should not be out-
weighed by the technical debt that is accrued in its
construction. Paradoxically, while the goal of a
digital twin is to enable organizations to model
their operations and improve their agility, the
actual process of implementation may reduce
agility if technical debt becomes too high.

The second challenge relates to potential social,
ethical, and policy issues arising from the use of
digitally driven predictions. Within the popular
press, there is an emerging perception that digital
service offerings, such as insurance, credit, or
housing, are influenced by data analyses that rein-
force bias and unfair treatment of underrepresented
populations.” And beyond popular concerns, there is

2 See, for instance, Ghaffray (2019).
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increasing academic evidence that data analyses are
indeed biased with biases springing from data
collection processes that reflect deep and hidden
imbalances in institutional infrastructures and social
power relations, as well as from the algorithms
themselves (Zou & Schiebinger, 2018). Organizations
need to be aware of emerging attempts to craft
actionable assessment frameworks based on inter-
national human rights® and follow industry-leading
advice (Baer & Kamalnath, 2017) to enact ethical
practices, policies, and procedures. Essentially, as
the digital twin becomes integral to the organization,
its use needs to be aligned with the emerging social,
ethical, and policy context, or else it could present
new legal, regulatory, and reputational risks.

The third challenge relates to the technical risks
inherent in the successful implementation of a
digital twin. As a digital twin is incrementally
implemented within an organization, the organi-
zation will depend on the insights that the digital
twin provides; indeed, this is what the dynamic
evolutionary process identified entails. While all
organizations need to ensure the resilience and
stability of their digital infrastructures, with digi-
tal twins this challenge becomes more significant
as the digital twin becomes the operational core of
the organization (Alharthi et al., 2017). Further-
more, as the digital twin will be constantly
evolving due to Principles 3, 4, and 5, there is an
increased risk of issues occurring due to continuous
technological change. The cost of interruptions,
especially when workers are prevented from
completing tasks due to out-of-service infrastruc-
ture, can be huge. One Gartner study suggests that
a large organization may lose as much as $540,000
per hour from a preventable technical failure and
up to $647 billion a year (Lerner, 2014). While all
organizations with digital systems face this chal-
lenge, when an organization has implemented a
digital twin, the potential cost of these technical
faults could be much higher due to the funda-
mental role of the digital twin in the operation of
the organization. As such, it is essential to ensure
that the underlying infrastructure and staff
enabling the digital twin are adequately main-
tained and supported.

3.2. New skill requirements

As the five principles emphasize, to implement a
digital twin is not an exercise of purchasing tech-
nology and plugging it into an organization. The
process of building a digital twin is multifaceted

3 See, for instance, Mantelero (2018) and Nersessian (2018).

and does not just involve technology but instead
represents an ongoing process of changing the way
an organization operates. It requires both foun-
dational investments in skills, projects, infra-
structure, and, often, in cleaning up existing
digital systems, and the mixing of people, ma-
chines, and organizational processes (Davenport &
Westerman, 2018). Of particular note is the vital
role of people, with recent research finding that
93% of organizations identify people issues as the
main obstacle to the implementation of large-
scale digital transformations (Bean & Davenport,
2019). Thus, in seeking to build a digital twin,
not only is there a need to consider the technical
infrastructure to improve the digital connections,
data, and interactions for the digital twin but also
the necessity to have the requisite skills in the
organization to be able to execute the strategy
(Davenport & Harris, 2007).

Derived from both received wisdom (Gartner,
2015; NIST; n.d.; Saltz & Grady, 2017) and the
practical experience of the first author in large-
scale data-based digital transformation projects,
we suggest that there are five roles which provide
the essential skills for the successful implementa-
tion of a digital twin within an organization.” The
data engineer understands the creative ways that
data can be captured, such as through new sensors
and processes, and who knows where data exists
inside and outside the organization. The data sci-
entist (sometimes called the digital entrepreneur)
has knowledge from multiple domains to identify
new, cross-cutting digital innovations, with a blend
of organization and technical skills. They can
describe the digital value in languages that
different domains within the organization under-
stand and are often deeply involved in identifying
new digital opportunities. The source system en-
gineer (sometimes called the digital modeler) un-
derstands the meaning of the digital artifacts, such
as data, analytical models and software, that the
firm has access to and the limitations and knows
how to integrate them into the information,
context, and impact models to maintain and
expand the digital twin. They can describe and
design the complex models and algorithms that
underpin the digital twin. The software engineer
(sometimes also called the information architect)
can create robust and dependable data and
analytical models and systems that deliver the
digital twin. They understand all the data roles and
can develop ideas into reality. Finally, the digital

4 The roles are derived from Gartner (2015) and Saltz and
Grady (2017).
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police (a special type of business expert) un-
derstands the legal, ethical, and privacy aspects of
both the underlying data and analytical models and
the digital twin and can guide the team in what is
viable, feasible, and sensible, as well as potential
confidentiality risks. It is necessary to ensure that
each of the five roles is present and well developed
in the organization to ensure both the incremental
development of the digital twin and its successful
operation.

4. Creating value from digital twins

Value from productivity results when the digital
twin enables cost reductions in the execution of
organizational activities. A simple example is how
the digitization of internal processes, such as
claims processing in insurance companies, can
enable the processing of more claims per claims
advisor by reducing or removing routine opera-
tions. Productivity improvements from more com-
plex data interactions are also possible. For
example, at KONE, the digitization of the elevator
product line has dramatically improved the pro-
ductivity of its service engineers. By allowing in-
sights into the condition of an elevator and
suggesting resolutions to potential problems, ser-
vice engineers can be at the locations that most
require the services, and customers can manage
the equipment over its life cycle. This means less
downtime, fewer faults, and detailed information
for maintenance crews on the performance and
usage of equipment.

Value is derived from performance improve-
ments when the insights from the digital twin
permits organizations to improve and extend their
offerings. Often these performance improvements
are a direct consequence of the search for new
digital opportunities (Principle 4). A simple
example is how data collection leads to new goods
and services. For instance, Netflix gathers exten-
sive data on what movies its customers like and
can produce new shows that meet these demands.
Performance improvements can also come from
more sophisticated insights derived from the digi-
tal twin. An example is how insights from a digital
twin can improve the performance of the war-
ranties that organizations often provide. The
combination of loT sensors and sophisticated ana-
lytics, integrated and considered holistically, can
improve performance across four key dimensions:
reducing operational costs, improving brand
integrity and customer experience, identifying
new revenue streams, and supplying competitive
differentiation (Gonzalez-Wertz, 2018).

Value from predictability arises when the digital
twin leads to the removal of uncertainty from
organizational processes and improves organiza-
tional interactions with consumers and suppliers. A
simple example at the consumer level is that of
Uber, which allows customers to see the position of
the taxi as it arrives to remove the uncertainty of
the arrival time. The value of predictability can
also be derived from much more complex models,
such as the example of the Land Traffic Authority
(LTA) in Singapore. Here, using historical traffic
data and real-time traffic input from the LTA i-
Transport system, managers were able to predict
traffic flows over pre-set durations (10, 15, 30, 45,
and 60 mins), with results well above 85% accuracy.
These predictions have not only enabled managers
to better anticipate and manage the flow of traffic
to prevent the build-up of congestion, but they also
share data with commuters about the punctuality
of public transport and the likelihood of getting a
seat. This technology is also being used in other
cities such as London and Stockholm.

Upon becoming available to the organization,
the digital twin will also facilitate decision making
and control. It will allow scenarios to be assessed
in detail, and repeatedly, to test potential tactics
and strategies. The digital twin will provide orga-
nizations with the capacity to identify optimal
decisions and actions.

5. Summary

The increasing digitization of the economy means
that a new digital resource—an organizational
digital twin—is now feasible. Digital twins
describe the relationships between digitally
instrumented assets and activities, thus modeling
the interactions among the various sources of data
within an organization. To assist in building the
digital twin, we present five principles that drive
the creation of a digital twin and show how they
combine into a dynamic evolutionary process that
maintains and grows the digital twin. By mastering
these principles and leveraging the opportunities
suggested by the implications, it is possible to
create value and exploit the insights from an
organizational digital twin. Future leaders of the
digital economy will accelerate the creation and
exploitation of these digital twins.
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