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Abstract Recent trends in advertising and social media (e.g., facial/body recogni-
tion technologies) will change how people need to think about their digital repre-
sentations and privacy, as well as how managers can use these technologies to interact
with customers. The term avatar is usually associated with a video game character or
a pictorial representation on a social network, and among other components of the
definition of the concept is the notion that users control the avatar’s appearance and
actions. Facial recognition and video analytic technologies being applied in public
digital signage displays and on social networks like Facebook capture and create an
embodied biometric database that is essentially an avatar-like profile that will be
used for marketing products and supporting consumer applications. In this article we
discuss the nature of these new marketing avatars, which we call mavatars, and offer
a framework for understanding where and how these embodied profiles are and will be
used. We also discuss and speculate how these representations and the applications
they spawn will evolve; where they will be used; and the ramifications of these
embodied representations for consumers, managers, and society at large.
# 2013 Kelley School of Business, Indiana University. Published by Elsevier Inc. All
rights reserved.
1. Your face, captured in a public
space, will soon be commonplace

Recent trends in advertising and social media, in-
cluding facial recognition technologies, will change
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the way we need to think about our digital represen-
tations and how vendors manage their relationships
with customers. For example, new technologies such
as multimedia digital signs are becoming common
and relying increasingly on automated observer
monitoring systems capable of identifying whether
viewers are present, determining whether they
are watching, and–—most importantly–—capturing
viewers’ physical characteristics/demographics.
Systems such as those offered by Intel (2012)
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Figure 1. Stylistic example of user information captured by digital signage systems
currently monitor viewership and identify general
characteristics about the person being observed
(i.e., the target) such as race, age, and sex. They
can also monitor the degree of attentiveness and
for how long the target watches the display (see
Figure 1). Intel is quick to point out that these
systems are designed to be anonymous; however,
to provide useful information, they must capture
data that can be used to build a profile of the target.
Of course, customer profiling is not new, but what
is unique about these systems is the fact that the
profile now includes a multidimensional digital re-
presentation of the user’s physical appearance and
biometrics, as well as the viewer’s behaviors in the
context of their interactions with the display.

While the vendors of these audience response
systems promise anonymity, social network sites like
Facebook are taking this concept one step further.
For example, in 2010 Facebook introduced a feature
it calls ‘Tag Suggest,’ which scans images uploaded
by users and employs facial recognition software to
match these images with existing Facebook users
(Mitchell, 2012). Because the users of Facebook are
not anonymous and they have an existing profile that
includes photos of themselves in various contexts,
the image scanning software can be used to build a
robust profile that includes not only demographics
and other attributes, but also images of the user and
the contexts in which the user engages in work,
social, or leisure activities. As with digital signage,
to make such a system work, Facebook builds a
profile of each user that includes a biometric repre-
sentation of the user’s facial and, presumably, other
bodily features.

We view this biometric representation and the
contextual data that go with it to be something akin
to an avatar because it represents those identifiable
embodied and facial characteristics (i.e., biometric
indicators) that would be of use for identification
and that enable facial recognition applications.
Unlike the avatar we might design for ourselves,
the identity associated with a marketing avatar
represents our identity–—including not only the bio-
metric characteristics of the target’s face and body,
but also a behavioral profile–—from the perspective
of the vendor or outsider. Additionally, and impor-
tantly, this is something that the person being
viewed (i.e., the target) will have little control
over. While a marketing avatar will be treated
and used by vendors much like other customer
profiles, the fact that these representations will
use immutable biometric and behavioral character-
istics will raise numerous concerns for managers and
software developers related to privacy and the
associated effects on public relations and litigation.

In this light, the purpose of this article is to
examine issues raised by marketing avatars–—which
we refer to as mavatars–—as they pertain to both
marketers and consumers. On the marketing side, the
challenge is for vendors to leverage applications
derived from mavatars in a way that enables rich
data collection, management, and use, while simul-
taneously balancing this with the privacy of targets
(Christiansen, 2011). Of course, firms are increasingly
being pressed to seek out and use these richer forms
of customer data as the retail and online markets
evolve to more customer-centric and highly custom-
ized modes of marketing (Johnson & Kim, 2009). The
value offered by mavatars is that they will allow
vendors to readily identify customers in the context
of their activities and leverage this to provision more
accurate marketing messages, better customer need
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fulfillment, and superior customer service. Marketers
often do not understand the needs of customers and
how to correctly design their marketing campaigns
(‘Digital Ad Overload,’ 2012). As a result, customers
frequently turn a blind eye to ads presented online
and in public spaces when they are perceived to be
irrelevant. This is because consumers are not only
overwhelmed by advertising, but also better in-
formed and more selective in their attention to
stimuli; capturing their attention will require person-
alized, location-specific, timely, and contextually-
relevant messages (‘Marketers Lack Confidence,’
2012). As a result, the use of mavatars will eventually
be commonplace in retail and similar contexts where
detailed information about customers in location-
specific contexts is needed. On the consumer side,
the concern relates to how mavatars will affect
privacy and security and the issues this raises relevant
to managing identity both online and in public spaces
where vendors may be engaging in stealth marketing
(Roy & Chattopadhyay, 2010). To address this topic,
we first discuss the relevant technologies that are
likely to enable the collection and use of mavatars.
Then, we present a framework for classifying where
and how mavatars and the applications built to use
these data will be applied. We conclude by discussing
and speculating about the implications of mavatars
for marketers and consumers, as well as the future
of these applications.

2. The evolving role of digital signage
and customer profiling

2.1. Multimedia digital signage

Digital signage is popular, in part, because it is
versatile and the dynamic content captures the
attention of observers (Peters & Mennecke, 2011).
Displays can render static images, video, sound, and
graphics and include feeds from Internet sites,
broadcast media, or even feedback images of the
observer through embedded cameras (Lorrette,
2011). An important advantage of digital signage
is that content can be remotely manipulated and
displays can be connected with applications
and hardware, such as video surveillance, near-field
communications (e.g., RFID), Point-of-Sales (POS),
and other interactive systems (Pondent, 2012). Re-
cent trends in digital signage include multi-touch,
gesture recognition, auto stereoscopic 3D displays,
and wireless interfaces that allow targets to inter-
act with the displayed content.

As this review suggests, signage has evolved into
an interactive medium that can be leveraged by
marketers to increase the likelihood that customers
will pay attention to the contents of the display. As
with our interactions with web pages, however,
today’s digital signage can be used to do much more
than simply display content; many interactive
screens are ‘looking back’ to monitor behaviors
and observe the characteristics of the customer.

2.2. Audience metric signage systems

The desire and capability to monitor customers’
reactions to digital advertising is not new. Banner
advertising has been around almost as long as the
web, and one of the chief benefits of this form of
advertising is that it can be used to monitor behavior
in response to ad content. For example, click-
through rates, page views, and similar metrics drive
web advertising and represent an important source
of revenue for vendors. In retail and public spaces,
the challenge facing retailers is that customers
remain anonymous unless they can be incented to
identify themselves. As a result, an emerging trend
in retailing is to find ways to unobtrusively identify
customers. One approach is to use Wi-Fi, which
often involves giving customers free access in ex-
change for the right to identify and track them
(Butler, 2012). The challenge is that this requires
that customers possess smartphones, they have
Wi-Fi enabled, and they are willing to opt in.

An important and unique feature of capturing
audience metrics from digital signage is that these
systems unobtrusively capture information about
customers in context and, when run anonymously,
data can be captured without requiring opt-ins.
These systems provide vendors with the ability to
track viewership by scanning the environs surround-
ing the display to identify and monitor the presence
of viewers, their demographic characteristics, and
their attentiveness. For example, these systems
monitor responses to advertising portrayed on dis-
plays, adjust content to suit the context, and collect
data that can be used to assess viewership and tie
this to behavior. As the viewer is observed, the
system captures biometric indicators that allow it
to identify attentiveness, behaviors, emotive re-
sponses, and physical characteristics such as race,
gender, and age. This biometric data is used to
create the biometric representation of the target
in the vendor’s database that can be used to track
an individual user, and it can be aggregated with
other viewer data to calibrate and improve system
performance.

Given the capability of digital signage and the
potential benefits of accurately targeting ads to
observers (Burke, 2009), we expect that this tech-
nology will continue to proliferate and become
commonplace. Furthermore, while anonymity is
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currently associated with these systems, it is
likely that opt-in features–—which allow users to
participate in check-ins or rewards programs–—will
quickly become a standard component of these
technologies. For example, in partnership with
Face.com, Coca-Cola recently demonstrated an
application called FaceLook: an interactive digital
signage kiosk that allows users to post images and
comments to their Facebook page simply by gazing
at the kiosk (Hall, 2012). This application identifies
the user and updates his or her Facebook page with a
photo and information about the venue where it was
taken. While FaceLook is designed as a peer-to-peer
(P2P) application and was not positioned to deliver
advertisements, it could easily evolve to include
such capabilities.

2.3. Embodied representations on
Facebook

As demonstrated by the FaceLook application, social
networks will likely be integral for associating im-
ages with profiles. Not only do social network pur-
veyors possess vast user data, but these profiles will
increasingly be updated and tied together using
automated tools and mavatars databases. One such
application is Facebook’s aforementioned tool, Tag
Suggest, which is designed to provide users with
tagging suggestions for newly uploaded photos
(Mitchell, 2012). This is done by scanning faces in
photos and matching biometrics to data stored in
the company’s ‘photo summary information’ data-
base, which is a repository of biometric data gar-
nered from photos tagged by Facebook users. To
populate this database, Facebook uses facial recog-
nition algorithms to scan an image for biometric
indicators, search its photo summary database, as-
sociate the new biometric data with a user’s profile,
and update its database with the new biometric
data. This representation of the user’s biometrics,
along with the user profile, represents the heart of
the mavatars concept because it ties together the
user’s identity with his or her biometric representa-
tion, thus forming a digital identity that extends
beyond mere biometrics.

The biometric characteristics become part of and
integrated with user profiles, neither of which are
seen or managed by the user, but are rather gener-
ated and maintained by Facebook. Hidden user
profiles such as these are not new in that behavioral
metrics regarding users’ actions, preferences, and
other online behaviors are routinely captured and
employed to track and predict user behaviors
(Angwin, 2011). What is unique about tag sugges-
tions is that Facebook maintains an avatar-like digi-
tal representation of the user’s physical form that
functions as a biometric representation of, at least
in part, the user’s Facebook identity in relation to
the company’s interactions with the user–—and it
includes the user’s behavioral profile and character-
istics. Further, the profile is not controlled by the
user in any substantive manner and the user has
opted in via the terms of service, which grants
Facebook permission to build and use this profile.
The digital signage and Facebook applications
are each examples of existing technologies that
are enabled through mavatars. In the next section
we present a framework that can be used to cate-
gorize these, as well as other existing and future,
applications.

3. From avatars to mavatars: The
nature and scope of marketing avatar
applications

The term avatar as applied to a user’s embodied
representation in an online setting was popularized
by Neal Stephenson (1992) in his book Snow Crash.
Subsequently, ‘avatar’ came to be associated with
embodied virtual characters in immersive virtual
environments (e.g., video games). In these and
similar settings, the avatar is generally a represen-
tation that includes a virtual body that can move
and interact with the objects and spaces in the 3D
world. The term avatar has also been applied to
visual representations (e.g., pictures of users) in
other online venues such as Internet forums and
social networks. In these environments, the user
is able to choose the avatar that represents him.
For example, when a user opens a new account in
Second Life, he or she can select an avatar and
customize its appearance.

Of course, social networks like Facebook include
numerous images of users, and such representations
have also been called avatars. This is because an
avatar describes an online representation of a user
and these images, individually and collectively, rep-
resent the user’s online identity. As illustrated by a
user’s intent in projecting his or her identity using
images on Facebook, the important feature of an
avatar is not merely how and what the avatar looks
like; it is also that the user has some degree of
control over the avatar and its appearance (e.g., a
user can select which images to upload or delete).
As with any sign, avatars are used to make state-
ments, and have a symbolism that is generally pur-
poseful and incorporates the user’s profile and
representation online. In other words, the avatar
is utilized by the user to project his or her persona.

In contrast, the mavatars concept has at its core a
biometric representation that retains features of an
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avatar because it is an embodied representation.
Importantly, though, mavatars are created, man-
aged, and used by entities other than the target.
Biometrics have been employed for decades and
databases of biometric data are not new; however,
we use the term ‘mavatars’ to describe the appli-
cation of using the biometric data for marketing and
similar user applications and functions. As such, the
term mavatars is specifically used to describe the
biometric representation that is used for the partic-
ular function of representing the embodied persona,
which includes not only the biometric data about
the target but also the behavioral and contextual
profile that defines the user’s identity from the
vendor’s, marketer’s, or system’s perspective. As
such, mavatars are more than merely biometric
data; it is the ‘package’ that comes with building
a biometric profile associated with the user’s per-
sonal profile of preferences, behaviors, and history.
Because a biometric representation of a customer,
client, or user is robust and extensible, a number of
applications for mavatars have been and will con-
tinue to be developed. As with many types of data
about customers and users, the way that mavatars
are created and managed will depend on the domain
of the applications for which they will be used.

3.1. Use and choice: A framework of
applications

We suggest two broad application domains demar-
cated in a manner similar to the way business-to-
consumer (B2C) and consumer-to-consumer (C2C)
ecommerce is differentiated; that is, will mavatars
be used by groups or organizations for functions such
as marketing or monitoring (B2C) or will mavatars be
used to build individual peer-to-peer (P2P) applica-
tions? Put another way, we might ask whether the
functionality associated with leveraging mavatars is
put in the hands of organizations or, rather, a set of
end users who will utilize the application to identify
and interact with other individuals? In the case of
marketing to consumers as an example of an orga-
nizational application, a vendor could focus on using
mavatars in a manner similar to the way existing
consumer profiles are used; that is, to accurately
identify consumers’ behaviors and identities and use
these data to more accurately and effectively pro-
vision services to customers as they, for example,
peruse digital signage in public spaces. Alternative-
ly, when mavatars are used for P2P applications, the
focus will be on enabling an end-user technology and
service that takes advantage of facial biometric
identification. For instance, consider a peer-to-peer
application that would allow the user, via his or her
cell phone and a downloaded app, to take a picture
of someone at a high school reunion and help that
user remember the classmate’s name (Steel &
Angwin, 2011).

We also suggest that mavatars’ use will be influ-
enced by how data are collected. The important
factor differentiating data collection procedures
relates to whether the target being scanned assents
to the data being collected and shared; that is,
whether the target has volition to opt in or opt
out. For example, Facebook collects user biometrics
and does so with impunity because users opt in to
facial recognition when they accept the terms of
service (TOS). For current digital signage systems,
the story is different. Specifically, facial recognition
and audience response systems used with digital
signs are designed to operate so that targets being
observed maintain anonymity.

The review thus far suggests that two of the
primary factors of import in classifying use of ma-
vatars are the application domain (B2C versus P2P)
and how the data are collected (volitional versus
non-volitional). This suggests the framework shown
in Figure 2. We discuss the implications of this
framework next.

3.2. Implications of use and choice:
Future mavatars applications

The two factors in our framework are represented on
the two axes, and the two applications that have
been highlighted thus far are shown in their respec-
tive quadrants. These particular applications are
presented as exemplars; clearly, others exist, such
as law enforcement applications or use by govern-
ment agencies for homeland security. We label
Quadrant II applications Monitoring Mavatars
because, as with Intel’s Anonymous Video Analytics
(AVA) audience response system, these tools will
monitor and oversee targets without their consent.
Quadrant III portrays volitional peer-to-peer applica-
tions Social Mavatars, which will follow the general
functionality typified by Facebook’s Tag Suggest. It is
notable that our framework contains two vacant
quadrants. This begs the question: What types of
applications will occupy these cells? The empty cells
in Figure 2 represent applications that have yet to be
exploited in a commercial or widely used manner.
This framework is important for developers, vendors,
policy makers, and the public because it provides a
way to understand where development opportunities
exist and the nature of the applications that will
likely fill these empty niches. We highlight several
example applications and the factors that define the
characteristics of these applications in Figure 3, and
discuss details about how we expect a few of these
applications to be designed and used.



392 B.E. Mennecke, A. Peters

Figure 2. Mavatar framework
We refer to applications that will occupy Quad-
rant I as Personalization Mavatars. This represents
a domain that, in other contexts, has been ex-
ploited by opt-in applications that combine custom-
er profiles with marketing or similar objectives. For
example, Amazon uses a customer’s prior selections
and purchases to make suggestions to returning
customers and to customize solicitations. Never-
theless, applications such as those used by Amazon
do not currently incorporate mavatars to manage
customer engagement. We expect that there are
two contexts where mavatars will be used to en-
hance or expand on the functionality of applications
in Quadrant I: (1) in online applications involving
image capture/scanning and contextual interpre-
tation, and (2) in public spaces involving interactive
digital signage or kiosks.

For online applications it is likely that Facebook
and other social networking vendors are already
using, even if at the experimental stage, contextual
information in images to examine social relations and
the preferences of their users. Because users opt in to
the use of facial recognition, Facebook would be
able to apply mavatars for a variety of marketing
and user services that would result in the types of B2C
applications we envision in this domain. For example,
people make a variety of inferences based on exter-
nal appearance, such as whether someone wears
or doesn’t wear brand-name clothes, is located in
a particular venue such as a bar or a church, or is alone
or in a group. Consider the following scenario: A
target is in a picture with a dog on a leash; the target
is wearing an ‘‘I love Budweiser’’ t-shirt and is holding
hands with a young woman. It would presumably be
possible to infer information about the target that he
did not post directly to his profile: he owns a dog;
he takes the dog on walks; he likes Budweiser, per-
haps even all kinds of beer; and he is in a relationship.
It is likely that vendors will increasingly use image
scans for automated interpretation of some of these
more subtle cultural symbols and for behavioral
markers (Maji, Bourdev, & Malik, 2011). The value
offered to vendors is that the content of images will
often include a more realistic ‘picture’ of a user
than he or she might be willing to explicitly divulge
in his or her profile. As such, mavatars–—as a repre-
sentation of the user in the context of his or her
lived experience–—are much more than merely bionic
representations or flat images. We therefore expect
that such information will routinely be part of what is
mined from the content of images posted to social
networks such as Facebook, and that this rich infor-
mation will be a necessity for enhancing customer
engagement.

Concerning signage used for interactions with cus-
tomers or the public, we expect that digital signage
will eventually evolve past the types of anonymous
systems represented in Quadrant II (i.e., Monitoring
Mavatars). Specifically, it is likely that mavatars
will eventually be used with digital signage to link
customers with their unique profiles, but privacy
concerns have thus far precluded applications in this
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Figure 3. Characteristics and examples of present and expected future mavatars applications

Volitional Non-Volitional
QI: Personalization Mavatars 

Target Co nsent: Target s prom pted to o pt in

Appli catio n Focus: Org ani zatio n(s) manage 
interactions with in divid ual(s)

Biometr ic Data C haracter istics : Facial a nd b ehavioral 
biometric s will be in dividualized 

Chara cter istics of  Target Per sonas an d Identi tie s: 
Individ ual s are s pecific ally identi fie d an d per sonal 
data c ollected

Exampl e Applications :  
o Check-in a ppli cations  that  track u ser pre sence for 

reward s pro gram s o r ga mific ation
o Data minin g ap plicat ions for  inter pret ing t arget s’ 

behaviors,  rel ationships , and  conte xts 
o Display ad s that adju st based on id enti ty of 

specific target  ( e.g.,  “Hello, Mr. Yakamoto!  
Welcome back to the Gap. How did those 
assorted tank tops work out ? ’’ )

QII: Monitoring Mavatars

Target Co nsent: No  option for o pt in

Appli catio n Fo cus: Org ani zatio n(s)  monit oring 
indivi dual(s)

Biometr ic Data C haracter istics : Facial a nd behavioral 
biometric s wi ll be ‘a ggre gate d’ to g enera te 
generaliz abl e prof iles for s egmentat ion

Chara cter istics of  Target Per sonas an d Identi tie s: 
While in divi dual id entificatio n is po ssible,  priv acy  
concern s wi ll push a ppli cations  toward  anonymous 
functi onality

Exampl e Ap plications :  
o Display ads that adjust or adapt message content 

based on target demographics and behaviors
o Monitoring of   ‘traffic’ to g enerate h eat m aps or 

measure  audience  size or c hara cter istics
o Interactive technologies that customize display 

contents, message characteristics, or interaction 
mode based on user age, gender, or other 
‘obvious’ embodied characteristics

QIII: Soci al Mav atars

Target Co nsent: Target s prom pted to o pt in

Appli catio n Focus: Indi vid ual(s) ma nage  rel ationships  
with oth er indi vid ual (s) 

Biometr ic Data C haracter istics : Facial a nd b ehavioral 
biometric s will be in dividualized 

Chara cter istics of  Target Per sonas an d Identi tie s: 
Individ ual s are s pecific ally identi fie d an d per sonal 
data c ollected

Exampl e Applications :  
o Mobile fri endin g appli cations  that allow  indi vid ual s 

to snap a picture  of social netw ork ‘friends’ who  
have o pted in 

o Tag S uggest, which a utom aticall y identi fies 
people pre sent in p hoto grap hs upl oaded by u sers

o Authe nticatio n s ystem s for v erifying particip ant 
identi tie s durin g exc hanges or  intera ctions  or 
location -sharing

QIV:  Spy-Cam  Mava tars

Target Co nsent: No  option for o pt in

Appli catio n Fo cus: Indi vid ual(s) c ollect data to  initiate 
interactions or r elati onships wi th ot her  individ ual(s) or 
to monitor oth er in divid ual s

Biometr ic Data C haracter istics : Facial a nd b ehavioral 
biometric s wi ll ei ther be ag greg ated  or in divi dualized, 
dependin g on th e a ppli cation

Chara cter istics of  Target Per sonas an d Identi tie s: 
Individ ual s ma y be  specific ally identi fie d and 
pers onal data  colle cted

Exampl e Ap plications :  
o Mobile friending applications that enable 

indivi duals to s nap a picture  of stran ger s t o look 
up a prof ile  or id ent ifyin g inform ation

o Enhanced o nline s earc h tools d esig ned to  searc h 
for and m atc h indivi dual id enti tie s w ith  their facia l 
images 

o Missin g per sons ap plications t hat s can 
faces in p ubli c to m atc h images to missing persons
profiles and alerts
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domain from being exploited in a widespread
manner. Nevertheless, the technology to enable this
functionality is not fundamentally different from
anonymous systems. In fact, the FaceLook applica-
tion is an interactive kiosk that provides users with a
peer-to-peer application (i.e., updating a user profile
with a location-based image), but it could also be
extended to deliver advertisements and coupons
from a vendor and to garner data about behaviors
that could be fed back into mavatar profiles (Hall,
2012). We expect that with the right incentives,
customers will opt in to such systems, thereby en-
abling vendors to collect a richer set of data with
which to customize their client interactions.

Quadrant IV represents Spy-Cam Mavatars and
includes applications where targets are not offered
the opportunity to opt in and the tools support P2P
functions. The requisite functionality of such an
application would be that it uses mavatars to iden-
tify the target and build a P2P application around
this identified profile. While Face.com and other
facial recognition vendors have APIs that support
recognition applications for ‘any photos,’ no widely-
distributed consumer applications yet include this
functionality. It is noteworthy that Facebook pur-
chased Face.com, with indications that Facebook is
interested in mobile facial recognition applications
(Reisinger, 2012). Though no commercial products
are common in this space, a picture of this type
of application is represented in currently available
iris and facial-scanning technologies that have been
developed for law enforcement applications
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(Shanker, 2012). BI2 Technologies markets the Mobile
Offender Recognition and Information System, or
MORIS, which is implemented on a mobile phone and
is used to capture an image of the face and iris of the
target. This image is then matched against a law
enforcement database containing facial and iris
biometrics information to verify the identities of
suspects or missing persons (Denman, Bialkowski,
Fookes, & Sridharan, 2011). While the law enforce-
ment application would be a Quadrant II application
if it were in the commercial space, it demonstrates
the feasibility of this technology and its potential
for widespread use.

Barring regulatory restrictions, we expect similar
P2P technologies will soon appear for use by the
general public. One possible application would en-
tail an identification system via which the user could
take a picture and use facial recognition software to
match it against images in a mavatars database. Of
course, the difficulty would lie in building these
mavatars without access to existing profiles. To
enable such an application, the mavatar profiles
would need to be constructed by an entity with
the resources to do so by scanning images of faces
gleaned from the Internet and combining this with
user information. It is noteworthy that Google re-
cently created an application that could be used
with an Android phone to scan faces and identify
them using Google’s database (Newman, 2011), and
that the company purchased PittPatt, a facial rec-
ognition software firm (Rao, 2012). It is also possible
that Facebook is considering such an application,
given that the company recently acquired Face.com
and its tools for facial detection and recognition. In
the end, however, it is also possible that a proprie-
tary mavatars database may not be needed, given
that researchers have developed and tested iPhone-
based applications for P2P identification that only
need publically-available imagery from social net-
works (Allen, 2008; Angwin, 2011). Clearly, Spy-Cam
Mavatars are feasible; what presumably keep these
types of applications from being released by com-
mercial entities are privacy concerns.

4. Privacy in the age of mavatars

As our discussion suggests, the use of tools for
creating, managing, and employing mavatars will
not be without controversy. Privacy is at the core of
concerns about facial recognition applications in
general and ultimately lies at the heart of concerns
that will likely arise with greater proliferation of the
use of mavatars. Researchers examining privacy
have identified three privacy rights: (1) the right
to be left alone, (2) the right to control one’s
information or limit access, and (3) the right to
protect one’s individuality (Norberg, Horne, &
Horne, 2009). Privacy concerns related to corporate
use of marketing databases are not new. Indeed,
Langenderfer and Miyazaki (2009, p. 384) point out:

As databases play an increasingly important
role in our lives, there is a danger that we will
lose the ability to define ourselves, having sur-
rendered the definition of ourselves to the data
gathering entities, often unregulated and be-
yond our control.

Mavatars exacerbate the problem because both B2C
(e.g., marketing) and P2P applications will take
advantage of immutable biometric characteristics
in combination with the ‘definition’ of ourselves
that we divulge in our profiles or through our be-
haviors. An important implication of this is that each
vendor collecting and managing mavatars will be
able to develop customer profiles that are more
consistent; in fact, these profiles will likely be more
consistent across vendors even when collected and
managed by different organizations. This is due, in
part, to the fact that while the behavioral and other
descriptive components of a mavatars profile will
vary across vendors because users may divulge dif-
ferent information or behave differently in various
contexts, the biometric representation of each user
will largely be the same for each vendor collecting
data because an individual’s biometric features will
be the same regardless of the venue in which or the
mode by which the data were collected. The result
is that mavatars held by different vendors and
organizations will generally be quite similar.

As is the case with current opt-in applications,
most consumers do not fully appreciate how their
profiles are built, aggregated, and used, and the
associated risks to identity and privacy (Langenderfer
& Miyazaki, 2009). Nevertheless, vendors and
corporate users have thus far been reluctant to
embrace applications that have the potential to
be perceived by consumers as too invasive. For
example, Intel (2012) freely recognizes apprehen-
sion regarding public perceptions of privacy inva-
sion and protection surrounding Anonymous Video
Analytics, the company’s audience response sys-
tem. This concern for privacy is directly related
to the design of these systems; that is, they are
designed to monitor targeted viewers in public
spaces and, most importantly, they do not currently
enable the person being observed to opt out. As
demonstrated by a recent controversial monitoring
program involving Wi-Fi tracking at a pair of malls,
even anonymous tracking systems must be managed
carefully by vendors and retailers (Censky, 2012).
As this example illustrates, there is a great deal of
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interest in collecting these types of data, so the
challenge for vendors will be to balance this interest
with privacy rights.

While such marketing-oriented tracking systems
seem ominous, these systems generally focus on
groups of people and, in the case of current uses,
emphasize anonymity. Because Quadrant IV appli-
cations focus on the identification of individuals,
they would seem to represent a profound threat to
privacy. For example, the aforementioned MORIS
facial recognition technology has attracted consid-
erable attention from civil liberties groups because
it is thought to threaten privacy, having been dem-
onstrated to be effective for individualized surveil-
lance related to tracking Afghani insurgents
(Shanker, 2012). While corporate and government
use of such systems is of concern, we also suggest
that Quadrant IV applications create serious threats
to privacy because of the potential for abuse and
misuse. When we are in public places or post content
online, we should recognize that we are sacrificing
some level of privacy; however, the security and
privacy implications associated with Spy-Cam
Mavatars are profound. Obviously, the potential
for identity theft, stalking, and privacy invasion
will increase as applications based on mavatars
become more accessible and integrated into mobile
technology.

Our review suggests the public will be most con-
cerned with the type of applications associated with
Quadrants II and IV, primarily because opting out is
not an option here. It is in this domain that industry
self-governance and regulatory controls are most
justified. For example, while a facial recognition
application designed for end users might be con-
structed without an opt-in feature, it is possible that
an application could be designed so that it cannot be
used unless the target opts in (i.e., it is designed as a
Quadrant III rather than a Quadrant IV application).
While rogue applications operating in Quadrant IV
will likely be developed, we are hopeful that re-
sponsible software developers and organizations
would avoid involvement with this type of applica-
tion and proffer opt-in alternatives.

Consumer databases have been with us for some
time now and the scholarship addressing privacy
suggests that the most reasonable solution would
be to ‘‘adopt more of an ‘opt-in’ culture’’ (Norberg
et al., 2009, p. 511). We suggest that while this
cultural solution might work with consumer data-
bases compiled from website behavior and purchase
histories, the advent of mavatars changes the play-
ing field such that a more robust way of viewing
privacy protection is needed. For example, even
with ‘standard’ consumer profiles, many vendors
use opt-out policies, which puts the onus on the
consumer (Morozov, 2011). As mavatars become an
increasingly important part of interactions with ven-
dors and others, it will be critical that individuals
have the opportunity to manipulate their online
profiles. This would bring mavatars closer to avatars;
that is, a representation of one’s identity controlled
by the person being represented by the mavatars
data. This is because these data are more akin to
health data than to other types of behavioral and
economic data. Mavatars are highly individualized,
immutable; as a result, one could not ‘escape’ one’s
mavatars profile if it is largely the same, regardless of
who uses it or the context in which it is used.

HIPAA Privacy Rules not only require patients to
opt in, but also require that patients have a say in
how their data are managed and used. Offering
greater control and flexibility to the public in anal-
ogous ways to HIPAA would, we think, be a good
thing and should be an important right for the public
and consumers. For example, the proposed Com-
mercial Privacy Bill of Rights Act (2011) is designed
to offer some of the safeguards that would help
people manage mavatars, such as the right to in-
spect databases and purge records.

We believe it is important for individuals to have
input regarding how mavatars are created and used
so that they can correct erroneous representations
or, ultimately, purge their profiles (i.e., to opt out).
While many people may indeed choose to opt out,
we expect that more will either ignore their profiles
or actually refine the profile’s accuracy. An analog
is Google’s Ad Preferences, which collects and
defines user profiles based on search behavior and
divulges this profile to advertisers. Google offers
users access to their Google-generated profile and
also enables them to purge or correct it (Google,
2010). Many users do, in fact, enhance and refine
these profiles presumably because this means they
will receive fewer irrelevant ads. Ultimately, other
vendors will need to manage profiles in a similar way
because regulators will likely tighten privacy laws as
technologies and applications continue to impinge
on privacy. For example, the European Union (EU) is
currently proposing stricter privacy laws under
which companies will be required to obtain consent,
disclose to customers what information they store
about them, and ensure that customers can correct
or purge that information (Sengupta, 2012). Laws
and regulations in the United States are not nearly
as strict as those in the European Union (Maass, 2012);
however, it is likely that many multinational firms
operating in the U.S. will follow the stricter EU laws
because of compliance, consistency, and to maintain
goodwill with the public. As a result, it is important
for application developers, IT managers, and market-
ers to focus system designs, usage policies, and
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industry self-regulation on making access to and
control of personal mavatars a standard part of their
development and use (FCC, 2012).

5. Implications for marketing and
business

As physical entities, we live in and through our
bodies and, as social creatures, our physical form
and appearance carries with it important informa-
tion that we can use to communicate with others
(Berger, 1998). These embodied codes are impor-
tant in all social interactions, including those where
exchanges and commercial transactions take place.
Up until a few hundred years ago, a visual inspection
of patrons and a handshake represented a funda-
mental part of doing business; however, this
changed when Richard Sears popularized catalog
retailing and mass marketing. Sears succeeded be-
cause he knew his customer, the rural farmer, having
himself grown up on a farm. His intimate knowledge
carried his business forward, but as this business
model proliferated, the intimate knowledge of the
customer waned. Since that time, marketers have
endeavored to recapture an intimate understanding
of customers, first with segmentation, later with
relationship and customer management, and most
recently with detailed customer profiling and track-
ing. Yet, while behavioral, demographic, and histor-
ical information is important, what remained out of
reach was the ability to understand the customer
in the context of his or her daily activities and
recapture the information that once was available
only through face-to-face encounters. Facial recog-
nition technologies are spurring opportunities to
create and manage what we term mavatars, which
offer organizations the chance to reconnect with
customers using an age-old technique: recognizing
who they are based on their appearance.

In the end, it is likely that we will see–—in one form
or another–—the types of identification systems we
have described proliferate. This proliferation will
occur due to the fact that mavatars offer the poten-
tial to create new options for marketing and for
managing social relationships. As services such as
FourSquare demonstrate, consumers often opt in
when they determine that the value they are offered
by a product or service outweighs the risks they face
by agreeing to divulge personal information.

Consequently, it is likely that consumers will
accept mutually beneficial applications and market-
ing services in several of the application categories
we have delineated. The challenge for retailers and
developers is to find the point where benefits accrue
to relevant stakeholders. For example, customers
frequently are bombarded with irrelevant text,
email, and display images, which are often ignored
or dismissed (i.e., they develop display blindness).
Marketers can take advantage of mavatars to offer
highly customized and relevant advertising, public
information, and promotional materials; this action
has the potential to reduce ‘noise’ encountered by
consumers in venues where they are otherwise
bombarded by irrelevant information. A mutually
beneficial application would exist when consumers
are presented with personalized information and
advertising that is relevant, contextual, and useful.
While we have painted a picture that highlights the
potential risks to privacy associated with the appli-
cations in Quadrants II and IV, we expect that bene-
ficial applications will also be available in these
domains (e.g., child recovery applications associat-
ed with Amber Alerts). As a result, responsible use
by managers, proactive industry, and thoughtful
government regulation will be important as appli-
cations proliferate. We hope that the framework
offered in this article will be useful to managers
and others in identifying these mutually beneficial
applications.
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