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Introduction

This workbook is not atextbook. These materials include workbooks and practice exams are
intendedforuse asanaidto preparationforthe PHRi Certification Exam conducted by the
HR Certification Institute. By using all of the preparation materials, you will be well-versed in
the six key functional areas that make up the HR Certification Institute PHRi body of
knowledge. Studyingthese materialsdoesnotguarantee, however,thatyouwillpassthe
exam. These workbooks are not to be considered legal or professional advice.



Table of Content

INEFOAUCTION ... 3
Part One: HR Technology and BUSINESS ProCESSES........ccccevvvviviiiiiiiiie e 6
1. Technology and HumanResource Management ..........cccooeeevvvvvviiiiiineeeeenenennnns 6
1.1, HR ACHVITIES ... 7

1.2. APHMEron HRIS ......iiiiiiiiiii e 7

L3 WRY HRIS? Lo 8

1A, E-HRM VS, HRIS ...ttt 8

1.5. HR ServiCe DEIIVEIY .....cooeeieiiiie et 9

P o | B = - PP 10
2.1. Data, Information, and Knowledge..............cccovrvviiviiiiie e 10

2.2. TYPE OF DAL@ ... 11

3.3. Essentials Of StatiStICS.........iiiiieeiiiiiiiiiie e 13

B4 REPOIING oo 15

3.5. Data INteGratioN........ccoeeeeeeeeeeeeeee e 15

3. Human Resource Information System (HRIS)........ccoovviiiiiiiiiiiiiiiiiiiiiiiiieeeeeeee 16
3.1.BenefitS Of HRIS ... e 18

3.2. TYPESOFHRIS ... 20

3.3 COME HR .. 21

3. Sl -SBIVICES ...ttt 23

3.5. Knowledge Management (KM) ........ooooriiiiiiie 24

3.6. Talent Management SYStEMS .......ooooieiiii i 27

3.7. WOrkforce ANAIYLICS ......coooeeeeeeeeeeeee e 29

4. Development Of HRIS. ... ... 32
4.1. Requirement gatheringand analysis ..............cveeeiiiieeiiiiiiiiiie e 32

O D 1= TS o | o PSPPI 35

4.3. IMpPlementation ............coiiiii i 36

B =TS 1 o SO 37

4.5. DEPIOYMENT....cciiiiiiiiiiiiii 39

Y = 1T ] (= = o = USSR 39
5.SelectioN OF HRIS .......oeiii e e 40
5.1. FunctionalitieS Of HRIS .........oiiiiiiic e 40

5.2. GAP ANAIYSIS ... 41

5.3. Design ConSIiderationS .........coooveeeeeeiieeeeeeeee e 42

SR Y /=T 1o (o] g Y= [T o 1 0] o 43

5.5. Vendor DEMONSIFALIONS ........oiiieeeieeieeiiiiie e e e e e e e e e e e e 45

5.6. Vendor EValUALtioN ..............uiiiiiiiiiiiiieiis e 45

B.1. PrOJECLROIES ... 46



6.2. ProjeCt OrganiZatioN ............coiieeeeeeeeeeiiiiii e e e e e e e e e e e e e eeeeaan e e e e 48

6.3. ProjeCt Life CYCIe.....ccovieieieie e 49

6.4. Major roles for a ProjeCt Manager .........ccoevveeeevieeeiiiiiiie e 50

6.5. Project ManagementKnowledge Areas..........coouvvvviiieeieeeeeeeeiiiiiin e 51

7. Change ManagemeNt..........ccoiviiiiiiiiiie e ee e e e e e e e e e e e e e e e e e e 54
7% S I = 1 11 T SO 54

7.2. COMMUNICALION .o 56

7.3. ReSIStanCce to Chang ..........oiii i 58

T4, USEI ACCEPLANCE ......uiiiiiiiiiie ettt e e e e e eaas 59
Part Two: Information Privacy and SECUIILY ...........cuuueiiiiiiieeieieeiies e 60
1. INfOrmMation SECUNILY ......oovviiiiii et e e e e eeaenns 60
I I 0T == TS0 10 o L 60

1.2. TYPES OF TRIEALS. ...t 61

1.3, SECUILY POICIES ... 62

1.4, SECUILY PraCliCES. ... .uuuiiiiiiiiiiiiiiii e 63

1.5. Security and Self-ServiCe ProCESSES .......cuivviiviiieiiiiiiieeeeeeeeeeeinn e 64

2. SeCUrity ManagQEMENT ........oiuiiiiiiiiiiiii ittt 65
2.1, SECUNEY AUIT ... 65

2.2. CONIOIEA ACCESS ..ot e e e e e e e e 65

2.3. VIOIENCE TTAINING ...ttt e s 66

2.4, EMployment SCre€NING .....coooeeeeeeeeeeeeeeee e 66

2.5. Security Personnel ... 66

3. INfOrMALION PrIVACY .....covviiiiiiiiiiiiiiiiiieiieeeeeeeeeeeeee ettt 66
3.1. Unauthorized accessto information.............ccevvvevviiiiiiie e 67

3.2. Unauthorized Disclosure of Information.............ccccooeeeeeie e, 67

3.3. Data accuracy pProblemS ........cccceeiiiiiiiicie e 67

3.4. Stigmatization problems ... 67

3.5. Use of Data in Social Network Websites ...........ccccoeeeeeee, 67

3.6. PrivaCy POIICIES ..o 68

3.7, PrivaCy PraCtiCeS.......coooeiie e 68

O e 1Yz (03 VY E= T = To =T o T =T o N 68
4.1. Monitoring Electronic CommuniCations ..........cccoevvviiiiiiiiiiiiiiiiiieiieeeeeeee, 69

4.2. HR Policies on Electronic Communications ............cccevvvvvvvviiiiiieeeeneeennnns 69

4.3. Balance Employee Security and Privacy.........cccccccovvviiiiiiiiiiiiiiiiiieennnnne. 70

R B O NG ... e e e 72



Part One: HR Technology and Business Processes

1. Technology and Human Resource Management

In the 20th century, Human Resource (HR) departments were called personnel
departments, and these departments created procedures, forms, and levels of
authorization to process personnel recruiting, payroll, attendance and leave, and
performance appraisals. These departments also helped organizations meetthe
requirements of government laws, rules, and regulations relating to equal employment
opportunities, occupational safety and health, and employee benefits. Because the
department’s functions are largely administrative, the development of information
technology (IT) focused on operational efficiency within these departments. Personnel
departmentsimplemented Human Resource Information Systems (HRIS) to automate their
internal workflows. By gathering, storing, integrating, and transforming HR administrative
dataintoinformationthatcanbe utilized in HR decision making, HRIS canimprove the
guality and efficiency of HR departments and canrelieve the administrative burden of
HR’s day-to-day duties.

As more transactional services became provided electronically via HRIS, HR personnel
obtainedgreateropportunitiestofocusonhumanrelationstasks, suchastraining,
development, employee relations, and total rewards. By the end of the 1980s, personnel
departments had generally beenrenamed HR departments. This development marked the
firstwave ofthe transformation of HR departments. However, HRIS were insufficientfor
the newrole of HR departments. Line managers and employeesincreasingly believed that
information systems should not onlyimprove HR processes interms of business planning
and personnel capabilities butalso allow company employees to manage their own
personnel information.

The economiclandscape underwentradical changes throughoutthe 1990swithincreasing
globalization, technological breakthroughs (particularly Internet-enabled Web services),
and hypercompetition. Business process reengineering exercises became more common
and frequent, resulting in several initiatives, such as the rightsizing of employee numbers,
reducing the layers of management, reducing the bureaucracy of organizational
structures, creating autonomous work teams, and outsourcing.

During the 1990s, electronic human resource management (e-HRM) emerged due to the
growth of corporate intranets. In contrast to HRIS, e-HRM extends beyond traditional HR-
related administrative functions to provide a web-based HR channel forthe entire
organization. In fact, e-HRM is an umbrella term that covers all of the possible integration
mechanismsand contentofHRand IT,suchasHR portals, talent profile mapping, e-
learning, and human capital dashboards. The primary goal of e-HRM is to support decision
making and to provide self-service capabilities for internal corporate stakeholders,
includingemployees andline managers. Thus, HR hasbecome abusiness partnerthat
helps align business functions with HR-related policies and practices.

Alterations in HR functions are expected to continue. Inthe late 1990s, Fortune magazine
publishedastoryabout “blowingupthe HR function”; this storyindicatedthatHR was not



consideredtobeadepartmentthatadds strategicvaluetoafirm. Asbusinesspartners,
HR departments can deliverimmediate HR services, management decision support, and
human capital metrics, butthey cannot deliver business results. Therefore, HR is expected
toceasebeingapassive business partnerandinstead becomes aproactive businessdriver
that seeks solutions that involve and influence the perspectives of external stakeholders
(i.e.,investors and customers) and thereby directly impact business results. Although the
management of external stakeholders is traditionally the domain of sales, marketing, and
publicrelations, the expansionof HRintothisnewterritory canallowthese departments
to follow atop-down processto derive service strategies that are driven by outcome
measures. For example, by connecting with customers, HR can ensure thatafirm’s talent
acquisition, development, reward, and retention programs all function to encourage the
skills that are required for customer satisfaction. Connections with investors can allow a
firm’sintangible assets, including its quality of leadership and human capital, to be
observed in amanner thatis not evident from its financial reports; thus, these
connections can provide investors with confidence in a firm’s future earnings.

However, the global economy has forced many HR departments to operate with limited
budgets, raising questions about how HR value can be most efficiently delivered for both
internaland external stakeholders. Many organizations are turning to different HR
technologies to promote and deliver information to their target audiences.

1.1. HR Activities

HR departments engage in three types of activities as follows:

1.1.1. Transactional HR activities involve day-to-day transactions that have to deal
mostly with record keeping—for example, entering payroll information, employee
status changes, and the administration of employee benefits - 65% to 75% of the time.

1.1.2. TraditionalHR activitiesinvolve HR programs such as planning, recruiting,
selection, training, compensation, and performance management - 15% to 30% of the
time.

1.1.3. Transformational HR activities are those actions of an organization that “add
value” to the consumption of the firm’s product or service. An example of a
transformational HR activity would be a training program for retail clerks to improve
customer service behavior,which has beenidentified as a strategic goalforthe
organization— 5% to 15% of the time.

One ofthe main purposes of HR technologyistoreduce the amountoftime spenton
transactional activities and shift that time for HR professionals to use for traditional and
transformational activities.

1.2. A Primer onHRIS

Importantto notethatacompanythatdoesnothave acomputerized systemstillhas
an HRM system; that s, the paper system used to acquire, store, manipulate, analyze,
retrieve, and distribute information regarding an organization’s human resources.



An HRIS is not simply computer hardware and associated HR-related software.
Although an HRIS includes hardware and software, italso includes people forms,
policies and procedures, and data.

The primary purpose of the HRIS is to provide service, in the form of accurate and
timely information, tothe “clients” ofthe system. There are avariety of potential
clients, as HR information may be used for strategic, tactical, and operational decision
making (e.g., planningforneeded employeesinamerger); toavoidlitigation (e.g.,
identifying discrimination problems in hiring); to evaluate programs, policies, or
practices (e.g., evaluating the effectiveness of atraining program); and to support daily
operations (e.g., helping managers monitor the work time and attendance of their
employees).

Because of the complexity and data intensiveness of the HRM function, it is one of the
last management functions to be targeted for automation. This fact does not mean that
anHRISisnotimportant;itjustindicatesthedifficulty ofdevelopingandimplementing
itcompared with otherbusiness functions—forexample, the billingand accounting
systems. Poweredbyinformation systemsandthe Internet,almosteveryprocessin

every function of HRM has been computerized today

1.3. Why HRIS?

There are several advantages to firms in using HRIS. They include the following:

e Providing a comprehensive information picture as a single, comprehensive
database; this enables organizations to provide structural connectivity across units
and activities and increase the speed of information transactions

e Increasing competitivenessbyimproving HR operations andimproving
management processes

e Collecting appropriate data and converting them to information and knowledge
for improved timeliness and quality of decision making

e Producing agreater number and variety of accurate and real-time HR-related
reports

e Streamliningandenhancingthe efficiency and effectiveness of HR administrative
functions

e Shifting the focus of HR from the processing of transactions to strategic HRM
e Reengineering HR processes and functions

e Improvingemployee satisfaction by delivering HR services more quickly and
accurately tothem.

1.4. E-HRM vs. HRIS

Confusion can arise concerning the distinction between electronic human resource
management (E-HRM) and HRIS. E-HRM reflects a philosophy for the delivery of HR; it



uses information technology, particularly the Web, as the central component of
delivering efficientand effective HR services. Conversely, as conceptualized in this book,
anHRIS comprises the technology and processes underlying this newway of conducting
human resource management. An HRIS caninclude technologies such as databases,
smallfunctional systemsfocused on asingle HR application (e.g., performance
management), or a large-scale, integrated enterprise resources planning (ERP)
architecture and Web-based applications. In today’s environment, it can even be
devices such as smart phones and social networking sites that enable employeesto
access HR data remotely or to connect with others in the organization.

Anotherway of looking at the differences between E-HRM and HRIS isthat E-HRM
tends to be more application and HR-function focused (e.qg., e-recruitment and e-
training), and an HRIS is more focused on the systems and technology underlying the
design and acquisition of systems supporting the move to e-HRM.

1.5. HR Service Delivery

Human Resources (HR) provide servicestothe organizationin avariety of models.
Services are delivered by people through service centers and through the use of
technology. People-based service delivery can be centralized or decentralized.
Technology can provide informational services or allow self-service for completing HR
processes. Services can be offeredinternally usingcompany employees oroutsourced
tothird-party providers. These methods are notexclusive of one anotheranditis
commonto find a blend of these service delivery methods in one organization.

1.5.1. Centralized HR Services

Thisisusedtorefertoservicesthataredeliveredby peoplewhoarelocatedinone
place, which may be called a “Service Center”. This delivery model does not allow for
an HR representative to be in each company location. Managers and Employees will
reachouttoHRviaphonetospeaktoarepresentativetoassistthemaswellasrely
onself-service applications. An HR Service Center may be staffed with representatives
internaltothe company or may be outsourcedtoathird party. Regardless of staffing,
the benefits of having acentralized HR Service center are reduced costfor HR services,
consistency of information and common HR processes.

1.5.2. Decentralized HR Services

Thisisusedtorefertoservicesthataredeliveredbypeoplewhoareinthelocations
throughout the organization. This delivery model staffs each separate location with
persons who are responsible for delivery of HR Services. Most common would be to
have an HR Generalistassignedtothese locationsto supportmanagers and
employees at that specific location. This model offers a high level of personal service
andmayalsobe supported with self-servicetechnologies. Thismodelhowever
typically costs more than the centralized model and itis common for HR processes in
this model to be location specific and not consistent across the enterprise.

1.5.3. Outsourced HR Services
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Thisreferstothedelivery of HRthroughathird-party contractor, mostcommonlyviaa
service center. When creating a technology strategy, understand what the HR Strategy
service delivery is. If HR currently is outsourced or is planning to outsource some or all
ofits services, thisneedsto be takeninto considerationin the technology strategy.
Therearetwo (2) general categories of outsourced services; HumanResources
Outsourcing (HRO) and Business Process Outsourcing (BPO).

HRO is an outsourcer that assumes responsibility for the entire HR function. The
vendor will typically take over management of the HR system and all administrative
processes in HR.

BPOis an outsourcer that assumes responsibility for a specific process within HR. An
example of this would be an outsourcer who assumes responsibility for the
management and administration of the benefits programs of a company.

Most of these service centers have advanced technology for self-service, as well as to
manage andtrack callsthatare called “cases.” Oftentimesoutsourcingaspecific
process, like benefits administration, will enable a company to deliver online benefits
enrollment sooner and more cost effective than if supported internally. The
outsourcer has “case management” tools, which allow for accurate recording of calls
along with robust reporting for trends that help in continuous improvement of
services and identification of potential HR issues. These systems are oftentoo costly
for an HR department to purchase and consequently their tracking processis more
labor intensive and error prone.

2. HR Data

The intersection of data and human behavior has led to the consumerization of workforce
analytics tools. Historically, IT had access to business data and HR relied on them to create
workforce reports. But as technology has advanced, these tools have become increasingly
easy to use.

HR involves practical application of up-to-date understanding in the context of 'real world’
organizations. Reliable knowledge built on accurate information is needed. To undertake
effective HRM, it is important that good-quality information underpins decisions and
informs the actions of those involved in the employment relationship, such as trade
unions, individual employees, outsourced service providers and professional
organizations.

In the context of HR, knowledge, data and information play a vital role in implementing
important strategies for management of human resources by referring to the facts and

figures related with the human resources and demographic profiles.

2.1. Data, Information, and Knowledge

2.1.1. Data

Data represent the “facts” of transactions that occur on a daily basis. A transaction can
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be thought of as an event of consequence, such as hiring a new employee for a
particular position for a specified salary.

2.1.2. Information

Information on the other hand is the interpretation of these data. An interpretation of
data always has some goal and context such as making a hiring decision for a
particular department or understanding of the performance of the company to make
an improvement.

2.1.3. Knowledge

Knowledge is different from data and information. While information refers to data
that have been given structure, knowledge is information that has been given
meaning. For example, in HRIS, facts about age, gender, and education are the data.
When these data are transformed into average age, gender ratio, and number and
types of graduates at the unit level, they become information. More than what and
why, knowledge is about how. It is procedural and mostly hidden in the minds of
individuals and groups in the organization.

In the HR function, data about employees and jobs are the foundation of most of the
information that is critical to analyzing and making HR decisions. Knowledge
constitutes knowing what information is needed from a database and how to use it to
achieve HR objectives.

2.2. Type of Data

Data are pieces of information used to analyze something. Two types of data used in
workforce analysis are qualitative and quantitative data. Although there are several
differences, the most apparent difference is that quantitative data involves numbers.

2.2.1. Quantitative data

Quantitative data refer to the information that is collected as, or can be translated
into, numbers, which can then be displayed and analyzed mathematically.

2.2.2. Qualitative data

Qualitative data are collected as descriptions, anecdotes, opinions, quotes,
interpretations, etc., and are generally either not able to be reduced to numbers, or
are considered more valuable or informative if left as narratives.

Qualitative information for human resources includes surveys, interviews, opinions
and academic literature, while quantitative information includes statistics and
numerical calculations relating to human resources research. Human resources
researchers collect qualitative information and analyze it using quantitative
information. Gathering qualitative data from employees and managers provides "real-
time" information about employee morale, team building and reveals problem areas
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within an organization, its management, and employee performance and training.
Quantitative information includes statistical tables, mathematical charts, salary
benchmarking and reports breaking down survey and interview results by
percentages of participants.

Data Analysis Methods

Focuses on Asks and replies Focus group

opinions, to questions of: discussions and
(oITE][1#11\'- 3 attitudes, and Why? Would? in-depth
beliefs How? interviews with
employees
Focuses ondata  Asksand replies to Surveys and data
and hard questions of: How tracking forms,
S numbers many’ Who? Where  such as
Quantitative How often? satisfaction,
salary, and

turnover reports

Source: Othman, S. (2014). Benefits of Combining Qualitative & Quantitative Methods.
Available onshayaaresearch.blogspot.tw.

HR departments conduct research for determining salary benchmarks for their
industries, researching the cost and coverage of health benefits, and for surveying
employees and management. Quantitative and qualitative information are helpful for
identifying trends and areas for improvement within a workplace. Human resources
recruiters and retention specialists gather and tabulate such information for
maintaining competitive compensation and benefits. Information gathered is
tabulated, analyzed and presented to executive management with recommendations.
Human resources researchers also use quantitative information for determining hiring
trends and developing demographics for locating job candidates. Surveying
employees assists human resources with identifying morale issues, improving
employee performance, and reorganizing departments and work flow for improving
efficiency.

While the Quantitative design strives to control for bias so that facts can be
understood in an objective way, the Qualitative approach is striving to understand the
perspective of the program stakeholders, looking to firsthand experience to provide
meaningful data. The accumulation of facts and causes of behavior are addressed by
guantitative methodology as the qualitative methodology addresses concerns with
the changing and dynamic nature of reality. Quantitative research designs strive to
identify and isolate specific variables within the context (seeking correlation,
relationships, causality) of the study as the Qualitative design focuses on a holistic
view of what is being studied (via documents, case histories, observations and
interviews). Quantitative data is collected under controlled conditions in order to rule
out the possibility that variables other than the one under study can account for the
relationships identified while the Qualitative data are collected within the context of
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their natural occurrence.

Both Quantitative and Qualitative research designs seek reliable and valid results.
Data that are consistent or stable as indicated by the researcher's ability to replicate
the findings is of major concern in the Quantitative arena while validity of the
Qualitative findings are paramount so that data are representative of a true and full
picture of constructs under investigation. By combining methods, advantages of each
methodology complements the other making a stronger research design with
resulting more valid and reliable findings. The inadequacies of individual methods are
minimized and more threats to Internal Validity are realized and addressed.

Human resources departments use qualitative and quantitative information for
investigating employee performance problems and personnel issues. Qualitative data
can assist human resources departments with identifying personnel problems and
sources of employee morale problems. Quantitative information including attendance
records and production reports assist with identifying individual and team problems
within an organization. Workplace safety officers evaluate quantitative data reporting
employee injuries and equipment failures for identifying and reducing potential for
workplace injuries. Qualitative and quantitative information used together provide a
full range of information for the topic or circumstances being researched. Qualitative
information provides multiple points of view about a research topic, while
guantitative data provides direct and objective information.

2.3. Essentials of Statistics

Whenyougetabigsetofdatathereareallsorts ofwaystomathematically describe
thedata. Theterm"average"isusedalotwithdatasets. Mean, median,and mode
are all types of averages. Togetherwith range, they help describe the data.

2.3.1. Mean

When people say "average" they usually are talking about the mean. You can figure out
the mean by adding up allthe numbersinthe dataandthen dividing by the number of
numbers. For example, if you have 12 numbers, you add them up and divide by 12. This
would give youthe mean ofthe data. For example, if you have three people, one of
whom earns $1, one ofwhom earns $2, and one of whom earns $1000, the mean
salary is $334.33($1003/3).

2.3.2. Median

Themedianisthe middle numberofthe dataset. Itisexactly likeitsounds. Tofigure
outthe median you put all the numbers in order (highest to lowest or lowest to
highest) and then pick the middle number. Ifthere is an odd number of data points,
thenyouwillhave justone middle number. Ifthereisaneven number of data points,
thenyouneedto pickthe two middle numbers, add themtogether,and divide by two.
That number will be your median.

Forexample, the median salary rate is the salary thatis exactly inthe middle if EVERY
personis placed inrank according to salary (let's say lowest to highest salary). In the
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example above, you'd have: person A $1; person B $2; person C $1000

The median salary is $2. Half the people have salaries above the median and halfthe
people have salaries belowthe median. The medianisusefulwhensalariesare
unequal. Forexample, when someoneis paid alot more than others, like in this
example, the meanis strongly influenced. When you say the average is $334, itlooks
like everyone is doing OK. The median is more reflective (so, you know, for example,
that half the people do worse than $2) in this case.

For salary data, the median salary (or net compensation) is the salary "in the middle."
That is, half of the employees earned below this level.

2.3.3. Mode

Themodeisthenumberthatappearsthemost. Thereare afewtrickstoremember
about mode:

Ifthere are two numbersthatappear mostoften (andthe same numberoftimes) then
the datahastwomodes. Thisis called bimodal. Ifthere are more than 2thenthe data
wouldbe called multimodal. Ifallthe numbersappearthe same numberoftimes, then
the data set has no modes.

Imagine that you live in a small town where most of the people are employed by a
factoryand earn minimumwage. One ofthe factory ownerslivesinthe town and his
salary is in the millions of dollars. If you use a measure like the average to try to
comparesalariesinthetownasawhole,theowner'sincomewould severely throw off
thenumbers. Thisiswherethe measure ofmode canbe usefulintherealworld. Ittells
you what most of the pieces of data are doing within a set of information.

2.3.4. Range

Range is the difference between the lowest number and the highest number. Take, for
example, math test scores. Let's say your best score all year was a 100 and your worst
wasa75.Thentherestofthescoresdon'tmatterforrange. Therangeis100-75=25.
The range is25.

For example, the wages for Pharmacists in the United States are generous, with
average pay above sixfigures ($107K) peryear. Totalcash earnings of Pharmacists
range from $83K on the low end to $133K on the high end. Thus, the pay range is $50K
($133K-$83K).

2.3.5. Percentile

A percentile is best described as a comparison score. It's acommon termin all kinds of
testing of data, but many will be most familiar with percentiles as they relate to
personality assessmentor salary survey. If you scores atthe 75th percentile (P75) on
the IQtest, you did "as well or better than" 75% of the ones taking the test (norm

group).
2.3.6. Quatrtiles

Quartiles are values that divide a set of data into four equal parts. For example, the
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owner of a super market recorded the number of customers who came into his store
eachhourinaday. Theresultswere 12, 8,10, 7,15,3,6,7,12,8,and 9. The ascending
orderofthedatais3,6,7,7,8,8,9,10,12,12,15. The lower quartileis 7, the median
(second quatrtile) is 8, and the upper quartile is 12.

2.4. Reporting

Theinformation contained inthe HRIS isimportant to making business decisions. The
rightreportingtoolsare criticaltothe success ofthe HRMS providing information to
the organization. Most HRMS applications provide a standard set of reports intended to
be run and printed as a list of information. The most common of these are the
birthday; new hire listand government regulatory reports. These lists tend to be a
shapshotofthedataandstaticinnature meaningthatasthe datachangesinthe
system, the reports must be re-runto reflect any data changes. HRMS applications also
providetoolsto create ad hoc lists or queries, users candevelop “ad hoc"reportsto
create specific, customized reports. Querytoolsallowforthe creation ofreportsthat
are customtothe company’s needs allowing complete control and flexibility of the
report’s contents. Query tools are intended for non-technical users and are typically
designed with easy-to-usefeatures.

Asanalternative tothe staticlist, there aretoolsthatallowfor more dynamic means of
datacreation. While traditional systems store datain rows and columns similarto a
spreadsheet, these tools store data in “cubes” so the data can be interrogated in
various meansforanalytical purposes. Oftenthereportsthesetoolscreateareata
summary level and, through the technology, allow one to “drilldown” on a data point
intomore specificsoftheinformationpresented. Thesetypesofreportingtoolsare
frequently used in dashboards andintranet applications designed for use by business
decision makers.

2.5. Data Integration
2.5.1. Database

An organization’s ability to generate meaningful information to make good decisionsis
only as good as its underlying database.

2.5.2. Metrics

A metric refers to a measure based on one or more data elements that provides a
number that has meaning when placed in a relevant context. Within the context of HR,
itisameasurementbased onHR datathatis anindicator of companyperformance.
The more effectively human resources can be measured along with human resources’
impact on the corporation, the better the company can be managed.

The objective of metrics is to solve problems and improve the human capital
effectiveness by putting the rightnumbersof peopleintherightplacesatthe right
time with the right skills to accomplish the organization’s objectives. Because every
organizationhasitsownsetofpriorities,eachorganizationwillestablishmetricsthat
are focused on what is important to them. While some metrics may be common across
multiple organizations, like measuring the effectiveness of the hiring process, exactly
what the measures are will differ based on each company’s processes.
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2.5.3. Data warehouses

Much of the data now available to create HR metrics come from an organization’s data
warehouse. Adatawarehouse is aspecial type of database thatis optimized for
reporting and analysis andisthe rawmaterial formanagement’s decision support
system. Datawarehouses and Bl software enable managersto create information from
an even greater store of data.

Adatamartisone piece ofadatawarehouse where alltheinformationisrelatedtoa
specific business area. Therefore itis considered a subset of all the data stored in that
particular database, since all data martstogether create a data warehouse.

2.5.4. Business intelligence (BI)

Businessintelligence (Bl)isabroad category of businessapplicationsandtechnologies
for creating datawarehouses and foranalyzing and providing accesstothese
specialized datato help enterprise users make better business decisions. Essentially, Bl
systemsretrieve specified datafrom multiple databases, including old legacyfile
database systems, and store these data in a new database, which becomes that data
warehouse. The datainthe datawarehouse canthen be accessed viaqueries and used
to uncover patterns and diagnose problems.

Patterns in large data sets are identified through “data mining”, which involves
statistically analyzing large data sets to identify recurring relationships. Data mining is
theprocessoffindinganomalies, patternsandcorrelationswithinlarge datasetsto
predict outcomes.

Bl systems also provide reporting tools and interfaces (e.g., forms) that distribute the
information to Excel spreadsheets, Internet-based portals, pdf files, or hard copies.
These results can also be distributed to key executives in specialized formats known as
executive dashboards, which are becoming a popular executive decision supporttool.

2.5.5. Analytics

Analytics refers to methods of manipulating and combining metrics in order to gain
insights necessary to aid problem solving and decision making. Itis the process of
looking atthatwhichismeasuredtounderstand whatitmeansrelativetothe datathat
is being presented.

Some common ways that metrics are presented are in graphs and charts. Analytics
encompasses the reviewing of those graphs and charts to understand what they are
showing relative to the business outcome.

Tactical decisions on how to better improve the company are results of using analytics.
Goodanalysisrequires good data. Good datareliesonaccurate andreliable measures.
Thisisthelink between metrics and analytics. Metrics are the measures thatare
trackedthatproducethedata. Analysisistheinterpretation ofthe datainto business
decisions. The two are intrinsically linked.

3. Human Resource Information System (HRIS)

Human Resource Information System (HRIS) can be briefly defined as integrated systems
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used to gather, store, and analyze information regarding an organization’s human
resources. But, asisthe case withany complex organizational information system,an HRIS
is not limited to the computer hardware and software applications that comprise the
“technical” partofthe system;italsoincludesthe people, policies, procedures,anddata
required to manage the human resources function. Thus, afunctional HRIS must create an
information systemthatenablesanassimilation ofthe policiesand proceduresusedto
manage the firm’s human capital as well as the procedures necessary to operate the
computer hardware and software applications.

HRISisaninformation system (IS) usedto acquire, store, manipulate, analyze, retrieve, and
distribute information regarding an organization’s human resources. The purpose of the
HRISisto provide service, intheform of accurate and timely information, to the “clients”
ofthe system. Asthere are a variety of potential users of HR information, it may be used
for strategic, tactical, and operational decision making (e.g., to plan for needed employees
inamerger); toavoid litigation (e.g., to identify discrimination problemsin hiring); to
evaluate programs, policies, or practices (e.g., to evaluate the effectiveness of a training
program);and/ortosupportdaily operations(e.g.,tohelpmanagersmonitortime and
attendance of theiremployees). Allthese uses mean that there is amandatory
requirementthatdataandreports be accurate andtimelyandthatthe “client’can
understand how to use the information.

Because of the complexity and data intensiveness of the HRM function, itis one of the last
managementfunctionsto be targetedforautomation. Thisfactdoes notmeanthatan
HRISisnotimportant; itjustindicatesthe difficulty of developingandimplementing it
compared with other business functions—for example, billing and accounting systems.
Powered by information systems and the Internet, today almost every processin every
function of HRM is being computerized.

HRIS s oftento be used foradministrative purposes in organizations. This purposeis
related to administrative and operational efficiency, which reduces costs and time.
Traditionally, HR inany organization faces several challenges such as information storage
andretrieval (Howtomanage large quantities ofpaper?), hiring & firing (Howto dealwith
applicanttracking, black lists, social security issues, and other reports for the
government?), training (How to develop training programs that fit the new digital
economy?), performance tracking (How to track employee performance worldwide?), and
cost figures (How to lower the business information system costs?).

Organizationsvaryinthetypesofinformationthatthey considerusefulandimportantto

collect. Organizations develop at least two kinds of human resource information systems.

The first HRIS replaces many of the administrative functions once performed by people in

the organization. Human resource information systems, which perform administrative tasks
fasterthanpeopleandrequirefeweremployees, aredesignedtoproduce awiderange of
vitalinformation atthe lowestcost. Companies, in someinstances, haveimplemented

human resource information systems as atool and approachto downsizing. The second

HRIS is based on organizational reengineering. HRIS that reengineer organizational

processes are based on optimization of the way in which HR managers use information.

HRIS with reengineered processes often include interactive employee information kiosks or
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Internet-based Web applications. Reengineered HRIS provide employees and managers the
opportunity to interact with the organization’s databases to apply for jobs, review
organizational regulations, andto facilitate communications between employees,
managers, and laborunions.

3.1. Benefits of HRIS

The systemsand processfocus helps organizations keep the customer perspective in
mind, since quality is primarily defined and operationalized in terms of total customer
satisfaction. Today’s competitive environment requires organizations to integrate the
activities of each functional departmentwhile keeping the customer in mind. An
effective HRIS helps by providing the technology to generate accurate and timely
employee information to fulfill this objective. There are several advantages to firmsin
using HRIS. They include the following:

+  Providing a comprehensive information picture as a single, comprehensive
database; this enables organizations to provide structural connectivity across units
and activities and increase the speed of information transactions

* Increasing competitiveness byimproving HR operations andimproving
management processes

+  Collecting appropriate data and converting them to information and knowledge for
improved timeliness and quality of decision making

«  Producing agreater number and variety of accurate and real-time HR-related
reports

«  Streamliningand enhancing the efficiency and effectiveness of HR administrative
functions

«  Shifting the focus of HR from the processing of transactions to strategic HRM
*  Reengineering HR processes and functions

«  Improvingemployee satisfaction by delivering HR services more quickly and
accurately tothem

The ability of firms to harness the potential of HRIS depends on a variety of factors,
such as:

«  thesize ofthe organization, with large firms generally reaping greater benefits;
«  the amount of top management support and commitment;
+ the availability of resources (time, money, and personnel);

+  theHR philosophy of the company as well as its vision, organizational culture,
structure, and systems; managerial competence in cross-functional decision
making, employee involvement, and coaching; and

«  theability and motivation of employees in adopting change, such asincreased
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automation across and between functions

In assessing the benefits and impact of an HRIS to an organization, typical accounting
methodsdonotworkwiththe HRMfunction. Whilethere are severaltangible benefits
inimplementing an HRIS, such as payroll efficiencies and reduction in labor costs due to
automation, there are severalintangible or hidden benefitsaswell. Theyinclude
employee satisfaction with streamlined and efficient HR processes and freeingup HR
from routine, administrative matters to focus on strategic goals.

Furthermore, HR practices can help organizations untangle the rigidity and inertia
associated with the mechanistic, routine nature of enterprise resource planning (ERP).
ERP software applications are a set ofintegrated database applications or modules that
carry outthe most common business functions, including HR, general ledger, accounts
payable, accounts receivable, order management, inventory control, and customer
relationship management. Obviously, HRM’s emphasis on knowledge management,
human capital stewardship, and relationship building can provide considerable
assistance inthe implementation and use of ERPs. Therefore, active engagementof HR
professionals in the introduction and ongoing functioning of an ERP is important so that
organizations canrealize the strategic benefits associated withthese systems.
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3.2. Types of HRIS

There are multiple typologies for the classification of computer-based systems;
however,we are goingtodefinethemostbasictypesofsystemsandthenapplythem
totheirdevelopmentandusewithinanHRIS. One ofthe earliestbooksinthefield of
computer-basedsystemsplacedsystemsunderthreebasic categories: Electronic Data
Processing (EDP), Management Information Systems (MIS), and Decision Support
Systems (DSS). EDP s primarily electronic storage of information and was firstapplied
to automate paperwork.

3.2.1. EDP

The EDP category of HRIS was the earliest form introduced in the HR field and fits in
with the transactional level of HR activities. The EDP’s basic characteristics include:

+  Afocusondata, storage, processing, and flows at the operational level
«  Efficient transaction processing

+  Scheduled and optimized computer runs

« Integrated files for related jobs

+  Summary reports formanagement
3.2.2. MIS

The MIS type of HRIS emerged as technology improved over time, and it fits the
traditional level of HR activities, such as recruitment, selection, and compensation. The
characteristics of MISinclude:

« Aninformation focus, aimed at middle managers
«  Structured information flows
« Integration of EDP jobs by business function (production MIS, marketing MIS ...)

* Inquiry and report generation (usually with a database- a collection of information
thatis organized sothatit can easily be accessed, managed, and updated. In one
view, databases can be classified according to types of content: bibliographic, full-
text, numeric, andimages.)

3.2.3. DSS

HRISatDSSlevelbegantoemergeinthe cost-effectiveness eraof HRM development,
and it fits the transformational level of HR activities—adding value to organizational
processes. DSS are focused still higher in the organization, with an emphasis on the
following characteristics:

«  Decisionfocused, aimed at top managers and executive decision makers
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«  Emphasis on flexibility, adaptability, and quick response
«  User initiated and controlled

«  Supportforthe personal decision-making styles of individual managers

ThereisanothertypeofHRISwhichshouldbe usedinorganizationstomaximizethe
effect of computer-generated knowledge on managerial decision making. There are
numerous reports generated on aregular basis from both the EDP and the MIS types of
HRIS—for example, overtime and benefits usage. The critical questionis: “how many of
these reports are used by either line managers or HR professionals in their daily work,
particularly intheir decision-making capacity?” AllHRIS software isdesigned to
generate a standard set of reports, but surveys and reports from both managers and HR
professionalsindicate thatmany ofthese reportsare typically discarded. Thus, itis
apparentthatanothertype of HRIS exists—the human resources managementdecision
system(HRMDS). Thistype ofsystemcouldbe describedastheideal systemsinceit
provides critical information for decisions involving the human resources of the
company, and thus, should be used as a standard for the development and application
of any HRIS. This type has the following characteristics:

+  Reportformation and generation based on identified managerial needs for
decision making

«  Categorization of reports by management level

«  Timing of report generation based on frequency of managerial use: daily, weekly,
monthly

«  Historical information retained and reported in a timely manner so that managers
and HR professionals canseethe results oftheir use ofthe informationin their
previous decisions

3.3. Core HR

There are at least thirteen common human resource information subsystems.

3.3.1. Recruitment and Selection

Therecruitmentand selection systemensuresthatthelistis currentallthetime and

can be viewed by a prospective applicant anytime; generates various statistics like jobs

with high turnover and the average time it takes to filla vacancy; and tests and

evaluates candidates’ personality, knowledge, and skills at different company locations.

3.3.2. Personnel Administration

The personnel administration subsystem warehouses information about employee
names, birth dates, service dates, race, sex, salary, department code, job code, location
code, and employmentstatus.

3.3.3. Time, Labor, and Knowledge Management
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Thetime, labor, and knowledge management subsystem tracks and identifies work
schedule patterns, absenteeism, andtardiness, allocates resources, and determines
procedures to administer either time-related or knowledge-related tasks or functions
based upon an employee knowledge profile.

3.3.4. Training and Development

The training and development subsystem provides programmed instructions and self-
pacedtrainingtoemployees; plansclasses, setsuptraining schedules, organizes
training courses’ activities, and collects fees; and tracks the developmental plan of each
employee within the company and their learning progress.

2.3.5. Pension Administration

The pensionadministration subsystemstreamlines plan set-up, record keeping,
pension calculations, and retiree payments and statements.

3.3.6. Compensation and Benefits Administration

The compensation and benefits administration subsystem provides information on
flexible and non-flexible healthcare plans, shortand long-term disability plans, savings
plans, retirement plans, pension plans.

3.3.7. Payroll Interface

The payrollinterface subsystem streamlines payroll and accounting by providing data
on salary, wages, and benefits.

3.3.8. Performance Evaluation

The performance evaluation subsystem aids management with periodic evaluations of
employees. This subsystem performs multiple review functions including auditing and
analyzingemployee competency; analyzingthe congruence betweenemployee
performance and organizational objectives; and measuring and monitoring the
employer’s learning progress and performance.

3.3.9. Outplacement

The outplacement subsystem provides supportinformation for discharged or displaced
employeessuch aslinksto self-help books, career counselors, andtraining programs on
job searchtechniques, resume development, interviewing strategies, and negotiating
salary.

3.3.10. Labor Relations

The labor relations subsystem includes information about work policies on privacy,
sexual harassment, and workforce diversity.

3.3.11. Expense and Travel Administration
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The expense andtraveladministration subsystem facilitates and automates employee
reimbursementforbusinessexpendituresontravel, entertainment, and supplies.

3.3.12. Organizational Management

Theorganizationalmanagementsubsystem providesinformationaboutalljob
positions in acompany, their hierarchy, and job descriptions; generates decisions on
employee hiring, promoting, transferring, retiring, and firing; and reporting
requirements of various employment laws.

3.3.13. Health and Safety

The health and safety subsystem provides information about the federal, state, and
local health and safety regulations relevant to the organization or workplace as well as
informationonthe company’s safety record, injury/iliness prevention plan, safety
compliance procedures, and worker compensation.

Numerous organizations have shifted the responsibility of updating employee records
from human resource staffto the employees themselves. Self-service systems require
less direct management and more technological oversight and support. Web-based
HRIS allowfor global accessfortelecommuting andtraveling employees. Common self-
service web-based HRIS applicationsinclude Personal Information, Banking
Information, Benefits Inquiries and Open Enroliment, Time Entry and Time Off, Cross
Application Time Entry, Travel Expenses, Electronic Pay-stubs, Organization Directory,
Employmentand Salary Verification, Training Overview and Enroliment, and Change
Password.

3.4. Self-Services

The use of technology to offer services that would be performed by an HR
representative. Commonly called Manager Self-Service (MSS) and Employee Self-
Service (ESS), these fall into two (2) categories, informational and transactional

3.4.1. Informational Self-Service

Informational Self-Service refers to tools that are offered to provide information to
employees. These tools are commonly referred to as “Knowledge Management”
systems. They containinformation about HR policies, processes and caninclude
benefits and compensation information. They are informational in that employees
cannotperformatransaction withinthese systems;theyare usedforreference
purposes only. These can be presentin either centralized or decentralized service
delivery models and are almost always found when HR services are outsourced.

3.4.2. Transactional Self Service
Thesetools are offered for managers and employees to change information capturedin

HRIS. Employee Self-Service applicationsinclude informationthattheemployee
changes, whichistypically personalin nature. Common changesthatoccurinan ESS
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system are employee address, emergency contact, tax withholdings and benefit
elections. Manager Self-Service applicationsinclude information thatamanager
changes,whichisrelatedtothe employeestheymanage. These mostoftenreplace
paper-based processes for change of employee information like job changes,
promotions, transfersandpay changes. MSS applications canalsoinclude processesfor
supporting performance reviews, compensation events and staff planning.

MSS applications commonly use workflow to automatically manage the approval and
the routing of information changes. Workflow is a technology that routes an
information change to another person for verification or approval before it records the
change in the system of record. ESS/MSS applications can be present in either
centralized or decentralized service delivery models and are almost always found when
HR services areoutsourced.

HR self-service benefitsinclude the accuracy ofinformation, consistency of process and
reduction of time HR professionals spend in administrative activities.

3.4.3. HR Portalsin Self-Service

A portal is a Web application that resides on the intranet (internally) or Internet
(externally) that is designed to aggregate and personalize information for access from a
single source. The HR portal in an intranet application is used to perform informational
or transactional self-service. Based on an employee’s role in the organization as defined
within their security authorizations, the HR portal will present the applications and
information the person is allowed to access. Through the use of single sign on
technology,anemployee canaccessanHR applicationthroughthe portalwithout
havingtologintothatapplication, thereby simplifyingthe processfortheemployee
and eliminating the need for multiple passwords. The other benefit of an HR Portal is
that information can be distributed throughout the organization while being centrally
maintained. Policy information and corporate communications can be accessed by all
employees regardless of location even though the actual information is stored centrally.

3.5. Knowledge Management (KM)

Knowledge Management (KM) is the umbrella term for the management of
unstructuredinformation-thatis, allkindsofdocuments. KMcanbedefinedasthe
process of capturing, distributing and using knowledge effectively. Inorderto
effectively share an organization’s information assets (think: policies, procedures but
also expertise and experiences), that knowledge needs to be identified, captured,
evaluated and easily retrieved. There are three main approaches to knowledge
management:

e Technocentric: Focusesontechnology, especially software thatboostsknowledge
sharing and creation.

¢ Organizational: Looks at how to design an organization to best promote knowledge
processes.

e Ecological: Encourages aknowledge exchange through collaborative networks,
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rather than through direct management.

KM with HRIS self-service portal provides an opportunity within your organization to
"connectthose who know with those who need to know". Its functions may help
companies manage all facets of unstructured information - from collaborative authoring
and publishing to advanced search and navigation.

Knowledge Management (KM) is a discipline that promotes an integrated approach to
identifying, capturing, evaluating, retrieving, and sharing all of an enterprise's

information assets. These assets may include databases, documents, policies,
procedures, and previously un-captured expertise and experience of individual works.

Researchers suggested thatthe mainingredient behind successfulinnovation was nota
cleverway ofthinking or brainstorming. Instead, itwas a place where people could
shareideas, letthem bump into each other, and in so doing, evolve into new, more
powerful forms. The coffee-shops of Paris served this purpose during the
Enlightenment, allowing for fantastic new scientific and philosophical concepts to be
born.

The Japanese, duringthe 70s, applied this conceptto businesses. How, they asked, does
knowledge flow, and how can managers and business leaders help? Philosopher Ikujiro
Nanaka and others developed a model of knowledge creation that captures all the ways
knowledge moves and morphs within anetwork, and the one maintechnique that
managers can use to encourage its development.

The model suggested by Nanaka’steam details the waysthatknowledge changes hands
andtransforms. Tobegin, hedividesknowledgeintotwotypes: ExplicitKnowledge,
which can be described with numbers, science, or manuals, and TacitKnowledge, the
emotional, difficult-to-describe variety. Both kinds of knowledge are necessary, both for
everyday living and for business ventures. These two kinds of knowledge interact with
fourprocesses: Socialization, Externalization, Combination, and Internalization (SECI).

3.5.1. Socialization

Socialization is the process where tacit knowledge it transmitted between people.
Becausetacitknowledgeisrarely successfully expressed, socialization simplyinvolves
spending time with coworkers, enjoying their company and conversation until you learn
how they think feel. You learn how they look at their tasks, their perspectives. It's
possible—and necessary—to dothis with your customers, too. Thosewhoareina
positionto interactwith the customersdirectly needtolearnthe skillsneededto see
howthey think and feel, and through the other processes in the model, transmitthat
modeltootherpartsofthe organization.

3.5.2. Externalization
This process allows tacit knowledge to be morphed into explicit knowledge. Through

interaction between an individual and other groups in the organization, the individual’s
tacitknowledge is expressed through whatever terms are possible, such as metaphors
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and stories. Effective communication skills are a necessity; developing these and
increasing opportunities for externalization are the main ways managers can encourage
this process.

3.5.3. Combination

Through teams, or a creative individual, the explicit knowledge injected into the
organization is transmuted through the process of Combination. Knowledge throughout
the organization is collected and compiled into a more effective form of explicit
knowledge, allowing the more refined forms to be distributed throughout the
organization. Anexamplewouldbeateaminatechfirmwhosejobistopublishreports
of successful products made throughout the company.

3.5.4. Internalization

Internalizationiswhere the model comesfull circle: as we started with anindividual
sharing tacit knowledge, it ends with the same individual converting the explicit
knowledge supplied either by the firmoroutside sourcesinto personally applicable
tacit knowledge. An HR official runs through this process when he reads the company’s
training manual for conflict resolution, then puts it into practice. Internalization doesn'’t
justrefertoanindividual;the collectivetacitknowledge ofthe organizationismorphed
from its explicit knowledge through internalization.
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Now that we understand the main mechanisms whereby knowledge moves throughout
anorganization, the only piece missing is this: What are we, as managers, supposed to
doaboutit? How canwe apply thisinformation? Here, we return with Nanako to the
introduction ofthisarticle: aspacethatencourage the flowofideas, which canallowall
the SECI processesto occur. Nanako introduces a concept from Japanese, called “Ba”,
which generally translates as “Place of ”

Ba, when applied to business, refers to the concept of having a place for knowledge
processes to occur. This place can be physical, virtual, or mental (such as a shared
perspective or set of values). Managers’ main purpose in knowledge managementis to
providethisBa,andtotailorthe characteristics ofeach Batothe processesit’s meant
toencourage. Forexample, ifoneistryingto encourage Socialization, itwould be
counterproductive to encourage virtual interaction. Why? Socialization requires face-to-
faceinteraction, asthe very actofanindividual expressing his/hertacitknowledge
transmutes it to explicit knowledge, making it Externalization instead of Socialization.
Considerations such as these should become vital to a manager’s strategy.

Baisapowerfultool, and regulated ornot, it'sanintegral componentinacompany’s
culture. When underutilized, Ba will develop independent of a manager’s direction, and
will likely be counterproductive to the company’s goals. However, when used properly,
Ba can encourage the flow of ideas throughout an organization, and as such, allow for
greater innovation and creativity. Enjoy, and good luck, Change makers

3.6. Talent Management Systems

The systems that support the processes of onboarding, recruiting, performance
management, compensation management, succession planningandlearning
management are commonly referred to as Talent Management Applications.

3.6.1. ATS

Recruiting Applications, also known as Applicant Tracking Systems (ATS) or talent
acquisition systems, supportthe process of sourcing and selecting candidates for open
jobs. Theyinclude the creation of requisitions for the recruitment of a particular job
and storing and tracking the résumeés of applicants and caninclude screening of
candidatesviaassessments. Recruiterscanusesearchtoolsandqueriestoweed
throughthe mountain ofapplications foraparticular job. Hiringmanagersare
presented candidates for their positions electronically.

Recruiting applications provide benefits on the compliance side as well. Tracking for
Affirmative action purposes becomes streamlined. The total cost of sourcing and
selecting candidates can be reduced with arecruitment management system. HRIS job
and organizational information can be interfaced to the recruitment systems for
consistency purposes.

3.6.2. Onboarding
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Onboarding refers to the process of hiring the employee into the organization.
Applications that support this process include online self-service for new hire
paperwork, drug screening, background checks, ordering of equipment (workstations,
PC’s, phone, company credit cards), and integration with security systemsto establish
an ID and access. Integration with a core HRMS automates setting up of the new hire in
thatsystem. Onboarding systems provide benefits to acompany by reducing the
amount of time that it takes to bring an employee into the company, making them a
more productive workerinlesstime andreducingthetotalcostofhire. Manyrecruiting
systems include onboardingmodules.

3.6.3. Performance Management

Performance Managementreferstothoseapplicationsthatmanagethe processby
whichemployee’s performanceis evaluated. These applications can supportannual, as
well as more frequent review cycles, and they typically include a process for the setting
ofgoalsforthe organization andthe individual. Asaresultthe individual’sgoals are
aligned with the organization goals. These systems include the ability for an employee
to perform online self-assessments, as well as manager reviews of their employees.
Online automated confidential peerreviews (known as 360 assessments) can also be
managed through these applications. These applicationsrely onthe joband
organizational managementdatainthe HRMS to build goals of various organizational
unitsandtoestablishworkflowformanagementapproval. These systemsprovide
benefits to the company by eliminating paper-based manual processes, providing
information for job and pay decisions and ensuring compliance of the performance
management processes.

3.6.4. Competency Management

Competency Management provides the ability to create a set of competencies by job.
Ideally theintegration ofthe application willallowthe sharing of competencies with
performance management for the evaluation of an employee based on the
competencies, compensation for the evaluation of jobs and to determine
appropriateness of pay, career planning for the identification of career paths, and
succession planning to identify successorsto jobs based on competencies either
demonstratedthroughaperformance evaluationorthosetiedtopreviousjobsheld.
Learning managementsystemsalso use competenciesforlinkagestotraining activities.

3.6.5. Learning Management

Learning Managementincludes all of the functions around training employees. It
includes establishment of courses and curriculum, scheduling of training events,
delivering online training courses and tracking the training taken. It also supports the
abilitytoprescribelearningplansbasedonthejobsapersonisperformingorcareer
pathsforthemto pursue. These systems can provide hard dollar benefitsto the
organization by offering instructor-led training activities as online courses, eliminating
thetimeandtravelexpensesassociated withface-to-facetrainingandthe needfor
instructors. Other benefits of online training include less time away from ones job and
greater availability oftraining.
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3.6.6. Succession Planning

Succession Planning features the ability to assess an employee’s fit for their current job,
readinesstotakeonanewjobandbe potentialsuccessorsforothers.Inanintegrated
suite, performance managementand compensationdataisincludedtoprovide afull
picture ofthe employee’sfitto currentand future jobs. Oftentimesthisisdoneina
graphical way using organizational charts. When integrated with alearning
management system, a person can be given learning assignments to better qualify
them for new job assignments.

3.6.7. Compensation Management

Compensation Management refers to those applications that support the job and pay
processeswithinthecompensationdepartment, aswellasemployee payactions.
Within the compensation department these applications support the processes
surrounding job creation and evaluation. They include features such as online job
descriptions, integration with salary survey providers, and establishment of pay
ranges/bandsforjobsand supportofmarketpricing orpoint-based evaluation
methods. These systems benefit a company by providing accurate and timely
information for the compensation professional and management with regards to how
to create and establish pay practices.

Employee pay actions are supported for merit pay, incentive pay and bonus payments.
Typicallythese solutions allowforthe provisionsof salary plansthataretiedtojobs.
The employee participatesinthatsalary planbyvirtue of being assignedtothe job.

Pay for performance processes, also known as merit increase, are typically automated
incompensation managementsystemsthrough manager self-service. Usinginformation
foundwithinthe core HRMS forjob, pay and organizational structure,amanagercan

make pay actions ontheir employees. These systems allow for budget management

within the merit process for determination and allocation of available budget. These
systemseliminate the needformanual spreadsheetbased processes, improve accuracy

and eliminate the need for manual entry or complexinterfaces tothe HRMS for the
reflecting of these pay actions.

Workforce Analytics

Workforce analytics refer to strategies for combining data elements into metrics and for
examiningrelationships orchangesinmetrics. Thereisafundamentaldistinction
between “HR metrics” and “workforce analytics”. Metrics are data (hnumbers) that
reflect some detail about given outcomes, e.g., success in recruiting new employees.
These metricsreflect characteristics ofthe organization’s HR programs and activities.
Analytics refer to strategies for combining data elements into metrics and for examining
relationships or changes in metrics.

3.7.1. Benchmarking

The Saratoga Institute’s benchmarking efforts were the first to develop information on



standard HR metrics regarding the use and management of human capital.
Benchmarking data is useful in that it provides insights into what is possible.

However, a challenge in using HR metrics as benchmark datais that an organization’s
human resource practices and the use of its HR staff reflect current challenges facing
thatorganization. Asaresult, mostorganizationshave anHR department, butthe

specific functions performed by these departments vary widely across organizations.

Consequently, direct comparisons of HR benchmarking data from one’s own
organization to data from other organizations may not provide realistic guidelines for
eithergoal setting orforecastingthe potential effectivenessofremedialactionsan
organization mightundertake.

3.7.2. Data Mining and “Big” data

Interest in data mining human capital information has been on the rise since the
implementation of integrated HRIS and digitized HRM processes.

Data mining refers to efforts to identify patterns that exist within data and that may
identify unrecognized causal mechanisms that can be used to enhance decision making.
To identify these causal mechanisms, data mining uses correlation and multiple
regression methods to identify patterns of relationships in extremely large datasets.
Datamininghasanumberofimportantapplications, butthe caveatwithitsuseisthat
itcanalsouncover spurious and nonsensical relationships (e.g., talleremployees make

better leaders; older employees have longer tenures).

Current interest in Big Data reflects efforts to analyze the extremely large data sets
created by many transaction systems. Often these datasets can be many terabytes (21°
gigabytes) ormore. Manyweb based applications andtransaction sites, likethose
generated by Amazon.com, Google, and many social media sites generate large
numbers of transactions. Efforts in Big Data reflect attempts to mine these very large
datasetsforpatternsthatcanprovide additioninsightformanagersaboutcustomer
preferences or process characteristics that managers can use to drive greater sales,
higher customer satisfaction and reduce costs.

3.7.3. Predictive Analyses

Predictive analysis involves attempts to develop models of organizational systems that
can be used to predict future outcomes and understand the consequences of
hypothetical changesin organizations For example, if the organization discovered a
correlation between employee job satisfaction and turnover, HR could use this data to
suggest modifications to the employees’ work situation or their benefits.

Effortstodevelop balanced scorecards are examples of elementary predictive systems.
They involve identifying leading indicators of important organizational outcomes and
the nature oftherelationships expectedtoleadtothem. Engaging ineffortstotestthe
assumptionsinthesemodelsovertime canleadtoenhancementsinthequality ofthe
models’ underlying predictive analyses, either by identifying additional leading
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indicators or better specifying the nature of the relationships between predictors and
outcomes.

3.7.4. Operational Experiments

Theevidence-based managementmovementarguesthatmanagersshouldbasetheir
decisions on data drawn from the organization and evidence about the actual
functioning of its systems rather than using personal philosophies or untested personal
models orassumptionsabout “howthings work.” One ofthe most effective methods
for developing the evidence on which to base decisions is through operational
experiments conducted within the organization.

Google uses operational experiments to test the effectiveness of the ad words used on
its Web ssite. Ratherthan simplyrelying onintuition or “expertjudgment” aboutwhich
ad wording is more effective, it creates an experiment. It configures its site to alternate
the presentation of competing adtexttovisitorstoits site and thentracks the number
of “click-through” on the ad for a period of time. Given the large number of daily hits,
Google cangetobjective dataonthe effectiveness ofthe variousadsinarelatively
shorttime and then adopt the ad wording demonstrated to be most effective.

3.7.5. Workforce Modeling

Workforce modeling attempts to understand how an organization’s human capital
needswould change as a function of some expected change in the organization’s
environment. This change may be a shift in the demand for the organization’s product,
entryinto anew market, divestiture of one of the organization’s businesses, ora
pending acquisition of or merger with another organization. This process involves
establishing a human resources planning program.

3.7.6. Strategic Realignment

Strategicrealignmentinvolvesthe setofactivitiesmostcommonly knowntoday as
human resource planning. These planning efforts focus on long-term plans for needed
strategic changes in the organization. Strategic realignment also extends the use of
HRM analytics to planning for new situations and circumstances, i.e., mergers,
acquisitions, divestitures, or entries into new geographic or product markets.

3.7.7. HR Reporting

For individuals conducting metrics and analytics work, paying attention to the
capabilities and needs of the targeted audience is critically important. The information
reported mustberelevanttotheissuesfacingthe managerswhoreceiveit. Further,
simplyprovidingnumberstomanagersisunlikelytobe ofmuchusetothemuntilthey
can understand the meaning of the information for their decision situations.

HR metrics and analytics information can be reported in a number of ways. Generally, a
combination of “push” and “pull” means of communication will work for most
organizations. Push systems like email are excellent for getting information to decision
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makers. Pull systems are ways of making information available to managers so that they
canaccessany of itata pointin time when it will be most useful for their decision
making, e.g., posting HR metrics and analytics analyses and reports oninternal
company Web sites.

Please note that the primary objective of developing capabilities in HR metrics and
workforceanalyticsistoincrease organizationaleffectiveness. Itisnotsimplyto
generate astaticmenuof HR metricsreportsordashboards. Dashboardsarea
componentofreporting. Dashboardsreflecteffortstoalignreal-time analysis of
organizational and HR processes as well as an increased capacity to aggregate
organizational data.

4. Development of HRIS

From the engineering and information processing literature, the formal design of any
information processing systemis supposed to follow a set of steps labeled the System
DevelopmentLife Cycle (SDLC). However, thetraditional SDLC is somewhatdifficultto
useasoriginally specified. Butthereisagreementthatthe SDLC has sixgeneral phases:
(1) Requirement gathering and analysis, (2) design, (3) implementation, (4) Testing, (5)
Deployment, and (6) maintenance.

Needs Analysis Planning i )
Observation 1 equirement

Exploration gatheringand

Evaluation analysis
Reporting

Gap Analysis
Change Management

Unit Testing

System Testing
Integration Testing
Parallel Testing
Performance Testing
UAT

Design

Data Conversion
Data rationalization
Data validation
Data loading
Interface Creation
Report Creation Deployment

Implementation

Testing

Maintenance
Conversion Data

De-commissioning

Go Live
Post product support

Production

SDLC

4.1. Requirement gathering andanalysis

Business requirements are gathered in this phase. This phase is the main focus of the
projectmanagers and stake holders. Meetings with managers, stake holders and users
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are heldinordertodetermine the requirementslike. Whoisgoingtousethe system?
Howwillthey usethe system? Whatdata should be inputintothe system? Whatdata
should be output by the system? These are general questions that get answered during
arequirements gathering phase. After requirement gathering these requirements are
analyzedfortheirvalidity and the possibility ofincorporating the requirementsinthe
systemto be developmentis also studied. Finally, a Requirement Specification
documentis created which serves the purpose of guideline for the next phase of the
model.

Need analysis can he describe as the process of gathering, prioritizing and documenting
an organization’s HR requirements. Firstly study of “as is” conducted and identified the
currentprocessesinthe organization. Interviews, focus groups. Surveys and online tools
aresomemethodsusedincurrentanalysis. Thentobe” studyisconductedtoidentify
theneprocessesimplementationin HRIS. Nextstepisgapanalysis. Ingapanalysis,
current state of the HRIS is compared with the desired future state based on the needs
thatare notsatisfied with the current system and determine system requirementfor
the new system. An effective needs analysis consists of five main stages, each of which
has activities that will be discussed in detail:

4.1.1. Needs Analysis Planning

The projectteam is assembled and prepares to investigate the current and desired
system applicationsand functions. Once the team is in place, they can begin
arranging to conduct a thorough investigation.

4.1.2. Observation

During the observation stage, analysts impatrtially observe the current systems and
processes, forming the basis for later recommendations. Atthis point, the
investigationisatahighlevel; more detailed datawillbe gathered later, during the
Explorationstage. Itisimportantfortheanalyststointeractwithemployeesatall
levelsinthe areasthat may be affected by the changes during observation.

4.1.3. Exploration

The exploration stage ofthe needs analysis process builds on the analysis completedin
the observation stage and involves gathering additional and more detailed data
regarding HR processes. Remember that the problems must be defined clearly before
any suitable solutions may be determined.  The major thrust of the exploration phase
is collecting the data. There are multiple data collection techniquesto consider:

e Interviews
The goal of conducting interviews is to find representative employees that can
effectively communicate the key HR practices and processes tothe analysis team so

thatthey can develop a thorough understanding of current HR operations.

Interviews can be completely unstructured or very scripted. Unstructured interviews is
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when a general topic is introduced for discussion and the interview lets the interview
progress naturally.

In a Structured interview, the interviewer asks specific questions in a predetermined
order and respondents select from a set of alternative answers.

¢ Questionnaires

Questionnaires are structured data-collection tools that must be designed and
implemented carefully in order to obtain usable results. Before the questionnaire is
implemented, the purpose and importance of each question should be determined.
Employee time is valuable, and no question should be included unlessitserves a clear
purpose that helps the analysts better understand HR data or processes.

Before launching the questionnaire to employees, the questionnaire should be tested
to ensure that the questions are clear and understandable, and that they are collecting
the needed data

Questionnaires also have several advantages and disadvantages. For example, they can
be distributed to large groups quickly and easily. In addition, questionnaires are much
less time consuming than observing orinterviewing employees. Questionnaires also
lendthemselvesto easieranalysis and can be more convenientforemployees

Questionnairesdohave shortcomings, Comparedtointerviews, questionnaires have
much lower response rates, and lack personal interaction and body cues

. Observation.

Becauseobservationtakesplaceintheactualworkenvironment, informationis
obtained within the context in which HR activities occur. Observation is most useful
when trying to determine what employees do and in what order.

Priortoobservingemployeesinthework setting, itisimportanttodeterminethe
activity to be studied and to collect and review any documentation available (e.g.,
mission statements, organization charts, position descriptions, current systems
processes, policies, etc.).

Observationhasitslimitations, though. First, itisimportantto accountforthe factthat
evenwithawell-trained and effective observerwho attemptstoremainunobtrusive,
hisorherpresence alone may subtly affecthowthe employees goabouttheirwork.
Second, observationis not as effective for high level jobs where the process and
outcome of work is not as easily seen.

+  Focus Groups
Afocus group consists of a sample of people representing a larger population who

gathertogethertodiscussatopic;inthiscase,thetopicwouldrelatetothe HRIS.
Focus groups are important because they can provide as deep of information as
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interviews, but it has the added advantage of bringing people together, which can lead
togreaterand more effectiveinformationsharingthanifonlyinterviewswere utilized.

4.1.4. Evaluation
Several activities occur during the evaluation stage of needs analysis.

Once the data have been collected, they must be reviewed and assessed to create a
clear picture of the currentand desired processes, data sources, and issues. Next, the
datashouldbearrangedinaformatusefulforthe nextphase ofthe SDLC: design.
Third, the data should be reviewed by the project team to gain additional perspective
and encourage suggestions, noting any duplications or omissions. Whenthis
information is organized, it can then be prioritized according to the immediacy of need,
and the level of importance of the functionality the data represents.

4.1.5. Reporting

Thefinal stage of the needs analysis process, reporting, involves preparing a report that
summarizes the findings and presents recommendations for the design phase. The
finalreportshouldincludeanoverviewofthe currentsystemsand processes, along
with a description of how a new system could address the issues and weaknesses with
whichthefunction deals. Thisreportshould contain the formalized requirements
definition, the document that lists each of the prioritized requirements for the new
system.

The requirement definition can include specifications geared toward solving problems
identified in the analysis as well as any that focus on new functionality that HR requires

inthe newsystem. Theserequirements shouldbe writteninsuchawaythatwhen

the new system is tested, each requirement can be verified as being met

4.2. Design

In this phase the system and software design is prepared from the requirement
specifications which were studied in the first phase. System Design helps in specifying
hardware and system requirements and also helps in defining overall system
architecture. The system design specifications serve as input for the next phase of the
model.

The design phase where the business requirements become configuration and system
specifications. In this phase the Subject Matter Experts and the Functional Product
experts work out how the system will be configured to meet the stated business
requirements. Gaplistsare createdforthose businessrequirementsthatare notmet
withstandard configuration. Thisisalsothe phase wherereportingrequirementswill
be established. When creating the design of the application and new processes that are
beingintroduced, perform animpactassessment. This assessmentidentifies the impact
ofthechangesasaresultofthe newsystemandprocesses. Theseimpactsformthe
foundation of the change management plan, which will address how the organization
will be prepared for the changes to be introduced.
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This phase ends when all of the business requirements have been addressed and the
change management assessment is complete.

4.3. Implementation

On receiving system design documents, the work is divided in modules/units and actual
codingisstarted. Since,inthisphasethecodeisproducedsoitisthe mainfocusforthe
developer. Thisisthelongestphase ofthe software developmentlife cycle. Thisis
wherethe configurationoftheapplicationoccurs, reportsarecreated, andinterfaces
and conversion programs are developed. Any application customizations thathave been
approved to be developed are also in this phase.

This phase also called build phase which task cannot be started until the related design
phasetaskis completed. However, the entire design phase does nothave to be
completed before the build phase begins. To accelerate the delivery of the application it
is common for build phase tasks to startimmediately after the related design tasks and
the two (2) phases run simultaneously until all of the design work is completed.

4.3.1. Data Conversion

DataConversionisthe processofmovingdataintothe newsystemfromthesource.
The source couldbeanoldersystem, Excelspreadsheetsorevenpaperfiles. The
process is typically run during the build phase; however, in some methodologies there
is aseparate data conversion phase. Regardless of where itfalls, there are some core
steps in data conversion that need to take place: data rationalization, data validation
and dataloading.

4.3.2. Data rationalization

Datarationalization is the process that reviews the data content and makes sure the
values, format and use are consistent with what the new system is capable of storing.
When differences are found, a process needs to be created that modifies the data to
whatisrequired by the new system. Howthisisaccomplished willdepend on how
muchdataistobechangedandthetoolsavailabletoperformthedataconversions. If
there arelarge amountsofdataandresources available, programs can be builtto
convertthe dataintothe newformats. Ifthe amountof datathatneedstobe changed
isnotlarge, itis often more costand time effective to change itmanually eitheron the
data load files or once it is loaded into the system.

4.3.3. Data validation

Data validation is the process that reviews the accuracy of the data to be loaded into
thesystem. Thisinvolvescheckingthefilesthatare createdfromthe sourcedatato
make suretheyhave capturedalloftheinformationthatistobe converted. Itincludes
assuring the data from the source is correct once it gets loaded into the new system. Be
sureto checkbothrecord checks, aswellasactual data checks. When performing
record checks, count the number of records that are going into the system and a count
oftherecordsthatactuallywentintothe systemandvalidate foraccuracy.Lookatthe
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dataonceloadedtoseethatthevaluesareaccurate. Thisisnotalwaysamanual
process and there are many tools available to perform these validations. The specific
toolsthatare available for use are, in part, dependent on the HR system being
implemented,; itis bestto work with the vendorand IT departmentto identify the tools
available for performing data validation.

4.3.4. Data loading

Dataloadingisthe process of actually putting the datainto the system. Most of the
time this will be performed in an automated fashion; however, if there isasmall
amountofdata oritis currently. When running automated programs, itis a best
practicetoloadthe datainstages. Thefirsttestdataloadismuchlikeaprogramunit
test, as the testing is assuring that the load programs work; therefore, use only a small
sampling of dataforthis exercise. The nexttestdataload willbegintotestthe data
conversions that are taking place and increase the amount of data that is loaded to get
arepresentative sample for validation testing. Subsequent data loads willincrease the
amountof datawiththe end result being aload of the entire data base. Performthe
entiredatabaseloadfromend-to-endtodeterminethatthe dataloadispossibleand
canbe performed withinthe conversiontime frames. Multiple fullloads of dataare
commontoprepareforthefinalproductionload, which should proceed withouterror
and within the prescribed time frames.

4.3.5. Interface Creation

Interface Creation is often a large component of the build phase. An interface must be
builtforall systemsthatsend datato orgetdatafromthe new system. Oftenthere are
existing interfaces that can be leveraged and just modified to meet the new
requirements; other times the new system requirements are materially different and a
new interface needs to be developed. A newimplementation is agood time to
investigate the use of these technologies as it will dramatically simplify the operations
ofthe newapplication. Interfaces mustbe includedinintegrationtestinginorderto
fully test the end-to-end processing in the application.

4.3.6. Report Creation

ReportCreationisanimportanttaskinthe build phase. Assoonasthe systemislive,
userswillwanttoreportonthe datathatis stored. While mostapplications come with
astandard set of reports, during the requirements gathering session custom reports will
be identified. Of allthe areas in an implementation, this is the one that is most
commonly sacrificed whentime or resources are not available. This leavesreporting as
a“postgolive” activityand candamagethe perception oftheimplementation. Care
must be taken when testing the reports that enough datais available in the test
systems. A lack of representative data can lead to report results that are not acceptable
when run with a larger set of data.

4.4. Testing

After the code is developed it is tested against the requirements to make sure that the
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productis actually solving the needs addressed and gathered during the requirements
phase. During this phase unittesting, integration testing, system testing, acceptance
testing are done. Testing includes all of the testing that is required to assure the system
isimplemented properly. Therearefunctionaltestswhichtestthatthe processesare
working asexpected fromauserperspective, andtechnicaltestswhichtestthatthe
processes are working from an application program perspective.

4.4.1. Unit Testing

This is atechnical test where each program is tested independently to make sure that it
is sound before it is tested within the broader aspect of the application.

4.4.2. System Testing

Both functional and technical testing occurs. The functional testing team and the
technical testing teams work together in this phase to make sure that each individual
programworkswithinthe contextofthe system configurationand atestsampling of
data. During systems testing, programs are tested within the system with test data to
make surethatitlogically producesthe correctresult. Aprogramthathasbeenunit
tested maybetechnically sound, butwhenrunwithinthe systemmaynotproducethe
desired results.

4.4.3. Integration Testing

This includes both functional and technical testing. The functional testing team and

technicaltestingteamwillworktogetherinthis phase to make sure thatthe individual
programs and processes work when run end-to-end typically with a larger test sampling
of data than in the System Test phase. A program that ran correctly when system testing
may not perform as expected when put in context of the entire process.

4.4.4. Parallel Testing

Provides afunctional and technicaltestwhose objective isto seeifthe results ofa
process inthe current system are the same when the process is run in the new system.
Thisisaverycommontestto performwhenimplementing apayrollapplication. The
payrollthatisruninthe currentsystemisalsoruninthe newsystem. The outputsare
compared to make sure that the pay checks match for the people paid.

4.4.5. Performance Testing

Thisisatechnicaltestthatis conductedtomake surethatthe applicationwill perform
atacceptable levels for both online response and any background or batch processing.

4.4.6. User Acceptance Testing(UAT)
Functionaltestingoccursinthisfinaltestphase. Thisisthe phasewhere Business

Functional Experts run tests against the application to make sure it meets their stated
requirements. While they may have been involved in the system or integration testing,
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thistestinghasadifferentpurpose. They are testing to obtain aformal sign offthatthe
project has met the requirements and the application is ready to move into production.

4.5. Deployment

Aftersuccessfultestingthe productisdelivered/deployedtothe customerfortheir
use, called “Go Live”. This is the phase when everything is ready for the application to
be putinto productionforactive use. There are manyactivitiesthatoccurtoreadya
system and its users for the move into production. Some key activities include:

4.5.1. Staging of ConversionData

The processes to prepare the final data load for conversion and converting the data
before the system is made available for production use.

4.5.2. De-commissioning of systems

ThenewHR systemwillmostoftenbereplacingoldersystems. Before goinglive with
the new system the systems that are being replaced must be turned off. Interfaces that
are sent to these systems must be stopped.

4.5.3. Preparation of the Production Environment

Before allowing the new systeminto the production environmentthe IT Staff must
preparethe environmentforthe acceptance ofthe newsoftware, dataand endusers.
Typically the IT department orthe vendor will provide a “go live check list” that will be
completed to make sure that the database, operating system, network components and
job scheduling devices are readied for use.

4.6. Maintenance

Once when the customers starts using the developed system then the actual problems
comesupand needstobe solved fromtimetotime. Thisprocesswherethe careis
taken for the developed product is known as maintenance.

This is the support the project team will provide after the system is live in the
production environment. Before turning over the application to the operations team
and application owners, the core projectteam will typically provide supportfora
designated period of time. This is done to make sure that once in production the system
isoperatingas expected. Whenthe postsupportperiodis over,the core projectteam
willtransferthe application supportto the appropriate owners. Thelength oftime that
the core projectteam supports a system post production will differ by company and
project. Typically, however, thisistypicallyfour (4) to six (6) week duration aftergolive

HR department can apply the main concepts and phases of the traditional SDLC to the
HRM function. The HRIS development process refers to the steps taken from the time a
company considers computerizing its human resources functions through the needs
analysis, design, development, implementation, maintenance, evaluations, and
improvement of the system.
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In contrast to SDLC (called waterfall), the agile development approach uses iterative
development as a basis but advocates a lighter and more people-centric viewpoint. Agile
processes use feedback, rather than planning, as their primary control mechanism. The
feedback is driven by regular tests and releases of the evolving software.

Therearetwocriticalpointsthatshould be emphasizedthe stages ofwaterfalloragile
system developmentapproach. One, the system development process begins whenthe
company firstbegins to consider computerizing its HR functions. Itisimportant to
document this beginning of the process so that it can be considered when the system is
being evaluated and maintained. The second critical pointisthe importance ofthe
evaluationand, asneeded, improvementsto the system. This evaluation mustbe
continuous and occur not only after the system has been implemented but also at every
stage ofthe development. The quality ofthese evaluations ofthe systemwilldepend
heavily on the documentation of the stages of the entire system development process.
Thedocumentationofthe planninganddevelopmentofasystemisone ofthe most
importantdeterminants of successful systemimplementation, and continued
improvement.

. Selection of HRIS

The selectionofan HRIS isastressful situation as somany options exist. Pickingthe
options that are best for your needs at your company is challenging. Wading through the
information provided by each system is challenging, too.

The sales people are often commissioned sales people who verbally may tell you that the
system will meet your needs. Make sure you check this out with multiple sources including
current customers, online discussion groups, LinkedIn, other HRClI members, and Google
reviews.

5.1. Functionalities of HRIS

Typically, the better Human Resource Information Systems (HRIS) provide overall:
5.1.1. Management of all employee information.

Datasuchasnames,titles, addresses, andsalariesare abasic start. Salary and position
history, reporting structures, performance appraisal histories, and other critical
employee information.

5.1.2. Company-related documents

Company-related documents such as employee handbooks, emergency evacuation
procedures, and safety guidelines.

5.1.3. Benefits administration
Benefits administration including enrollment, status changes, and personal information

updating.Inanidealsystem,youcanallowemployeestolookupandreviewtheirown
information, including vacationtracking.
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5.1.4. Payroll administration

Complete integration with payroll and other company financial software and
accounting systems. Whenthese are connected, you canensurethatpaychecksare
correct. Thereis neverdisconnectbetween whatthe official pay rate isand the
information that payroll has. If the systems don'tintegrate, it's easy to update a salary
in one system and not in the other.

5.1.5. Applicant tracking and resume management

When your system is seamless, the recruiter can click a hired button and all of the
information from the applicant is transferred to the employee side of things. This saves
somuchtime because your dataentry and paperwork practically disappear. Ifan
applicant puts in his own information when applying, you can ensure accuracy. If the
offerletterisgenerated outofthe same systemasthe payroll system, the salary will
match perfectly and there is no misunderstanding.

5.1.6. Performance developmentplans

It'snotjustenoughtohave plans, ifthey arerecordedinacentral system, thenthey
can easily follow the employee from position to position. Senior leadership can run
reports to see where people are and what their individual bosses are planning for their
futures.

5.1.7. Disciplinary Actions

Disciplinary Actions: It's important to keep track of who has been suspended, demoted,
orhad othernegative actions taken againstthem noted—even afterthe employee
leaves your organization. When a company calls and asks for aformer employee
reference, it'seasyforanadmininthe HRdepartmenttolookupandreportback
whether or not the person is eligible for rehire.

5.1.8. Training records

Trainingrecordsis especially criticalinacompany where certifications and licenses are
required. In other companies, training records may not have that level of importance,
but you may still find that having the information is useful.

5.2. Gap Analysis

Gap analysis refers to the difference between the current state and the desired future
state. Aneffective HRIS providesinformation onjustaboutanythingthe company
needstotrack and analyze aboutemployees, former employees, and applicants. Your
company willneedto selecta HRIS and customize itto meet your needs. Ifyour
company is on agrowth path, choose a system that can grow with you.

It's fairly inexpensive to implement a basic HRIS, but make sure whatever you
implement meets your company's actual needs. Do you want to be able to run turnover



reports? Post organizational charts?

Allowmanagersto electronically access previous performance appraisals? Do youwant
everythingtohavetobedonethroughthe HR departmentorwouldyoulike managers
to access the information themselves?

With an appropriate HRIS, Human Resources staff enable employeesto dotheir own
benefitsupdates and address changes, thusfreeing HR staff for more strategic
functions. Additionally, datanecessary foremployee management, knowledge
development, career growth and development, and equal treatment is facilitated.

Finally, managers can access the information they need to legally, ethically, and
effectively support the success of their reporting employees. They can run their own
reports and enter plans into the system to help with succession.

5.3. Design Considerations

Once an organization has decided to implement technology in its overall HR strategy, it
must determine whether to use a single platform, an integrated technology solution to
support multiple HR functions or multiple smaller systems—sometimes known as best-
of-breed (BoB) solutions, each supporting a different HR function.

5.3.1. Integrated solutions

With this strategy, a single vendor helps the organization develop one platform that
incorporates multiple HR functions. Often these platforms are part of an enterprise-
wide information system architecture that includes a variety of business functions such
as ageneral ledger, customer relationship management and logistics.

5.3.2. Best-of-breed (BoB) solutions

Organizations thatimplement a BoB strategy pick the best applications foreach HR
functional area, working with one or more vendors. For example, the organization
might use a recruiting solution from one vendor, a time-and-attendance program from
asecond, and a payroll system from a third. Smaller businesses with limited resources
orthose thatwantto use technology selectively as part of the overall HR strategy,
might prefer this approach. The organization must also consider how the technology
will be delivered. Options include:

On-premise or purchase and install. The organization will purchase and install hardware
and software on internal machines that internal IT staff support.

Hosted or application service provider. The organization purchases applications that are
located at the vendor's site and supported by external IT staff.

Software as a service (SaaS). The organization subscribes to software that is developed
and deployed remotely and accessed via a Web browser. Vendors offer many
organizations access to the same package (known as multitenancy) and maintain the
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software for each organization.
5.3.3. HR Portal

One ofthe most significant changes in the practice of HR management has been the
"democratization" of HR data, expanding access to employees, managers, health
insurers, workers' compensation carriers, senior executives, job applicants and
regulatoryagencies. These diverse users have unique needsthatvarious solutions are
designed to meet.

An HR portal provides a single, targeted and often customized access point for each
employee (andincreasingly, eachjob applicant). The HR portal allows an individual to
access the necessary resources and data for his or her circumstances and position,
enabling each to design an interface that displays the most relevant data. Most HR
portals are also Web-enabled, so employees can access HR services anywhere and
anytime on a variety of mobile devices.

Employee self-service (ESS)—often provided through the HR portal—enables
employees to access and maintain their personal HR information and to directly
conductmanyHRtransactions. Awell-designed ESS allows employeesto make
informed decisions and become much more self-sufficient.

Anothertool accessible viathe HR portal isamanager self-service (MSS) application,
which enables supervisorsto conduct many HR transactions online and generate real-
time reports. Organizations can determine the number and complexity of HR tasks in
the MSS. For example, managers could authorize merit increases, promotions and
transfers; approve leave requests; change an employee's classification; and conduct
performance management, succession planning and onboarding.

5.4. Vendor Selection

Although developing technology in-house is possible, using external vendors is
generally more cost-effective and often provides a more comprehensive HR solution.
However,the wide selection of vendors and variety of products can be daunting.

When an organization purchases anew HRIS system, itis entering a new business
partnership, so choosing the right vendor is asimportant as choosing the necessary
software.

HRIS software packages vary greatlyinscope andfunctionality; therefore, organizations
should select a vendor that will take time to gain a better understanding of the
organization's processes and functional needs.

The HRIS marketincludes software providers that sell systems directly and resellers that
provide consulting and installation services for third-party applications. When working
with areseller, HR should look at the vendor's software update and new release history
togaininsightintoitscommitmenttoits offerings. Anyreputable developerorreseller
should provide references from current clients of similar size with comparable business
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processes.

The keyto selecting a system that works for the company is having a clear and concise
requirementsdefinitiondocument. Thisshould havetwo (2) maincomponents: the
business user requirements for the application and the technical/ infrastructure
requirements. The business users requirements help select the system that will support
thebusiness processand objectives. Thetechnicalrequirementswillhelpselecta
product that will fit into the current infrastructure.

5.4.1. Business requirements

Business requirements should have enough detail to provide a prospective vendor with
informationonrequiredprocesses,whatdataand processesareimportantandhow
the application will be used. These requirements will be used as the input for the
RFI/RFP, vendor demonstration scripts and as a guide to evaluate fit to product.

Specificallythe businessrequirements needto addressthe needs ofthe HR Process
owners, subject matter experts, end users and management team:

HR process owners are those who are responsible overall for the process. This is

typically a functional management position like a Director of Compensation or a Payroll
Manager. Theyarethe people who have the decision-making ability ifthe process or

the systemthatsupportsthe processweretochange. Theirrequirementstendtobe

higher level and tied to how they need to support their business partners.

Subject Matter Experts (SMEs) arethose personswho are expertsonthe processand
usuallyworkthe processonadailybasis. Theyaretypicallythejobexperts, aswell,
such as a Compensation or Benefits Analyst. Their requirements will include how the
process should work optimally, reports that are necessary to provide to management,
as well as an understanding of what exceptions occur that would need to be
accommodated.

Endusersarethose personswhousetheprocessbutare notexpertsinthe subject
matter. They arethe managers and employeeswho have to complete the merit
increase forms, benefit elections or new hire paperwork. They are going to give a
perspective of how easy the process is to execute, the accuracy of information provided
to/from the process and where there are areas ofimprovement from a usability
perspective.

Management refers generically to those in management who require information for
decision making. They are going to give the perspective of what reports and
information are required fromthe process. Theywillalso be able to provide a
perspective on how this process supports the business from a more macro level.

5.4.2. Technical requirements

Technical requirements will differ depending on what type of software delivery model is
to be purchased.
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Licensed Software On-Premise refers to any application that will be installed and
supported on premise within the company’s IT infrastructure. A technical requirements
specification sheet that includes information on required database, operating system,
andhardware providedbythe IT Departmentwillneedtobe created. Askthevendorto
provide information on the frequency of system updates and any planned major
releases in the next 12 to 14 months.

Licensed Software Hosted is an option for licensed software iflooking at having it
hosted in adata center outside of the company. Make sure that the technical
requirements meet those of the hosting provider. Also make sure that the software
vendordoes notprohibitthe hosting of software by a third party orhasanyfeesor
other conditions in a hosting arrangement that could make this method more costly or
difficult to manage.

NOTE: Have a separate requirements document for the hosting provider to make sure
the right vendor is selected. As requirements may vary from one company to another,
work with the IT Department on the specifics of the requirements.

Application Service Provider (ASP) or Software as a Service (SaaS) are applications to be
delivered as a service and the database, operating system and hardware requirements
donotneedto be compatible withthe companyin-houseinfrastructure. The vendor
will be responsible for all technical components. What is important is that the
company’sinformationis goingto be secured and the vendor has proper change
management and business continuity plans in place. Assure this by requesting a “SAS
70”reportofthe vendor. This reportwill outline the levels of security thatare provided
fordata protection, firewall and application intrusion. Obtain a copy of the vendor’s
backup and recovery procedures along with an understanding of the processes that will
be followed, and the duration it will take to restore production in the event of a
disaster. The IT operations team will be able to assist in gathering the information
neededtoquerythevendortoprovidethecompanyalevelof confidence ofsafetyand
security.

5.5. Vendor Demonstrations

Afterselectingthe vendorswhose products closely meetthe company’sneeds, have
them perform a demonstration of their product. This will help in understanding how
thevendor’s systemisused. This demonstration should show howthe productwill
work within the company’s organization, processes and data. It must be conducted so
that there is a clear understanding how the organization would be using the product.
Therefore, emphasize with the vendors that they cannot do a “canned” demonstration.
Thedemonstration mustbe reflective ofthe company’sneeds. Thebestwaytoachieve
this is through the scripted demo.

5.6. Vendor Evaluation

After the demonstrations have been scored, the proposals read and any other due
diligence (references or site visits) completed, each vendor proposal must be reviewed
against the other in order to select the best product for the business need. To avoid a
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subjective or purely emotional decision from occurring, assemble data on the due
diligence activities into a vendor evaluation matrix. This matrix should include the
decision drivers, highest priority business requirements and scores for the vendors
against these criteria. The matrix should have appropriate weightings assigned to each
area so that the highest priority decision drivers and business requirements have the
greatest influence on each vendors overall scoring.

When completed the vendor evaluation matrix will present a numerical score for each
vendorthatrepresentstheiroverallfittothe organization’sneeds. The vendorwiththe
highest score should be considered the one with the best fit. However, the scores may
be so close that there is no clear leader. When this occurs be prepared to analyze the
vendor scores and look for those factors that truly differentiate one vendor from the
other based on the highest priority decision driver requirements.

6. Project Management

Project management is not just for information technology, engineering or construction
projects. Organizations have all kinds of projects, and people from all sorts of disciplines
can utilize project management — including HR practitioners. And while some people are
pure project managers, most organizations tend to prefer project managers who have at
least some functional knowledge of the domains in which they manage projects.

Project management is defined by the Project Management Institute (PMI) as “the
application of knowledge, skills, tools, and techniques to project activities to meet the
projectrequirements.” Aprojectisreally anykind of “temporary endeavorundertakento
createaunique product, service, orresult.”InanHR context, anyfairly majorinitiative ofa
temporary nature related to human resources management would likely count as a
project. Examples might include implementing a new human resources information system
(HRIS), staffing a new production facility, developing a new competency framework,
updating an employee handbook, handling the people side of a merger or acquisition or
leading and implementing an organizational change initiative.

6.1. Project Roles

There are five (5) formal roles to be performed in any project: Project Sponsor,
Steering Committee, Project Manager, Core Project Team and Project Stakeholders.

6.1.1. Project Sponsor:

The Project Sponsor is typically a key person in the organization who has the ability to
identify, promote and complete change. This person must have an understanding of
the importance of the project, be willing to make tough choices, must have the
confidence of key stakeholders, and have enough clout to be trusted by and have
access to senior management. The Project Sponsor must have the time to invest in the
project to serve as a source of support and conflict resolution, and approve any major
changes to project scope.

6.1.2. Steering Committee:
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The Steering Committee is comprised of persons from a variety of areas within the
organization that are impacted by the project and that are committed to its success.
Members should be credible in the eyes of the organization and be familiar with the
key issues affecting the organization.

The Steering Committee collectively decides the major project objectives, schedules,
and priorities and is responsible for the overall success of the project and for ensuring
needed resources. Other responsibilities include resolving escalated project issues,
approving and monitoring project and budget status, assessing the organizational
impact of the proposed changes and facilitate obtaining commitment of necessary
resources.

6.1.3. Project Manager:

The Project Manager is responsible for the overall success of the project and directs
the project from beginning to end. He/she is responsible for breaking down the
project activities into manageable tasks; obtain appropriate resources and
management of those resources. A good project manager will be a master at
balancing the demands of scope, time, cost, risk and quality.

The role of a Project Manager is to plan the project, staff the project, manage the Core
Project Team, ensure communication and manage scope.

6.1.4. Core Project Team:

There are many people who are involved in a project; however, there is a core set of
individuals that are responsible for the majority of the tasks and these people make
up the Core Project Team. Individuals that make up this team are often allocated 100%
to the project. The team will be made up of people who either have specific technical
expertise in an area or specific business expertise in an area. There are many roles
that may be included in these project teams as they are dependent on the type of
project being managed. Information specific to project teams for systems
implementations are discussed in Chapter Five.

6.1.5. ProjectStakeholders:

These are the individuals who are impacted by the project. They can be a user of a
system, a manager of a functional area or a vendor who is involved in the processes.
Stakeholders are often the knowledge experts in a particular area and, as such, are
resources to the project team, but not directly assigned to the project. They need to
be made available to the project team and actively participate in the project. The
success of a project is dependent on managing the expectations of the Project
Stakeholders. They need to be included in the communications plan so they can be
informed of the project status, project impacts and project schedule.

Each project will establish stakeholders based on the nature and scope of the project.
In general, stakeholders include Business Partners, Subject Matter Experts, Technical
Experts, Senior Management, Auditors and Outside Vendors.
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6.2. Project Organization

There are three (3) main ways to organize a project: function based, project based or
matrixed based. How to organize the project will depend on the type of project, and
the matrixed based. How to organize the project will depend on the type of project,
and the methodologies and philosophies within the company.

6.2.1. Function-Based

The Function-Based project team is staffed with people from the same department.
All the resources needed for the project team come from the functional organization.
The biggest advantage to this structure is that there is usually clear authority since the
project managers tend to also be the functional managers and they do not have to
negotiate with other organizations for resources. Other advantages of this
organization are that the team members tend to be familiar with each other since
they all work in the same area. The team members also bring applicable business
knowledge to the project.

A major disadvantage of the functional organization is that functional area may not
have all of the specialists needed to work on a project or may not be able to be
dedicated to the project as they may have other responsibilities in the functional
organization, which can impact the time line of the project deliverables.

6.2.2. Project-Based

The Project-Based organization is staffed with resources dedicated to the project
team. These resources have been removed from their functional departments to work
on this project. This is especially practical when a large program has dozens or
hundreds of people assigned over a long period of time. Advantages include clear
authority, since the project manager is also the functional manager, and a clear focus,
since everyone on the team has only the project for their primary responsibility.

The main disadvantage is determining how to reallocate people and resources when
projects are completed. In a functional organization, the people still have jobs within
the functional department. In a project-based organization, it is not so clear where
everyone will be reassigned when the project is completed.

6.2.3. Matrix-Based

The Matrix-Based organization allows functional departments to focus on their
specific business competencies and allow projects to be staffed with specialists from
throughout the organization. It is common for people to report to one person in the
functional organization while working for one or two project managers from other
departments. The main advantage of the matrix organization is the efficient allocation
of all resources, especially scarce specialty skills that cannot be fully utilized by only
one project. The matrix-based organization also is the most flexible when dealing with
changing business needs and priorities.
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The main disadvantage is that the reporting relationships are complex. Some people
might report to a functional manager for whom little work is done, while actually
working for one or more project managers.

6.3. Project Life Cycle

The projectmanagementlife cycle consists of five as phases: Initiation, Planning,
Execution, Control, and Closure:

Conception

* Project Initiation Document
Planning ¢ Communications Plan
1 Executive Committee Approval

Initiating

* ProjectBusiness Case
¢ Executive Committee Approval
* Appointment of Sponsor/Manage

.+ Project Team Appointed
Controlling > Executing * Managing the Tasks

* Project Status Reports
* Project Managemen\ /

* Variance Reporting

¢ Communication Closing * Lessons learned

6.3.1. Initiating the Project

Anideaforaprojectwillbe carefully examined to determine whether or notitbenefits
the organization. Duringthis phase, adecision makingteamwillidentify ifthe project
can realistically be completed.

6.3.2. Planning the Project

Aprojectplan, projectcharterand/or project scope may be putinwriting, outliningthe
work to be performed. During this phase, ateam should prioritize the project, calculate
abudgetandschedule,and determine whatresourcesare needed. Twoimportant
project artifacts include the Project Charter and Project Plan.

The Project Charterisadocumentthatis usedtoinitiate a projectand describe exactly
whatthe projectistryingtoachieve. Itwillbe the foundation forall subsequent project
deliverables and used to manage project scope.
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The projectplanisaformal,approveddocumentusedtomanage and controlproject
execution. The planis essentially alistoftasksto be performed for delivery ofthe
projectobjectives. Thetasks are grouped into phasesandthe phasescontain
milestones. Milestones arethose tasksthatwhen completed signalasignificant
accomplishmentin the project. Milestones can indicate the end of a phase or the end
ofaseries of critical tasks within a phase. The specific phases that the project will
contain will be determined by the type of project being undertaken.

6.3.3. Executing the Project

Resources'tasks are distributed and teams are informed of responsibilities. Thisisa
good time to bring up important project related information.

6.3.4. Monitoring and Controlling the Project

Project managers will compare project status and progress to the actual plan, as
resources performthe scheduled work. During this phase, project managers may need
to adjust schedules or do what is necessary to keep the project on track.

6.3.5. Closing the Project

After project tasks are completed and the client has approved the outcome, an
evaluation is necessary to highlight project success and/or learn from project history.

6.4. Major roles for a Project Manager

A project manager is the person who has the overall responsibility for the successful
initiation, planning, design, execution, monitoring, controlling and closure of a project.
The project manager must have a combination of skills including an ability to ask
penetrating questions, detect unstated assumptions and resolve conflicts, as well as

more general management skills. Key among his or her duties is the recognition that

risk directly impacts the likelihood of success and that this risk must be both formally
andinformallymeasuredthroughoutthelifetime ofthe project. Therearethree major
roles for a project manager:

6.4.1. Interpersonal

The project manager is aleader and a liaison. The top priorities are building team
norms and fosteringharmony.

6.4.2. Informational
The projectmanageris a spokesperson who gathers and disseminates information and
is responsible for helping team members communicate effectively across all areas of

the organization.

6.4.3. Decisional
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The project manager allocates resources, negotiates differences, and encourages
project progress.

6.5. Project Management Knowledge Areas

There are nine project management knowledge areas identified on Project
Management Body of Knowledge (PMBOK Guide) by PMI, which are used throughout
the project managementprocesses.

6.5.1. Project Scope

Project Scope is concerned with the work of the project, and again clarifies the
boundaries of what is not included. The processes required to ensure that the project
includesallthe work required, and only the work required, to complete the project
successfully.

6.5.2. Project Time Management

This knowledge area includes estimating task schedules, determining the project
schedule and project completion date. It will also include monitoring and controlling a
project schedule throughout the project. It is closely aligned with Project Cost
Management, in particularwiththe Estimate Activity Resources andthe Estimate
Activity Durations, sinceitisthesealongwith theircostimplicationsthatmustbe
finalized before the schedule can be developed. The processesrequired to ensure
timely completion of the project.

While presenting the project plantoteam membersis bestachievedinadetailed
tabular list, this will not be effective when communicating to the Steering Committee
and Stakeholders where graphical representations such as Gantt Chartsand PERT
Charts are more appropriate when communicating to those audiences.

Ganttchartisaprojectplanning toolthat graphically displays activities of a projectin
sequential order and plots them against time. Gantt chart is a bar chart that graphically
displays a project over an established length of time by resource or task. It is a
horizontalbar schedule showingactivity start, durationand completion. ltshowsthe
connection between events and the calendar and provides apicture ofthe activity
duration.

PERT Chart (Program Evaluation and Review Technique) is a chart that displays the
relationships and dependencies between different activities. PERT chartis used to
schedule, organize, and coordinate tasks within a project. Using time as the common
denominator, PERT analyzes all events that can directly influence the success ofa
projectinterms oftime and performance; therefore, itvisually outlines the critical
path of projecttasks.

Process flow diagram or process flowchart is a picture of the separate steps of a
process in sequential order. Itis a useful tool to make a process easy to understand ata
glance. Usingjustafewwords and some simple symbols, they show clearly what
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happens at each stage and how this affects other decisions and actions.
6.5.3. Project Cost Management

In a similar way, this knowledge area is there to estimate the resources required, and
theprojectbudget. Resource costingisnotjustaboutpeople. ltshouldalsoinclude
othertypesofresource suchasMaterials, equipment, facilities,andprojectrelated
services such asletting contracts. The processes required to ensure thatthe projectis
completed within the approved budget.

6.5.4. Project Quality Management

This knowledge area covers two main areas, creating the products to an acceptable
quality level, and the quality of the project management process itself. The processes
requiredtoensurethatthe projectwill satisfythe needsforwhichitwasundertaken.

Performing Quality Assurance is the act of auditing and comparing the quality
requirements against the quality control measurements to check that appropriate
quality standards and operational definitions are used.

Compare and contrast this to:

Perform Quality Control. This is the monitoring the results of carrying out quality
activities which will include the project deliverables/products and project management
results such as how the projectis performing against schedule and budget.

6.5.5. Project Human Resource Management

This knowledge area is to do with managing people. It includes aspects such as
acquiring the team, developing the overall team performance, and then managing that
performance such as performance appraisals, leading and coaching, and resolving
resource issues and optimizing the project performance. The objective here is to
ensure that allhuman resources are used effectively, and draws upon skills such as
leadership, team building, and communication. The processes required to make the
most effective use of the people involved with the project. It consists of:

Organizational planning: identifying, documenting, and assigning projectroles,
responsibilities, and reporting relationships.

Staff acquisition: getting the needed human resources assigned to and working on the
project.

Teamdevelopment: developing individual and group skills to enhance project
performance.

6.5.6. Project Communications Management

Communications is not just about the human kind, but includes information such as



53

meetingmanagementand actions, riskactions and assessments, projectplans, reviews
and walkthroughs, etc. This information must be shared with all of the project
stakeholders — both internal and external to the project. The processes required to
ensure timely and appropriate generation, collection, dissemination, storage, and
ultimate disposition of project information. Communication takes at least 90% of a
Project Manager’s time!

The purpose of a communications plan is to provide a framework for informing,
involving, and obtaining buy-in from all participants throughout the duration of the
project. The planincludes all meetings’ presentations and published messages that will
occurduringthe course ofthe project. The planidentifies allaudiences and which
method of communication will be used. Methods of communications include face-to-
face meetings, reports, Web presentations, e-mail notes and project newsletters. Here
are some important communication methods for a project:

The Project Team Status Meeting: This is a meeting of core projectteam members
whose purpose is to inform the team of overall project status, communicate progress
on assignments, and identify any potential problems and any new risks that may have
beenintroduced. This meeting can also be used to determine as ateam any necessary
changes that need to be made to the project plan.

Project Status Reports: Thisisadocumentthatisregularly published to the project
sponsor, steering committee, core project team members and stakeholders to inform
themofthe currentstatus ofthe project. Regularly publishing astatusreportwillalso
assist in managing expectations for the project.

Issues Logs: All projects encounter issues. By definition anissue is anything that arises
whichifleftunresolved could delay orhave anegativeimpactonthe successofthe

project. Anissueslogisatoolthatismaintainedtotrackand manageissuesasthey
arise.

6.5.7. Project Risk Management

Riskmanagementisthe systematic process ofidentifying, analyzing, and responding to
projectrisks. Itincludes maximizing the probability and consequences of positive
events and minimizing the probability and consequences of adverse events to project
objectives. Risk identification is best done during planning, and as many people should
beinvolved as possible, so thatthe complete picture of risk threats and positive
opportunities to the project can be identified.

6.5.8. Project Procurement Management

Most projects work within a customer/supplier environment. Generally the project
teamisworking onbehalf ofthe customer,and suppliersareresponsible forthe
creation ofthe projectdeliverables/products —there can be both internal suppliers
and external suppliers. Project Procurement is used whenitis necessary to purchase or
acquire products, services, or results needed from outside the projectteam. The
processes required to acquire goods and services to attain project scope from outside
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the performing organization.
6.5.9. Project Integration Management

Integration management is an element of project management that coordinates all
aspectsofaproject. Projectintegration, whenproperlyperformed, ensuresthatall
processes in a project run smoothly. Integration management will produce a series of
deliverables. These deliverablesinclude the project charter, project plan, and
preliminary project scope statement. In other word, project integration is a subset of
project management that includes the processes required to ensure that the various
elements of the project are properly coordinated.

7. Change Management

Every systems implementation project involves a great deal of change. Not only do the
business users and technical support teams need to learn a new system, they often need
to learn processes as well. While the project may be improving the way in which work gets
done, not all users will welcome the change. Some users will be resistant to change and,
conversely, there will be those who welcome change. The challenge is to manage the
expectations of both groups.

Communication Training

* Prepare for Change
e Target Messages

* Repeatand Reinforce User « Core Project Team
+ Timely acceptance Training
* Keep Listening to the Change * End-User Training

* Face-to-Face Briefing
* Paint a Picture

* Involve Managers

¢ Engage During Change
* Achieve Quick Wins

v" Power Users
¢ Other Stakeholder
Training

7.1. Training

Ongoing, effective training is essential in any change management initiative,
particularly when new technology and work processes are involved. At the beginning
of the project, a training plan should be developed. This plan should include a
complete assessment of the current skills and future requirements for all who will be
affected by the change.

Training people in the context of a systems implementation includes teaching them
how to use a new process and a new system. Without proper training, the project
team, end users and management will not be able to understand how to work in the
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new way. This can jeopardize the success of the implementation through lack of
adoption and the continuation of those manual processes and workarounds the
system was implemented to replace.

7.1.1. Core Project Team Training

The core project team is the first group of people that need to be trained on the
application. While the implementation may have experienced consultants to assist, the
sooner the internal team has an understanding of how the application works the more
productive each team member will be and the less reliant on consultants.

Ideally have the core project team attend training before the build phase of the
project. Minimally have this team trained before the testing phases of the project.
Typically they will attend training provided by the software vendor that is generic to
the product. It is possible to arrange some customized training for a larger project
team that has specific training needs.

7.1.2. End-User Training

The people that will be using the application on a regular basis need to be trained
before the system goes live. It is best to time this as close to the go live as possible as
retention of the training is compromised when one cannot immediately use what they
have been taught. End users need to be taught not only on how to use the system but
also on the new processes.

Ideally, create custom training for the end users. This will be tailored to reflect the
business processes and configuration of the product. User training should also be
limited to only those processes the specific user performs. Tailored training will
increase the likelihood of adoption and acceptance of the new system and process.

Involving “power users” can be an effective training technique. Organizations may use
individuals who adapt to the new technology quickly to provide one-on-one on-the-
job training to those who do not learn the system as rapidly.

7.1.3. Other Stakeholder Training

There are always those persons who are not regular users of the system, but are
owners of the processes the system supports or may be casual users of the
application. It is important that these interested parties have training on the new
system and processes, BUT NOT at the expense of the end users. While these people
tend to have more clout in the organization, they are not the priority audience for
training. Oftentimes these people will be satisfied with a demonstration of the new
system instead of attending formal training. The key for this audience is to balance
their need to know and the overall project training objectives.

One common error is providing too detailed training too early in the learning process.
If training is provided too early, users will not retain the material. Additionally,
advanced training should be provided in phases, as users become accustomed to
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7.2.

performing routine tasks. Training should also be provided in new employee
orientation programs.

Communication

Effective change communication can make the difference between success and failure
of an HRIS implementation project. No matter what kind of change initiative an
organization’sleadershipmaydesire, the change won’tbe successfulwithoutthe
support and commitment of a majority of its managers and employees. Getting people
“‘unstuck®™—thatis, gettingthemtonotonly embrace the vision butalso changetheir
beliefs and thinking to move in the new direction—is a huge communication
challenge.

Communication plays a vital role in the success of change programs. It is difficult to

engage everyone based only on communication alone, however. Ideally, people must
participateinthe processfrombeginningtoend. Ifthe sentimentisthatthe changeis
imposed fromthetop, then gainingcommitmentwillbe tough. The following 10tips
can help you communicate through times of change.

7.2.1. Prepare for Change

Constant change has almostbecome a norm, so challenge the status quo regularly to
helpemployeesbecome aware ofthe needforchange, eithernoworinthe future.
Use staff quizzes to challenge the current situation. This is an example of a question
you mightinclude: “Inour changingindustry, which will be the most effective way to
dobusinessinthefuture? A,BorC?” Toensure highemployee participation,usea
quiz format that is delivered directly onto targeted employee’s computer screens with
display recurrence options based on the user’s response.

7.2.2. Customize and TargetMessages

Avoid a ‘one sizefits all’ approach to communicating change. During organizational
changeitis particularlyimportantto customize andtargetmessagestomeetthe
needs of the different employee groups within your organization.

7.2.3. Repeat and Reinforce

Use multiple message formats and repeat important concepts to drive and reinforce
behavior change.

7.2.4. Ensure Change Communications are Timely

Fastand effective message cut-through. Use Desktop Alerts as an effective way to
draw employees’ attention to important or urgent messages.

7.2.5. Listen and Keep Listening

Gauge employee attitudes to change - Survey employees to gauge their attitudes
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towards organizational changes and assess how well they understand them.

Keepyourfingeronthe pulse - Survey employees regularly as atemperature check
andtestthatyourchange strategies are working every step of the way. Target
dedicated surveys to specific groups of staff (e.g. to check whether you are making
progress with a resistant group).

Collect feedback and report on it - Include a section in the internal newsletter or a
featureontheintranetcalled “Greatfeedbackwe’reworkingwith”. Highlighthowyou
are using staff’s constructive commentstoimprove the business and the way you
manage and communicate change.

7.2.6. Provide Face-to-Face Briefings

Encourage employeesto attend face-to-face briefings, as this gives them opportunities
to expresstheir point of view. Be flexible with times and venues; itmay be difficultto
get everyone in a room at the same time.

Reinforce face-to-face executive communications - Encourage staffto ask questions
and raiseissues both before and after face-to-face briefings. This will help managers
address concerns and employees to buy into changes.

Measure and manage information cascade - Measure how well your managers are
communicating change with their teams. Use surveys and polls to understand how
well each employee understands the main messages about the change and link the
surveyresults backtoindividualmanagers asameasure of communications
effectiveness. What gets measured usually gets focus and priority.

7.2.7. Paint a Picture of the Future

TellStories-Include articlesintheinternal newsletter orontheintranetto showhow
employeesaremodelingnewvaluesorputtinginplace newstrategies. Ifpossible,
allow them to submit their stories directly.

Digital signage on screensavers - Pictures paint a thousand words. Use interactive
screensaver messages for change communications andto portray a positive picture of
wherethe organizationanditsproducts are headed. Broadcastthemaroundyour
organization to capture employee’s imagination in an appealing, visual way.

Scenarioquizzes - Help employees visualize the change working for them. Ask scenario
questions. For example, “The new XYZ technology will help me do A, B, C, or D or all of
the above?” Offer prizes to encourage staffto take part. Include humorous or trick
guestions and answers to lighten the tone and make the staff quiz fun.

7.2.8. Make it Easy for Managers to Communicate Change Effectively

Provide advance notification - Ensure managers are fully briefed prior to their teams
being notified of change. Allow sufficienttime forthem to plan theirresponse,
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7.3.

including a FAQ sheet.

Regularupdates via scrolling desktopticker - Give administrator rightsto Team Leads
sothey can create and publish news feed tickers featuring the latest, accurate (and
top-down) updates.

Video updates - Create internal video updates relevant to specific employee groups.
Work with managers to make messages as relevant as possible to the different groups.
Use reporting options to see which employees have watched the video.

7.2.9. Focus on Employee Engagement During Change
Involve staff - Use Staff surveys to involve employees and elicit their views. Consider

letting employeesrespond anonymously formaximum candor. Every problem
uncovered is a problem that you can address.

Celebrate new beginnings - Allow employees to contribute their own articles to the

internalnewsletterorintranet. Encourage themtotelltheirown storiesabouthowthe
changes are working for them.

Repeatkey messages - Repeatyour main messagesinarange of waysto ensure that
they don’t become boring or are seen as ‘wall paper’.

Injectfunandinvolve people-Use aStaffquiztoaskemployeestoname newwaysof
working (e.g.newsystems, projects) orsuggestimprovements. Offerprizesforthe
bestideasandrecognizethemusing Screensaver Messages and articlesintheinternal
newsletter.

7.2.10. Measure Results and Celebrate Successes (Quick Wins)

Benchmark andtrack trends - Survey staffto assess what’s working, measure
attitudes, understanding and to track trends.

Highlight and celebrate success Screensaver messaging provides a visual, engaging way
tohighlightand celebrate success duringthe change. Target Screensaver Messagesto
specificemployee groupsto celebrate companywide successes aswell as smalllocal
wins.

Profile success stories Use aninternal newsletter as an engaging way to document
success. Encourage employees to submit articles that talk about what they have
achieved (e.g. simpler ways of working, important milestones met).

Resistance to Chang

Despite the fact that the new systems are being implemented to improve the

efficiency and effectiveness of the HR function, fear and resistance to the new system
fromHR staffwillbe commonand mustbe anticipatedandaddressed. What people
resist is the loss of control over their lives that they fought so long and hard to create.
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This sense of loss of control often leads to a lot of uncertainty about the future. One
way to help people regain control of their work lives is effective two-way
communication. People need to understand what is happening, that change is
essential.

Resistance can represent critical feedback about potential problems associated with
the change. For example, those who are providing the resistance may possess vital
details of problems that will arise if the change is made. Those resisting the change
often care passionately about the organization and this passion ignites the resistance.
Change leaders may be able to work with these individuals to refine the change,
harnessing their energy to redesign the portion of the plan that could have ultimately
derailed the change.

When employees outside the HR department are affected by new technology, as is the
case with the introduction of manager or employee self-service components,
resistance to the change is also a common source of problems in an implementation.
All these issues can be prevented or addressed with proactive, continuous
communication and effective, ongoing training.

User Acceptance

One approach toimproving the odds of convincing people that the change is necessary
is to help them understand that the vision for the change is headed in the right
direction. It's important that people understand both emotionally and intellectually
why they need to change.

Ultimately, acceptance of the new technology and new processes represents project
success. Although the technical challengesinimplementing any system can be great, it
isthe people “challengesthatcannot be overlooked (although oftenare) during the
implementation phase” of an HRIS.

End users must be involved and feel ownership of the new system. When future users
participate inthe planningand acceptance testingofanewHRIS, aswellasinthe
processof convertingto anew system, theircommitmenttothe projectincreases.

One of the major obstacles in gaining user acceptance is getting users to try out the
new system. Offering rewards to encourage user participation in new systems can be
very effective. Research clearly shows that acceptance is improved if information is
clearly communicated, if users are involved in the process, and if ongoing training is
provided. Not everyone will accept the changes at the same time. User acceptance can
be influenced by culture and demographics.
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Part Two: Information Privacy and Security

1.

Information Security

Information security (infosec) is a set of strategies for managing the processes, tools and
policies necessary to prevent, detect, document and counter threats to digital and non-
digitalinformation. Infosec responsibilitiesinclude establishing a set of business processes
thatwill protectinformation assets regardless of how the information is formatted or
whether itis in transit, is being processed or is at rest in storage.

Information privacy and security are particularly importantissues for HRIS because unlike
many other organizational systems, an HRIS includes a great deal of confidential data
aboutemployees, suchassocialsecuritynumbers, medicaldata, bankaccountdata,
salaries, domestic partner benefits, employment test scores, and performance
evaluations. Therefore, itis critical for organizations to understand and pay close attention
to what employee data is collected, stored, manipulated, used, and distributed—when,
why, and bywhom.

Organizations also need to carefully consider the internal and external threats to this data
anddevelopstronginformation security plansand proceduresto protectthisdataand
complywithlegislative mandates. Thereisagrowingconcernaboutthe extenttowhich
these systems permit users (both inside and outside of the organization) to access a wide
array of personal information about employees As a result, employees may perceive that
if these data are accessed by others, the information contained in their employment files
may embarrass them or result in negative outcomes (e.g., denial of promotion or
challenging job assignment).

1.1. Threat Sources
1.1.1. Human error

When an HRIS is not well designed, developed, and maintained and employees are not
adequatelytrained, there is a high potentialthreat of security breaches. Research
suggeststhat human errors, such asincorrectly entered data or accidental destruction
of existing data, constitute security threats to the availability, accessibility, and
integrity of information

1.1.2. Disgruntled Employees andex-employees

One ofthe concerns overlooked by HR managersis thatinformation may be damaged
by disgruntled employees. Thisis commonly referred to as an insider threat.
Employeesandex-employees are dangerous since they have extensive knowledge of
systems, havethe credentials neededto access sensitive parts of systems, oftenknow
howto avoid detection, and can benefitfromthe trustthatusuallyisaccordedto an
organization’s employees.

1.1.3. Other “Internal”’ Attackers

Many businesses hire contract workers, who work for the organization for a short
period. Contract workers usually gain temporary accessto various critical areas of an
organization. Thiscreatesrisksalmostidenticaltothose created byemployees.
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1.1.4. External Hackers

Another significant threat is the penetration of organizational computer systems by
hackers. Ahackerisdefinedassomeonewhoaccessesacomputerorcomputer
network unlawfully. Such attacks, often termed “intrusions”, can be particularly
dangerousbecause, oncethehackerhassuccessfullybypassedthe networksecurity,
he or she is free to damage, manipulate, or simply steal data at will.

1.1.5. Natural disasters

Typicalforms of natural disasters are floods, earthquakes, fires, and lightning strikes,
which destroy or disrupt computing facilities and information flow.

1.2. Types of Threats.
1.2.1. Misuse of computer systems

One of the predominant internal security threats is employees’ unauthorized access to
or use of information, particularly when it is confidential and sensitive.

1.2.2. Extortion

Theperpetratortriestoobtainmonetary benefits or othergoodsbythreateningto
take actions that would be against the victim’s interest.

1.2.3. Theft

The value of information can be much higher than the price of hardware and software.
With contemporary advances in technological developments, a relatively small
computer chip (e.g.,aUSB device) can easily store over 100 GB of data. For example,
the State of Hawaii’s HR department had medical records stolen when doctors’ offices
of two doctors servicing workers compensation claims were burglarized .

1.2.4. Computer-based fraud

There is growing evidence that computer-based fraud is widespread. Over 90% of
companies have been affected by computer-based fraud, such as dataprocessing or
data entry routines that are.

1.2.5. Cyber-terrorism

Cyber-terrorismisthe leveraging of an information system that is intended to
intimidate, cause physical, real-world harm or severe disruption of a system’s
infrastructure. In one such scenario, a person with high-level computer and network
skills(e.g.ahacker)ishiredtobreakintoaspecificcomputerorcomputernetworkto
steal or delete data and information Cyber-terrorists often send a threatening e-malil
stating that they will release some confidential information, exploit a security leak, or
launch an attack that could harm a company’s systems or networks.

1.2.6. Phishing

Victims usually receive email messages that appear to come from an authentic source
with which the victim does business. The official appearance of the message and the
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website often fool victims into giving out confidential information. According to
Gartner the estimated cost of phishing is around $2 billion.

1.2.6. Denial-of-Service

Adenial-of-service (DoS) attempts to make a service unavailable for legitimate users
by flooding it with attach packets. The server that is hosting that service is then unable
to handle the large number of requests, whereby shutting itdown. The financial
services sector has been hit particularly hard by this type of attack. For example, Bank
of Americaand JP Morgan Chase have both experienced outages ontheir public
websites due to DoS attacks.

1.2.7. Software Threats

A computervirusis atype of malware that works by inserting a copy of itself onto a
computer or device (e.g. smart phone) and then becoming part of another program. It
can attach itself to files without the user’s knowledge and duplicate itself by executing
infectedfiles. Whensuccessful, avirus canalter data, erase ordamage data, create a
nuisance, or inflict other damage

Worms are in some ways similarto viruses since they can replicate themselves.
However, unlike viruses that require the spreading of an infected file, worms such as
Code Red, Slammer and MyDoom can spread by themselves without attaching to files.

Spyware is software installed on an unknowing user’s computer that gathers
informationaboutthe user’'s activities onthe Web (keystrokes, web sitesvisited, et
cetera) and transmits it to third parties such as advertisers or attackers. Problems
associated with spyware include potential privacy invasion, appropriation of personal
information, and interference with the user’'s computer operation.

Blended Threats: These threats propagate both as viruses and worms. They can also
post themselves on websites for people to download unwittingly.

Trojan is another type of malware that usually hides inside email attachments or files
andinfects auser’'s computer when attachments are opened or programs are
executed. Trojansare namedafterthe Trojan-horse of Greek mythologyinthatthey
appear to be something positive, but are in reality doing something malicious. Unlike
virusesandworms, Trojansdo notreproduce byinfecting otherfilesnordothey self-
replicate. Instead, theymustbe openedonacomputerbyauser. Some Trojanscan
work as spyware, while others can display a login orinstall screen and collect personal
data such as usernames and passwords, or other forms of identification, such as bank
accountor credit card numbers. They can also copyfiles, delete files, uninstall
applications using remote access programs onthe computers, and format disks
without alerting the victim.

1.3. Security Policies

Information security is not predominantly a technical issue; it is more of a
management issue. It is easy to see why at times there is a major focus on technology.
Technology is visible, and there are many things that we can say about security

technologies.
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This lends credence to importance of effective security policies. Security policies
identify valuable assets, provide a reference to review when conflicts pertaining to
security arise, outline personal responsibility, help preventunaccounted-for-events,
outline incident response responsibilities, and outline an organization’s response to
legal, regulatory, and standards of due care.

Foreffective implementation of security organizations usually follow established
securitystandardssuchasISO/IEC27000series. Thisseriesfocusesonareassuchas
access control, security management, good practices, and protection of health related
information. AImost allaspects ofthe ISO/IEC 27000 series meshwithHRIS.  For
exampleitis standard practice to require HR employees to change their passwords on
aquarterly basis to achieve optimal access control. Itis also a generally good practice
toverify thatallHRIS users are properly trained inthe secure use and handling of
equipment, data, and software.

1.4. Security Practices

HR application security must contain multiple levels of security. There are three (3) key
termswhentalkingaboutHR Application security: authentication, applicationlevel
security and datalevel security. Withinthe security levels, persons are assigned
permissions as to what they can do with the data; these typically are Display/View,
Create, Update orChange.

1.4.1. Authentication

Authentication is the process that identifies the person logging in as having permission
to accessthe application. This checks thatthe user ID and password combination are a
valid one forthis application. This level of security merely works as a means for
making sure that only authorized users of a system are in that system.

1.4.2. Application level

Application level security defines what information one can see in the application. This
includes the modules that can be accessed, the screens and sometimes even which
fields can be seen. Thisis typically based on a person’s role as identified to the system
thatis attached to their system ID. For example, a Benefits Role would have access to
specific planinformation, where a Compensation role would not. Thisallows the
companytosecurethe datawithinasystemto specificallythose userswho have a
need to see or use the data.

1.4.3. Data-level

Data-levelsecurity defineswhose information canbe seeninthe application. It
definestherightstothe systembased onadatavalue. Typicallythisisdefined by
organizational unit where a person can see someone within their own organization
butnotwithinanother’'sorganization. Thisisthelevelofsecuritythatisusedwhen
onehasaglobal organizationand mustrestrictaccesstoone’s country. AnHR
representative may have full access to the information in the system (application level
security) but only to those in their country (data level security).

1.4.4. Display/View
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Display/Viewis apermissionthatallowsausertolookonly atthe information forthe
persons in the system they are allowed to see. This does not allow them to change any
information. This typically does include the right to run reports.

1.4.5. Create

Createisapermissionthatallows auserto create anewrecord. Inthe case ofan
HRIS, it would be the ability to process a new employee. Care must be taken in setting
uptheapplication and data-level security forthose who cancreate arecord. tmust
takeintoaccountall ofthe parts of the systemrequiredto create arecord, aswellas
the data values. For example, if the person entering the information cannot access the
record of an employee in division A, they will not be able to create a record for
someone in that division either.

1.4.6. Update

Update refers to the ability to create a new row of data in an existing record. This
allowsthe usertoupdate the employee record with newinformationwhile creatinga
history record withthe old information. Inthismanner, the old informationisretained
for reporting or audit purposes.

1.4.7. Change

Change refers to the over-writing of information that already exists without creating a
new row of data. This can also be referred to as “correction” access. This will not
create arecord for reporting or audit purposes unless the application has database
levelprocessesinplace,tokeeparecordofthe “old” information and thus should
only be giventothose few persons who need to make correctionsto the data.

1.4.8. Delete

Delete referstothe ability toremove arow of data permanently. Use ofthis should be
verylimitedbecausewhendatais permanentlydeleteditisnolongeravailableinthe
database. The authority to performthis activity is usually limited to very few users,
andapprovals are required sothatthe valid records are not accidentally deleted.

1.5. Security and Self-Service Processes

Whenself-service processes are usedin HR applications additional security
considerations need to be taken.

1.5.1. Employee self-service

Data-level security must be able to allow the employee access only to their own
recordbutflexible enoughtoknowthatifthisemployeeisalsoamanageroranHR
representative they may also have accessto otherrecordsinthe application.

1.5.2. Manager Self-Service

Data-level security must be able to allow managers access to allemployees that report
tothem. Depending onwork structure, these employees may or may notbe inthe
same organizational unitof the manager. This must also take into accounthow a
record will be updated in the event that the manager is not available. Workflow
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processes thatinstruct systems what steps a change must take before itis approved to
be written to the system must be able to identify alternate approvers of the
transaction. Thisis particularly true of those changes that are time-sensitive.

2. Security Management

Workplace security involves the physical and procedural measures used to protect people,
property, andinformation. The goal of workplace security is to reduce or eliminate the
risks ofloss ofan organization's assets-both tangible and intangible-from causes and
events not within the normal boundaries of conventional profit/loss activities.

A comprehensive approach to security managementis needed to address a wide range of
issues, including workplace violence. HR managers may have responsibility for security
programs or may work closely with security managers or consultants. Security programs
canalsoinclude aproprietary orcontracted security force. Whichevertype of security
force is used, employees need to assist them in security efforts.

\ L SR
| »
4 - Controlled Access

2.1. Security Audit

In a security audit, HR staffs conduct a comprehensive review of organizational
security. Sometimes called a vulnerability analysis, such anaudituses managersinside
the organization (e.g., the HR manager and the facilities manager) and outsiders (e.g.,
security consultants, police officers, fire officials,and computer security experts) to
assess security issues.

Typically, a security audit begins with a survey of the area around the facility. Such
factorsaslightingin parking lots, traffic flow, location of emergency response
services, crime in the surrounding neighborhood, and the layout of the buildings and
grounds are evaluated. The audit also may include a review of the security available
withinthe firm, including the capabilities of guards. Another partofthe security audit
reviews disaster plans, which address how to deal with events such as earthquakes,
floods, tornadoes, hurricanes, and fires.

2.2. Controlled Access

A key part of security involves controlling access to the physical facilities of the
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organization. Many workplace homicides occur during robberies. Therefore,
employees who are mostvulnerable, such as taxi drivers and convenience store
clerks, canbe provided bulletproof partitions and restricted access areas.

Many organizations limitaccess tofacilities and work areas by using electronic access
or keycard systems. Although not foolproof, these systems can make it more difficult
foranunauthorized person, such asan estranged spouse or adisgruntled ex-
employee, to enter the premises. Access controls also can be used in elevators and
stairwells to prevent unauthorized persons from entering designated areas within a
facility.

Controlling computer access may be animportant part of securing IT resources.
Coordinationwithinformationtechnology resourcestochange passwords, access
codes, and otherwise protect company information may be important.

2.3. Violence Training

Managers, HR staff members, supervisors, and employees should be trained on how
to recognize the signs of a potentially violent employee and what to do when violence
occurs. During training at many firms, participants learn the typical profile of
potentially violentemployees and are trained to notify the HR departmentand to
referemployeesto outside counseling professionals. Suchtrainingrequires observers
tonotice verbaland nonverbalreactions by individualsthatmay indicate anger or
hostility, and to listen to individuals exhibiting such reactions.

2.4. Employment Screening

A key facet of providing security is screening job applicants. HR management is
somewhat limited by legal constraints on what can be done, particularly regarding the
use of psychologicaltests and checking ofreferences. However, firmsthatdo not
screen employees adequately may be subject to liability if an employee commits
crimes later. For instance, an individual with a criminal record for assault was hired by

a firmto maintain sound equipmentin clients’ homes. The employee used a passkey
to enterahome and assaulted the owner; consequently, the employerwasruled
liable for not doing an adequate background check. Of course, when selecting
employees, employers must be careful to use only valid, job-related screening means
and to avoid violating local labor laws.

2.5. Security Personnel

Providing adequately trained security personnel in sufficient numbers is a critical part
of security management. Many employers contract forthese personnelwith firms
specializinginsecurity. If securityishandledin-house, security personnelmustbe
selected and trained to handle a variety of workplace security problems, ranging from
dealingwithviolentbehaviorbyanemployeetotaking chargeinnaturaldisasters.

3. Information Privacy

Information privacy has been defined as the "degree to which individuals have control
over the collection, storage, access, and release of personal data”.
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3.1. Unauthorized access toinformation

One reason that employees are concerned about the storage of data inan HRIS is that
they fear that these systems may allow unauthorized access to their private
information. Forexample, employees may perceive thatif users have accesstotheir
social security numbers or bank data they will experience identity theft. In fact, some
reportsindicate thatidentity theftisthe primary consequence ofthe breach of HRIS
data (Privacy Rights Clearinghouse, 2010). Similarly, if unauthorized users have access
to medical data or domestic partner benefits then employees feel that they will
experience embarrassment orloss of job opportunities (e.g., promotions, pay raises,
challenging job assignments).

Someresearch alsoindicated thatemployeeswere more likely to perceive an HRIS as
invasive of privacy whentheywere unable to controlaccesstotheir personal data,
andinformation was accessed by users outside the organization than those inside the
organization.

Results of other research revealed that the use of an HRIS was perceived as invasive of
privacy when (a) supervisors were able to access information in employee records, (b)
the same data were used foremployment ratherthan HR planning, and (c) the
employees did not have the ability to check the accuracy of the data before decisions
were made.

3.2. Unauthorized Disclosure ofInformation

Another concern about the use of HRIS is that employees may perceive that these
systems allow for the unauthorized disclosure of information about them to others.
For example, research revealed that 70 percent of employers regularly disclose
employment data to creditors, 47 percent give information to landlords, and 19
percent disclose employee data to charitable organizations.

In addition, some reports indicated that organizations regularly sell data collected on
recruiting websites. Furthermore, 60 percent of employers do not inform applicants or
employeeswhen they disclose information within or outside the organization.

3.3. Data accuracy problems

Employees are also troubled about data accuracy because HRIS may contain

inaccurate or outdated information about them. Not surprisingly, individuals are often
unawarethatdatainthese systemsareinaccurate,and manyorganizationsdonot

give them the opportunity to review or correct data stored in HRIS.

3.4. Stigmatization problems

Employee are often uneasy about the use of HRIS especially when they feel that
networked datamayleadtothemtobe stigmatized ordeeplydiscreditedinthe
employment

3.5. Use of Data in Social Network Websites

Recently, organizations have started collecting and using data about applicants and
employees from social network websites (SNS) (e.g. Facebook, LinkedIn, and Twitter).
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Forinstance, organizations now use SNS to collectinformation about job applicants’
lifestyle, family background, friends, sexual orientation, religion, political affiliation,
and personal interests. Estimates indicate that between 20 and 40 percent of
employers now scan SNWS to gather data about job applicants and 75 percent of
recruiters are currently required to do online research on applicants before making
hiring decisions

3.6. Privacy Policies

Despite the widespread use of HRIS and growing concerns about the (a) unauthorized
access, (b) unauthorized release, (c) dataaccuracy and (d) use of datato stigmatize
employees, many companies have notestablished fairinformation management
policies to control the use and release of employee information.

Therearetwo (2) major piecesoflegislationthatneedtobe compliedwithinthe area
of data privacy, the European Union (EU) Data Protection Directive and the U.S.
Department of Commerce Safe Harbor act. Their general tenants will be tested in
GPHR exam (notin PHRior SPHRiexam). For specifics onthe legislationand howthey
impact the organization, consultation with legal counsel is advised. There will be other
data privacy requirements in other parts of the world as legislation continues to
evolve. Having aknowledgeable attorney in each country the company operatesis
advised.

3.7. Privacy Practices

Several best practices have been proposedto ensure that employee datais secured
and employee privacy is protected. These include:

+  Adopt a comprehensive information security and privacy policy.

«  Storesensitive personal datain secure HRIS and provide appropriate encryption.
«  Dispose of documents properly or restore persistent storage equipment.

«  Build document destruction capabilities into the office infrastructure.

* Implementand continuously update technical (firewalls, anti-virus, anti-spyware
etc.)and non-technical (security education, training, and awareness) measures.

+  Conduct privacy “walk-throughs,” and make spot checks on proper information
handling.

4. Privacy Management

Workplace privacy issues swirl around the controversy of how closely an employer can
monitor its employees. Some companies have invested considerable time in creating
privacy guidelines meantto explain exactly whatis and is not allowed in terms of
monitoring, butthese guidelines are almost never legally binding. In some cases they may
evenbe usedto create afalse sense of security among employees. Most experts suggest
avoiding the whole messy business of workplace privacy by never using company
computers or cell phones for anything other than company business, but various
complications can still ensue, resulting in legal consequences.
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The extensive growth of technology use by employers and employees is constantly
creatingnewissuestobe addressed. Suchtechnology usages astwitters, wikis, social
networking, and blogs require attention by employers.

4.1. Monitoring Electronic Communications

Employershavearighttomonitorwhatis saidandtransmitted throughtheirinternet
andvoicemail systems, despite employees’ concerns aboutfree speech. Advancesin
information and telecommunications technology have become a major employer
issue regarding employee and workplace privacy. For example, the use of e-mail
increases every day, along with employers’ liabilities if they improperly monitor or
inspectemployees’ electroniccommunications. Many employers have specialized
software that can retrieve deleted electronic communications e-mail, and some even
record each keystroke made on their computers.

There are recommended actions for employers to take when monitoring technology.
Employers should monitor only for business purposes and strictly enforce the policy.
Forinstance, one problem s that most people express themselves more casually in e-
mail than they would informal memaos. This tendency can lead to sloppy, racist,
sexist, or otherwise defamatory messages.

Court cases have been brought over jokes forwarded through e-mails that contained
profanity or racist undertones. Another problem is that electronic messages can be

sent rapidly to multiple (and sometimes unintended) recipients. Also, the messages
can be stored, and often legal cases hinge on retrieval of the messages.

4.2. HR Policies on Electronic Communications

Given all the time and effort employees spend on technology through both work and
personal actions, itisimportant for HR professionals to provide guidance to
executives, managers,andemployees. SomeareasinwhichHR policiesneedtobe
made can include the following:

e Establishing security and voicemail system

e Communicatingthatthe employerwillattemptto monitor security, butitmay
not be totallyguaranteed

e Restricting the use of employee records to a few individuals

Communicating policies on electronic communications to employees, enforcing them
by monitoring employee Internet use, and disciplining offenders are means used by
employers to ensure that the Internet is used appropriately. These efforts are
necessarybecausebothsupervisorsandemployeescanengageinviolatingelectronic
monitoring policies and practices.

Employers’ efforts also can attempt to guard against some employees’ accessing
pornographicorotherwebsitesthatcould create problemsfortheemployer. Iflaw
enforcement investigations find evidence of such access, the employer could be
accused of aiding and abetting illegal behavior. Many employers have purchased
softwarethattracksthe websites accessed by employees, and some employers use
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software programs to block certain websites that are inappropriate for business use.
4.3. Balance Employee Security and Privacy

Balancing employer and employee privacy is becoming more difficult. On one side,
employers have alegitimate need to ensure that employees are performing their jobs
properlyinasecure environment. Onthe other side, employees expecttherights
thatthey have both atworkand away fromworkto be protected. The commonplace
monitoring of e-mailandvoicemailisonly one way employerswatchthe workplace.
Technology gives employees who leave an employer the opportunity to take a great
dealofvaluable companysecretsordatawiththem. Forthisreason (andothersas
well), workplace monitoring has increased.

4.3.1. Conducting Work-Related Investigations

Workplace investigations are frequently conducted using technology. Such means
allowemployerstoreview e-mails, access computerlogs, conduct video surveillance,
and use other investigative tactics. When using audiotaping, wiretapping, and other
electronic methods, care should be taken to avoid violating privacy and legal
regulations.

4.3.2. Employee Theft

Employee Theft problem faced by employers is employee theft of property and vital
company secrets. White-collar theft through embezzlement, accepting bribes, and
stealing company property alsois a concern. Ifthe organizational culture encourages
orallows questionable behavior, then employees are more likely to see theftas
acceptable. Employee theftand other workplace misconductcan be addressed using
anumberofmethods. Typicalmethods mayinclude doinganinvestigation before
hiring, using applicant screening, and conducting background investigations. After
hire, workplace monitoring can review unusual behaviors, such as those mentioned
earlier.

4.3.3. Honesty and PolygraphTests

After hire, workplace monitoring can review unusual behaviors, such as those
mentioned earlier. Honesty and polygraph tests may be used both before and after a
personishired. Pencil-and-paperhonestytestsorintegrity testsare widelyused,
particularly intheretailindustry and others. For currentemployees, polygraph
testing (performed with lie detectors) is used by some organizations. However, many
governments prohibit the use of polygraphs for most pre-employment screening and
also requires that employees must:

e Be advised of their rights to refuse to take a polygraph exam.
e Be allowed to stop the exam at any time.

e Notbeterminated because they refuse to take a polygraph test or solely
because of the exam results

4.3.4. Employee substance abuse and drug testing
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Employee substance abuse and drug testing have received a great deal of attention.
Concernaboutsubstance abuseatworkisappropriate, giventhatabsenteeism,
accident/damage rates, and theft/fraud are higher for workers using illegal
substances or misusing legal substances such as drugs and alcohol.

When employers conduct drug testing of current employees, they generally use one
of three policies: (1) random testing of everyone at periodic intervals, (2) testing only
incasesofprobable cause, or(3) testingafteraccidents. Means oftestinginclude
urinalysis and hair testing, among others.

Iftestingisdoneforprobable cause,itneedstobe based onperformancerelated
behaviors, such as excessive absenteeism or reduced productivity, and notjustthe
substance usage itself.
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